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Kpyensiti cmon

KnbepBoiiHa bnukaniiero
oyayLero:

XOEM U TOTOBUMCS?

B kpyrnom ctone npuMHUMaloT y4yactue

Esrennn BUIIbTOBCKUWU, Uropb KOPYAIUH,

pykosodumenb komnaHuu ALPEIN Software e Lllseliuapuu pykosodumernb epynnbl obecriedeHusi 6e3onacHocmu UHGopMayuu,
komnaHusi UBK

Masen BOJTYKOB,

3amecmumerib HayarnbHuka omoesia KoHcanmuHaa LieHmpa uHgopmayuoHHoU Anekcenn HOBUKOB,

6e3onacHocmu, KomnaHusi «MHgpocucmemsi [xem» 3amecmumerib OupeKkmopa uyeHmpa KoMrnemeHyud
10 3KCrepmHbIM cepsucam,

Muxann BOPOBbEB, Positive Technologies

HavanbHUK aHanumu4yecko2o omdesna yeHmpa paspabomku mexHonoaud, AO «PHT»

Buktop CEPOIOK,
Anekcen 3EHKEBUY, 2eHeparibHbIt OUPeKmop
pykosodumernb nodpa3sdeneHusi «[pombiwneHHass aemomamu3ayusiy, AO «[uanoeHayka»
komnaHusi Honeywell 8 Poccuu, benopyccuu u ApmeHuu

. Kupunn YIrOJEB,
Banepun KOHABCKUU, PyKo8oOUMESb HanpasneHusi UHGhpacmpykmypHbix peweHul UB,
0. m. H., 3asedyroujuli kagpedpol «3awuma uHgopmayuu» ®PTK, MOTU (dusTex) KommnaHusi «Acmepoc»

KnbepBoWHbl — yXXe peanbHOCTb: NpuMeHeHne knbepopyxusa Stuxnet, caboTaxk Npon3BOACTBEHHbIX
NPeanpUsSTUIA NPy NOMOLLM pa3paboTaHHbIX creucny>x6ammn 3KCNIIoNTOB, Criexka

32 BbICOKOMOCTaBMEHHbIMU NULLAMW OPYTNX rocygapcTs v np. ATMocdepa B knbepnpocTpaHcTBe
HakanseTcs, N03TOMY Mbl pewwnnn o6cyanTb C POCCUNCKUMM IKCNEPTaMy COBPEMEHHYIO CUTYaLMIO
B cdpepe 3alumTbl FOCyAapCTBEHHBIX PECYPCOB U MHPOPMALMOHHBLIX CUCTEM.

HackonbKko 3aliuileHbl, Mo BaleMy MHEeHUI, 00 EeKTbI KpUTUYECKOMN
MHdopMaLmMOoHHOM NHpaCTPYKTYypbl PP? Kakune knrouveBble
npo6nemMbl U PUCKM Knbepbe3sonacHoCcTH cyliecTByroT B Poccumn
M YeM cuTyaums OTNIMYaeTCA OT pa3BUTbIX CTpaH 3anapa?

Ha Takon Bonpoc CNoXxHO OTBETUTb
KpaTKo, 3TOMY MOCBSILLEHbl MHOTMe
nccnenoBaHusa U perynspHo cocTaB-
nawTcsa noapobHble oTtyeTbl. Ho rog
3a rogom aKcnepTbl U aHanUTU4eckue
KOMMaHuu1, cneyuanuaupyroLimnecs

B obnactn uHgopmaumoHHom 6es- Masen BOJTYKOB
OMacHOCTW, OTMEeYaloT OAHY U Ty MoHATNE «OOBEKTBLI KPUTUYECKOW
e rnobanbHyo TEHAEHUMIO: KOnu- NH(OPMaLMOHHON NHMPACTPYKTYPbI» —
yecTBO kubepaTak yBenuyuBaeTcs, [0BOMbHO pa3mMbiToe. NoaTomy ogHO-
OHM CTaAHOBATCS BCE U3OLLPEHHEee 3HAYHO OTBETUTb Ha BOMPOC, HACKOSbKO
N NpuBOAAT KO Bce Oornee TsXenbiM OHM 3allUMLIEHbl, HEBO3MOXHO — B 3a-
Eerenuin BUIbTOBCKUA nocneacTBUSAM. BMCUMOCTW OT OTpacnun 1 opraHusauumm
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OHW 3allyLleHbl No-pasHomy. B uenom
MOXHO CKasaTb, YTO, MOCKOSbKY peyb
naeT O KpUTUYECKOW MHAPACTPYKTY-
pe, 3aWuTbl He MOXeT ObiTb MHOrO,

B nobom criyyae xoTtenockb 6bl 60-
ree aKTUBHbIX LUAroB CO CTOPOHbI
perynsatopoB. KntoyeBble npobnemsl
3[€ecb Takue e, Kak U B ApYrnx
oTpacnsax: NoBcEMECTHasi HexBaTka
KagpoB M OTCYTCTBME YETKOWN, MOHSAT-
HOV HopMaTuBHOM ©asbl. B nogobHbIX
OOKYMEHTaX [OIMKHO ObiTb MUHUMYM
BapuvaTUBHOCTU U HEOOHO3HAYHbIX
TPaKTOBOK, TOMbKO YeTkMe npeanuca-
HUsi. OCHOBHbIM PUCKOM SIBIISIETCS Ha-
pyLUEHME TEXHOMOMMYECKMX MPOLIECCOB,
KOTOpOe MOXeT MnoBreyb 3a cobon
OLLYyTMMble MOCNEACTBUSA B peasibHOM
MUpe (TEXHOreHHble KaTacTpodbl).
MoHO BblAenuTb ABa KoHLUenTyarnb-
HbIX OTNMYKna cTpaH 3anaga: 6onee
3penbii noaxod, o6yCrnoBNEHHbIN
ONUTENbHBIM pPasBUTUEM HOpPMaTUB-
Hol 6asbl, U1 MeHee ocTpasl npobrema
NUMMNOPTO3aMELLEHUSI.

Muxann BOPOBbLEB

OueBunAHO: AaBaTb OOLLYIO OLIEHKY
3aLUNLLEHHOCTM OOBLEKTOB KPUTUHECKOWN
NHMOPMaLMOHHON UHAPACTPYKTYPbI
P® Bce paBHO, YTO M3MepPATbL OOLLYHO
Temnepatypy no 6onbHuue. Kakve-To
00beKTbI 3alMLLEHbI MyYlle, Kakue-
TO xyxe. Mbl Hageemcsi, 4TO B CBSA3M
C NPUHMMaeMbIMU MepaMmn Ha ypoB-
He 3aKoHopaTenbCTBa CUTyauusi
N3MEHWTCS, YPOBEHb 3alumThl OyaeT
NoBbILLATHCS.

K kntoyeBbIM npobnemam B Kkui-
6epbe3onacHoCT Mbl TPaAMLIMOHHO
OTHOCWM HEOOCTaTO4YHO BbICOKYIO KBa-
nvdmrkaumio nepcoHana, obcnyxveato-
LLero aBTOMaTU3NPOBaHHbIE CUCTEMBI.
Kpome TOro, n3BeCTHble pUCKMN CBSI3aHbI
C UCMomnb3yemMblM Ha O0ObekTax KpUTK-
Yeckon MHMPaCTPYKTypbl cneuuanm-
31POBaHHbIM MPOrPaMMHBIM 1 anmna-
paTHbIM obecrneveHnem 3apybexxHoro

npoussocTea. Yacto Takve npoaykTbl
OTBEYalT 3a KroyeBble PyHKUMM,
obecneuymBatolme becnepeboliHyto pa-
60Ty obbekTa. B cnyvae Heobxoammo-
CTV MX MPOCTO HeyeM OydeT 3aMeHUTb,
W yCroBWs KX 3KCniyaTaumm Hepeako
TpebytoT BbIpaboTKM [ONOMHUTENBHBIX
mep obecneveHus 6esonacHocT. Mbl
npeanonaraemM, 4To 3anafgHble CTpaHbl
MMEIOT CyLLECTBEHHO BOrbLie BO3MOX-
HOCTeW AUKTOBAaTb NMPOW3BOAUTENSAM
nodo6HbIX NPOAYKTOB CBOW YCrOBUS

1 1cnonb3oBaTb NporpammHoe obecre-
YeHne B KayecTBe [OBEPEHHOrO.

W

Anekcen 3EHKEBUY

CyLlecTBEHHOE pasnunyve 3akmnioya-
eTCa B FOTOBHOCTW MH(PPaCTPYKTYpbl
N obbeme okasaHus yCnyr 3awmTbl.
B Poccun pblHOK OKasaHWs ycryr 3alum-
Tbl TONbKO chopmumpyeTtcs. Ha 3anage
OH 3BOMIOLMOHHO CKnagblBancs Aonrve
rogbl B pesynbTate OTHOLLUEHWUN Mex-
Ay Npon3BoaMTeNnsM1 CpeacTs aBTo-
MaTusaumMmn 1 Mx 3akasyvkammu, KoTopble
CHayana cosganu pbIHOK OKa3aHus
yCryr TeXnoaaepXkv, BKMoYas yaanex-
Hylo. B pamkax aT0ro pbiHKa, B CBOIO
ovepedb, ObINn cosgaHbl UHAPACTPYK-
Typa 1 uUernble CUCTEMbI TEXMOAAEPKKU.
Bbinn noctpoeHbl rmobanbHble LeHTpbI
OKa3aHWsl CepBUCOB MO BCEMY MUPY,
CchopMMpOBaHa MHOTOYMCIIEHHAS K-
eHTckas 6asa 3aKka3ymKoB, KOTOpble
oco3Hann addeKTMBHOCTb nepexoaa
Ha cepBucHyt0 Mogenb. Celvac npo-
JomKaeTcs pa3BuTMe YCnyr, NpPoOyKTOB
N MH(PACTPYKTYPbl Ha CYyLLECTBYOLLEN
KIneHTcKon 6ase B CTOPOHY OKa3aHWs
ycnyr 3awmTbl NPOU3BOAUTENAMU ANS
CBOVX 3aKa34MKOB B COOTBETCTBUM
C TpeboBaHWAMM pbiHKa. Bo3HukaoT
HOBblEe BO3MOXHOCTN Ans 6usHeca:
Hanpumep, HegasHo Honeywell npu-
obpena komnaHuto Nextnine — BeayLuero
nocTaBLUMKa peLueHui Ansa knbepaalum-
Tbl MPOMBILLIIEHHbIX 06bekToB, 0bnaaa-
IOLLIEero BO3MOXHOCTSIMM 3aLLMLLLEHHON

yAaneHHoW NOAAEPXKKA 3aKa34MKOB.
Nextnine nmeet 10 TbIC. aKTUBHbIX
nonb3oBaTenen Ha TbicA4ax NPOU3BOA-
CTBEHHbIX MMOLaA0K No BCEMY MUPY
B HepTerasoBOM, KOMMYHanbHOM, XU-
MUWYECKOM, rOpHOAOObLIBAIOLLIEM M NPO-
M3BOLACTBEHHOM CEKTOPaX.

Banepuit KOHSIBCKUIA

YA3BMMOCTN COBPEMEHHON an-
napatHow 6a3bl — 3TO YS3BUMOCTH,
C KOTOPbIMM Mbl 3a4acCTyl0 BbIHYXJe-
Hbl MUPUTbLCS, XOTS U 3HaeM 06 ux
cywectBoBaHun. KoHeyHo, Bce 00b-
€KTbl KpUTUYECKOW MHPpacTpyKTypbI
3aLUMLLEHbI C Pa3HbIMK YPOBHAMM
3(pPEKTMBHOCTI, KakMe-TO nydlle, Ka-
Kne-To He Tak xopowo. Ho s cuuTato,
YTO NPaKTUYECKN BCE MHMOPMAaLMOH-
Hble CUCTEMbI, OCHOBaHHbIE Ha UC-
Nnonb30BaHUM KOMMbIOTEPOB Ha Gase
apxuTeKTypbl x86, He 3allUMLEHbI.
MpuHUMNManeHble YA3BMMOCTU MOTYT
3(PPEKTUBHO MCMOMNMb30BaTb Te, KTO UX
UMMNMaHTUPYET B KOMMbOTepbl. B 3TOM
1 3aKnyaeTcs NpuHUMnuManbHoe oT-
nnyne OT «pas3BuUTbIX CTpaH 3anagay,
roBopsi s136IkOM BOMpoca.

R
Anekcen HOBUKOB
CnoxHo aaBaTb 0OLLyH OLEHKY

3aLUMLLEHHOCTM BCEX OOBLEKTOB KPUTW-
YeCcKoN MHGOPMAaLMOHHON NHAPPaCTPyK-
Typbl. [ogoBHON OTKPLITON CTAaTUCTUKM
onsa Poccun cenyac HeT. A € y4eTom
M3MEHEHUIA 3aKkoHoAaTeNbLCTBa Tenepb
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YKe 1 He NOSABUTCH, TaK Kak CBeAeHWS
O 3aLLMLLEHHOCT OOBHEKTOB KPUTUYECKOM
WHOPMAaLIMOHHOWN MHADPaCTPYKTYpbl
OTHECEHbI K rOCYNapCTBEHHON TalHe.
Kak nsBectHo, Bo Il kBapTane TekyLiero
roga npou3oLLen psa ANMaeMuin BUpY-
COB-LLM(PPOBAnbLUMKOB, MPOAEMOHCTPY-
pOBaBLUMX HELOCTAaTKM 3aLUMLLEHHOCTU
MHPOPMaLIMOHHbLIX cucTeM. Heobxoammo
OTMETUTb, YTO MPOBnemMbI C 3allyLLIEHHO-
CTbl0 OOBEKTOB KpUTMYECKOW UHDOpMa-
LIMOHHOW MHPACTPYKTYpbl ECTb HE TOMb-
ko B Poccun — ata npobnema xapakrep-
Ha 1 Onsa 3apybexHbIX KOMnaHui. Tatke
WOEHTUYHBI U pUCKU KnbepbesonacHoCTu
(ans Poccun n ansa gpyrux ctpaHd mupa).
KntoyeBbiMn npobnemamu SBRAOTCA
MIoxo BbICTPOEHHbIE Mpouecckl obecrne-
YeHus1 MHPOPMaLIMOHHONM Ge3onacHoCTy
N HeOOCTaTOYHbIA YPOBEHb KBanUgMKa-
LMK KagpoB: BCe opraHusaumm B Kypce,
Kakvie peLueHnst MPUMEHSTb, Kak 1X
BHeOpSATb, HO C eXeJHEBHbIMM 3aa4amu
N OnepauyoHHON AesTENbHOCTLI0 B cde-
pe VB marno KTo B COCTOSHWN CNpaBUTb-
CH Ha OOIMKHOM YpOBHE.

™

—

Buktop CEPOIOK
Bbino 66l HenNpaBuNbLHO roBOPUTH
06 0o0Llem ypoBHe 3aLMLLEHHOCTHU

Kn6epBoiiHbl XXI BeKa: 4TO HAC X/AET U K YEMY TOTOBUTbCA

ob6bektoB KM B Poccun — Bce 3a-
BUCUT OT TOrO, HacKONbKO MpPaBUITbHO
NocTpoeH npolecc obecnevyeHuns
MHOPMaLMOHHON 6e3onacHoOCTU

Ha KaXgoM KOHKpEeTHOM npeanpus-
Tnn. OQHAKO MOXHO C YBEPEHHOCThbH
ckasaTb, YTO BHMMaHue K Bomnpocam
MHOPMaLMOHHON 6e3onacHoOCTU

CO CTOPOHbI OpraHM3auuin, KoTopble
c bonblion gornen BeposATHOCTM By-
OyT oTHeceHbl K KWW, 3HaunTensHo
YCUIUIOCh 3a MOoCnegHUe HEeCKOIbKO
ner.

Puckn knbepbesonacHocTn onpefe-
NSTCS MOAENbI0 Yrpo3 AN KaKaow
KOHKPETHOW opraHu3auum u 3aBUCAT
OT MHOXecCTBa (paKTOpOB: HaNMMunUs
JocTtyna K cetn VIHTepHeT, cTenenun
TeppuTopuanbHON pacnpeaeneHHoCTH,
MCMONb30BaHNA TEXHONOMMI yaaneH-
HOro goctyna u T. 4. Tem He MeHee
B LieNOM Yrpo3bl MHOPMaLMOHHON
6e30nacHOCTM Kak Ansi POCCUMCKUX,
Tak 1 Anst 3anagHblX KOMMaHWM
BO MHOIOM WOEHTUYHbI.

Knpunn YIrOJIEB
Mo MoeMy MHeHuto, 0 JOCTaTOYHOM
3aLUNLLEHHOCTM OOBHEKTOB KPUTUYECKOW
NMH(OPMaLMOHHON MHAPACTPYKTYpbI

Kakune otpacnu, BegomMcTBa Unu opraHmsauum Hambonee
npuBreKaTenbHbl AN aTak xakepoB? Kakne Kputuyeckmu
Ba)XHble C TOYKU 3peHUsi 6e30nacHOCTU CalTbl, CEpBUCHI
1 6a3bl JaHHbIX cerogHA Hambonee ysa3BUMbI?

Esrenuit BUNIbTOBCKUNA

«KT0 Bnageet uHgopmaumen, ToT
BnageeT MMpom», — roeopun HataH
PoTwwunba, ocHoBaTenb aHrIMNCKON
BEeTBM PoTWMNbAOB, KOTOPbLIV ycheLw-
HO ToproBan GpUTaHCKUM TEKCTUINEM
N Yyepes Kakoe-TO BpeMs OCHoBar Co6-
CTBEHHbIN GaHk. C Tex nop rnobanbHo
HWYEro He M3MEHMNOCh.
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CoupnanbHble ceTu, MecCeHaxepsbl,
WHTEepHeT-NpoBangepbl — BCe 3TO Me-
cTa, rge nogun Havbonee OTKPbITHI,

a 3HauuT, yA3BUMbl. Ha cerogHAWwHMN
AeHb He obs3aTenbHO B3namblBaThb
©aHKOBCKWUI cYeT Ans nornyyeHus
BbIrodbl, Ana 3710yMbILLUNEHHUKOB
ropasgo npvenekatensHee 6asbl
AaHHbIX M TOYKM BXoda ¢ 6onbmm

roBopuTb noka paHo. OcHoBHas npo-
6rnema — He[OCTaTOYHbIN YPOBEHb
3penocTn pykoBOACTBA, nepcoHarna
N, KaK CreicTBue, COOTBETCTBYIOLLNX
MB-npoueccoB, opraHn3oBaHHbIX

B KOpropauusix.

Ecnv roBopuTb O KNKOYEBLIX pUC-
Kax, TO B MepByk oyepenb 3TO
YSI3BUMOCTM B MPOrpamMMHbIX Mpo-
AyKTax, KoTopble MHorga ycnesaioT
3aKkpbiBaTbCs NMPOM3BOAUTENSAMMY,

a vHorga Het. BcnomMHuTe HepgaBHMX
3rnoBpeoB-wmdpoBansLnkos Petya
n WannaCry. C gpyron CTOpOHbI,
Maro BbINOMHUTL BCe Heobxoau-
Mble€ perrnamMeHTbl No 0GHOBMEHUSAM.
K coxaneHuto, kK angentam Toxe
CTOUT OTHOCUTLCA HaCTOPOXEHHO:
CYLLLECTBYIOT HernpeaHaMepeHHble
BpeAOHOCHbIE OEeWCTBMUSA, Korga ycTa-
HOBKa OOHOBMEHWA MOXET BblBECTU
13 cTpos BClo cuctemy. [Nepen mac-
COBOW YCTAHOBKOW OHW [AOSMKHbI Mpo-
XOAUTb MPOBEPKY B TECTOBbIX cpedax
N yXe NoTOM MMMIEMEHTUMPOBATLCS
B pabouyto cpeny. Ceexunn npumep —
NCTOPUSA C 3aMKaMn aMepuKaHCKOMn
komnaHum LockState: nponssoantens
ponyctun ownbky npu obHosne-

Hum MO, B pe3ynbTate 4Yero COTHU
€ero cmMapT-yCTPOWCTB nepectanu
OTKpbIBaTLCS.

Cutyaumsa B Poccum HUYEM He OT-
nnyaeTca oT cTpaH 3anaga: y Hac
Takme xe npobnembl n abcontoTHO
TE XEe PUCKW, MOCKOIbKY MCMOMb3YHT-
Csl OOHW U Te Xe pelleHusi. HyxHo
NMOHUMAaTb, YTO YeM Gonblue Ha pbliHKE
MO, Tem Gonblwe yassumocTein. Kor-
4a Mbl 3aKpbiBaemM OOHY YS3BMMOCTb,
3TO HEe 3HAYMUT, YTO Mbl HE OTKPLIBAEM

Apyryto.

KONMYECTBOM MONb30BaTENbCKON WH-
cdopmaumn. TyT ee MOXHO He TOSbKO
nomny4YnTb, HO U OTCREeXuBaTb U3mMe-
HEeHWsi B pearbHOM BpemeHu. JTa
NHMOPMaLWS MHTEpPecHa MHOTUM
CTPYKTYpaMm 1 MOXeT ObiTb UCNOMb-
30BaHa Ansi O4eHb LUMPOKOro Crmncka
uenen — oT MapKeTUHra OO0 CMeXKu
M KOPMOPaTUBHOIO LUMMOHAaXa.
VIMEHHO NO 3TMM MpUYMHaAM Mbl
co3Janu CBOW MPOAYKT Ans kopropa-
TUBHbIX KOMMYHWKaumin B LLsenuapuu,
CTpaHe C CaMbIMV CTPOrMMM 3aKOHaMMU
no 3alMTe NMYHOrO MPOCTpPaHCTBa
YenoBeka.
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Masen BONYKOB

CMOTpst KOrO Mbl MOHMMaeM Mop,
Xakepamu, Kakol paccmaTtpuBaemM
moTuB. Ecnn nmetotca B BMay nuua,
OeCTBYOLMNE U3 XYNUraHCKUX Nobyx-
OEHWI, TO ANs HUX NpuBMeKaTenb-
Hbl nobble, rmaBHoe, YTOObI camble
nybnuyHble, opraHmnsaumu. Ecnmn ato
nvua, aencTeylolmMe n3 coobpaxe-
HUA HaXXMBbI, TO ONSA HUX NpUBIieKa-
TenbHbl OopraHnsaunm 6aHKOBCKOro
cekTopa. A ecnu B Ka4yecTBe XaKepoB
paccmaTpuBaTb cneLucnyx6bl NMHbIX
rocyfapcTs, TO 34ecb Haubonee uHTe-
pecHbl opraHbl BriacTu, 06bekTbl TOK,
a TakKe BOEHHbIE CTPYKTYpbI.

[Mpn aTOM He HyxHO 3abbiBaTb
O TaKOM SIBMIEHUMU, KaK «pasgene-
HWe Tpyada» B KMGepnpecTynHOCTH.
YacTto HenocpeACTBEHHO B3roMamu
3aHMMaloTcsa Te, KTo BOObOLLEe HUKaK
He MOTMBUMPOBaH B JarbHelllemM pas-
BUTUM aTaku. VIx 3agaya — npobuTb
nepumeTp kakon-nnbo opraHusauuu
N 3aTeM NpoAaTtb MOMyYeHHbIW O0-
ctyn. TpaanuMOHHO C TEXHUYECKON
TOYKM 3peHus Hanbornee ysi3BMMbI-
MU ABNsiOTCA Ny6nuYHO JocTyn-
Hble Beb-cepBuchbl. C y4eTtom TOrO,
YTO Ha TeKyLUMA MOMEHT CanTbl Op-
raHoB BMacTu 3a4acTyl He MpoCTo
SBNSATCA canTamMu-BU3MTKaMu, a WH-
TerpmpoBaHbl C BHYTPEHHUMUN CEPBU-
caMu, MOXHO cuMTaTb MX Haubonee
WHTEpPECHbIMN LlensamMu aTak ans
3M10YMBbILLTEHHMKOB.

Banepuit KOHSABCKUIA

Ha HepaBHem XI ®opyme B ap-
muL-INapTeHkMpxeHe obcyxaancs,
B 4aCTHOCTW, BONPOC O AOMYCTUMOCTU
TOrO WIIN MHOTO YPOBHS UCMOSb30Ba-
HUSA MHOPMAaLMK, NOMNYYEHHOW pas-
NMYHBbIMK cnocobamMmn U3 MHOCTPaHHbIX
NHMOPMaLMOHHBLIX cucteM. Hanbonee
nokasarteribHbIM, Ha MOW B3rnsag,
ObINo BBICTYNMEHNE creumanucTa
n3 CWA. A npounTtupyto ero no nams-
TW, HO, HAOeKCb, HE UCKaXy CMbIcna:
«MpenctaBum, yto B CLUA 6nnsaTca
BblbOpbI Npe3uaeHTa. W npeacrasum,
4YTO KTO-TO, Hanpumep KaHapga, 3axo-
Tena BMellaTbCs B npouecc BbIGopos
M C MOMOLLBK XaKepoB nonyymna
WHTEpeCYyoLLYy0 ee MHdOopMaumio.
Tak BoT, ecnu KaHaga 3axo4eT ony-
6nukoBaTb 3TW MaTepuarnbl — 3TO
ee geno. A Bot ecnm Kanaga 6yget
ucnonb3oBaTb MaTtepuansl ANng waHTa-
Ka OfHOro M3 KaHAWMAaTOB — 3TO yXe

OyfeT pacueHeHo Kak BMelLaTernbCTBO
BO BHYTpPEHHUE Aenay.

He 3Hato, kak gpyrve, s pacueHun
CMbICIT 3TUX CIIOB Kak npegynpex-
AeHve (unu yrposy?), 4to no mepe
npnbnumxexHns BbIGOpoB B MHGOP-
MaLMOHHOe MpoCcTpaHcTBO ByaeT
BbINMECHYTO O4YeHb MHOI0 HEeOXM-
AaHHbIX ANA Hac maTepuanos. Bot
noaToMmy, Ha Mo B3rnsag, Hanbonee
HyXAawLmecs B 3almTe — 3TO UH-
dhopMaLMnOHHbIE CUCTEMbI OPraHoB
rocyaapCTBEHHOW BnacTu, rockopno-
pauunn, opraHusauuin KpeauTHO-u-
HaHCOBOW cepsbl.

Anekcen HOBUKOB
Hawa crtatuctvka no kmbepyrposam
3a Il keaptan 2017 r. nokasbIBaeT, 4YTO

[ABe TpeTu Bcex aTak B 3TOT nepuos

COBepLUannUcb B LENsx nonyyvyeHus

¢uHaHcoBoW Bbirogbl 1 ewe 29% 6bi-

NV HaueneHbl Ha MoryyYeHne AaHHbIX.

CrtaTcTMKa roBopuT O TOM, YTO 3r0-

YMBILLUNIEHHVKM NMPOSIBANU NOBbILLEHHbIN

WHTEPEC K YaCTHbIM fMuaMm, Ha HUX

(TouHee, Ha MX OeHbIM N OaHHbIEe)

Obino HanpasneHo 24% atak. o 10%

aTak MpULLNIOCh Ha rocyaapCTBEHHbIE

opraHuzauum, no 8% — Ha PUHaHCO-

BbIi 1 0Opa3oBaTenbHbIN CEKTOPbI.

K Hanbonee nonynsipHbIM mMeToaam

aTak OTHOCHATCS:

« MCMONb30BaHMe BpeaoHocHoro MO —
38% (B aTom crniyyae Havbonbluee
4YUCNo aTak NpUXoamuTcst Ha UHdpa-
CTPYKTYpPY, MOBUMbHbIE YCTPOWCTBA,
a Hamborsbluee KONMMYecTBO MocTpa-
[aBLUMX COCTaBNSAT YacTHble Nuua);

* KOMNPOMeEeTaLMs Yy4ETHbIX OaHHbIX —

16% (x uncny Hambonee aTakyemblx

06bekToB OTHOCATCHA Beb-pecypcehbl

1 nornb3oBaTenu, a Hambonbluee Ko-

NMYECTBO NOCTpaaBLUUX MPUXOAUTCS

Ha JOM YacTHbIX NUL U rocyaapcT-

BEHHbIX Y4pexaeHui);

coumanbHasa nHxeHepus — 15% (06b-

eKTamy aTaku Yalle BCero siBMsitoTcst

nonb3oBaTenu U MHPACTPYKTypa

KOMMaHW, NpakTU4Yeckn MonoBuHa

BCeX MmocTpagaBLlumx nmbo yacT-

Hble nuua, nMbo obpasoBaTernbHble

yupexaeHus);

akcnnyartauus ysssumocten MO —

14% (3TOT MeTo4 Mcnonb3oBarscs

Yalle BCero Ansl ataku Ha MHdpa-

CTPYKTYpy OpraHusauui, yCTPOWCT-

Ba MHTepHeTa Bewen n Mobunb-

Hble YCTPOWCTBA, OKOJMIO YeTBEPTH

BCEX MOCTpajaBLUMX NPUXOOUTCS

Ha rocyfgapcTBeHHble U obpasoBa-
TenbHble yYpexaeHus);

« 3KCMnyaTauus BeG-ya3BuMoCTen —
10% (B aTux cnyyasx obbekTamu
aTaku okasblBanucb TOMbKO Be6-
pecypcbl, 6onee NonoBUHbLI BCeX
nocTpajaBLUMX COCTaBMSOT OHMaNH-
cepBuCbl, 06pa3oBaTenbHble U hu-
HaHcoBble opraHu3auum).

Mpu aTom HaubGoree aTtakyembiMu
obbekTamMu SIBRSOTCS MHApPaCTPYKTypa
n Beb-pecypchbl KOMMaHWii (B COBOKYM-
HocTu Gonee 60% Bcex aTak Obinu
HalerneHbl UMEHHO Ha HUX), NPOAOS-
)KaeTcs pocT yucna atak Ha Mobunb-
Hble ycTponcTBa, 6aHkomaTbl 1 POS-
TepMUHarnbl (Npuyem B GOMbLUMHCTBE
criyqyaeB NMpoucCXoauT 3apakeHue
YCTPONCTBa BPEAOHOCHLIM Mporpam-
MHbIM 0BGecneveHnem).

Buktop CEPOKOK

Bbibop obGbekTa ons ataku 3aBu-
CWT OT uenen, 3agay 1 MoTMBaLMK
KOHKPETHOTO 3royMblLUfeHHMKa. Ha-
npuMep, C TOYKU 3pEeHUsT U3BneYe-
HUSA NPSMON (PMHAHCOBOM BbIroAbl
06BbEeKTOM HanageHust MoryT cTaTb
KpeauTHO-hMHAHCOBLIE YYPEXAEHNS,
Tak Kak 304eCb 3MOYMbILLNIEHHUK MOXET
nonyyYnTb NPAMON AOCTYN K AEHEXHbIM
cpeacTeam GaHKOB M UX KITMEHTOB.
Ecnu e uenbto 3noymbilUneHHUKa
ABMNSETCS HapyleHne pabotocnocob-
HocTn obbekToB KW, TO atake moryT
noaseprHyTbea ACYTI npegnpusatun
B Pa3fNYHbIX CEKTOPax 3KOHOMMKN.

Kupunn YIrOJIEB

[a nto6ble! OcHoBHOWM BOMpoc —

B MoTMBe xakepoB. OgHo Aeno, korga
370 m3BneverHve npubeinn (WannaCry,
Petya), n coBcem pgpyroe, korga npo-
BOAMTCS TapreTHas ataka, HanpaBieH-
Hasi, K MpUMepy, Ha BbIBOA U3 CTPOS
MHMPACTPYKTYpbl 3aBOAaA U paspy-
LUEeHNe TEXHOIOTMYECKNX MPOLLECCOB.
Mpumep — Bupyc Stuxnet, KOTOpbIi
HaHeC cepbe3Hbll YPOH MpaHCKOM
agepHon nporpamme. bonee Toro,
CyLLeCTBYET BEPOATHOCTb, YTO HEKOTO-
pble BMPYCbl OKa3blBannChb NMPUYMHOWM
nageHns camoseToB.

MuLeHb0 ANs XakepoB MOXeT
ObITb BCE YTO yrogHo. B Hawen npak-
TUKe Obin aBTOCEPBUC, Y KOTOPOTO
3aBesicsl BUpYyC-LUMpOBarnbLUVK,
BbIMOrawLwmin aeHbru. Bee, yto pas-
paboTaHO 4ernoBeKOM, MOTeHLManbHO
YSI3BUMO.
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Kn6epBoiiHbl XXI BeKa: 4TO HAC X/AET U K YEMY TOTOBUTbCA

Hackonbko achheKTUBHbI, NO BalleMy MHEHUIO, MeXaHU3MbI
M TeXHOJIOrMm Kubepobe3onacHOCTHU, KOTOPbIe 3aroXeHbl/
3aknagbiBarotca B cuctemy NrocCOIMNKA? B kakon mepe
NPUHATBIN (heaepanbHbIA 3aKOH NPeAoCTaBUT pearibHble
pblyaru 6opb0ObI ¢ KMbepaTtakamu?

Anekcen 3EHKEBUY

CosnaHue cuctembl FocCOlMKA — aTo
HeobxoavMoe ycrioBue AarnbHemnLero
pa3sutus Poccun 1 ee napTtHepoB. Cos-
[aBaeMas MHAPaCTPYKTypa OKasaHus
ycnyr 3awmTbl (LeHTpbI kKnbepbesonacHo-
ctun, Security Operations Centers n gpy-
rMe LeHTpbl) OyayT HykaaTbcs B MOCTO-
STHHOM B3aVMOAEWCTBUM OpYr C OApYroMm,
BHELLHMMMN MapTHEPaMX U roCyAapCTBOM.
Cuctema NocCOIMKA pormkHa B3siTb
Ha cebs Hanpaensowme 1 KOOPAUH-
pyroLyie yHKUMM ANS MOBbILLEHUs ad-
(PEKTUBHOCTU BCEX YYACTHWMKOB B LIESIOM.
Mpy 3TOM OCHOBHYHO paboTy no 3awuTe
KpUTMYECKON MHAOpPMAaLIMOHHOM MHpa-
CTPYKTYpbl OyayT BbIMOMHATL LIEHTPbI
FocCOIMKA, npegocrasnsowme ycnyrm
onepatopam KMW. 310, B cBOIO OYe-
peab, A0MMKHO noMoYb onepatopam KU
CHU3UTb COBCTBEHHbIE pUCKU/3aTpaThl,
NoBbICUTb 3OHEKTMBHOCTL CBOEN 3aLLy-
Tbl Y B KOHEYHOM CHYETE YBENNYUTL CTOU-
MOCTb MMEIOLLIMXCS aKTUBOB Kak MeHee
PVCKOBaHHbIX U NMOABEPXKEHHBIX KMGEepyr-
po3am. TakoW NMoaxoA AOSMKEH MoKasaTb
HanbonbLUy0 3hEKTUBHOCTL AN NPo-
MbILLSIEHHLIX OOBEKTOB TOMMMBHO-3HEP-
reTU4eCKOro KOMMMeKca, XMMUYECKom

Eerenunit BUNIbTOBCKUIA

Kak 9 yxe roBopwr, MecceHaxepbl
N coumnanbHble CeTU — 3TO caMmblil Nna-
KOMbI KyCOK Ansi B3fioMa W LUMUOHaXa,
B NepBY oyepeapb A5 rocyaapCTBEH-
HbIX CTPYKTYP, KOTOpbIE MPUKPbIBAOTCA
Oopbboii ¢ TEppPOpPU3MOM. Yke He pa3s
nepenucka B Skype unu Facebook
BCMMbIBana CoOBCEM MO APYrMM Mpuyu-
Ham. Mo Moemy MHeHWIo, peyb uaeT
O TOTanbHOW CMEexXKe 3a HaceleHneMm.

100 CONNECT | Ne 7—8, 2017

NPOMBILLIIEHHOCTW, TPAHCTMIOPTHOW 1 Opy-
rMX oTpacrien, rae Aonsi YacTHOro UHBe-
CTMLIMOHHOTO KanuTtana Benvka. B utore
MpVBeKaTeNbHOCTb UHBECTULMIA B 3TU
oTpacnu 6yaet Bo3pacTatb.

Anekcen HOBUKOB

TexHonoruu, KoTopbIMK onepupyeT
[ocCOIKA, gaBHO M3BECTHbI U Yxe
MHOrO 1eT UCMOMb3YKTCS AN 3aLUThI
0OBEKTOB KPUTUYECKON MHPOPMALMOH-
HOWN UHMPacTPyKTypbl. KayecTBeHHbIN
CKa4oK, eCTeCTBEeHHO, ByaeT, Tak kak
[ocCOIMKA (1 Bce, YTO C Hel CBsi3aHO)
npeabaBnseT TpeboBaHNA He TOSbKO
K TEXHOIOrMsIM, HO M K npoLieccam.
To ecTb Tenepb OyayT BbiABUraTbCst
cTporne TpeboBaHUsI He TOMbKO K Tex-
HMYECKNM CPeaCcTBaM, HO U K TOMY, Kak
UX 3KCMIyaTupoBaTb, Kakue npoLecchl
CTPOUTb BOKPYr BHEOPEHHbIX CpeacTB
3awmThbl. MNpuHaTne depepanbHOro
3akoHa Ne 187-03 «O GesonacHocTu
KpUTUYECKON MHOPMALIMOHHOW MHpa-
CTPYKTYpbl P®» 1 cBSA3aHHbIE C HUM
N3MEHEHNs B APYrMX 3aKoHOAAaTemNbHbIX
aKTax CTaHyT MOLLHbIM KaTanm3aTopoMm
pas3BuUTUSA pbiHKa MHEOPMALMOHHON
6esonacHoct Ha TeppuTtopun PP

He cekpeT, 4To ypoBeHb NPOHUKHOBEHUSA MOGaNbHbIX
KOMMYHMKaLMOHHbIX CEPBUCOB (Ha 6a3e coumarnbHbIX ceTen,
MecCeHAXepPoB U T. A1.) B 6U3HEeC-KOMMYHMKaLMN OTEHECTBEHHOIO
KoprnopaTuBHOro n ocobeHHo SMB-cermeHTa gOCTaToO4YHO
BbicoK. Kak Bbl olleHMBaeTe goBepue K NnofoGHbIM

(M KOHKpPeTHbIM) cpeAaM, Kak OHO MeHsieTCs B nocneagHee
BPEMSA M KaK 3TO CKaXeTCA Ha pbiHKe B Leriom?

B Hawe Bpems Bce Gonblie mec-
CEHKEPOB M couMarbHbIX CETEMN
CTaHOBSATCS «HOBbIM areHToM» crnel-
cnyx0, YTO JaeT TOMYOK K CO3aaHuio
HOBbIX, 3aLUMLLEHHbIX CPeACTB 06Lle-
HUS, NPUMEHSLWKNX WndgpoBaHue.
Ho 1 Ha Hux BbICTPO «HaxoodaT ynpa-
BY» WNX LOrOBapuBalOTCS C MPOU3BO-
antenem o BHeapeHuu 63KO0pOB.

[na aToro mMbl U co3ganu CBOK
cpeny Ans KopnopaTuBHOW paboThbl

(a moxeT ObITb, AaKe B psae CTpaH
CHI). MpuvHsTbIE N3MEHEHMS MO3BONAT
KOMMIIEKCHO MOAXOAUTb K BOMpOCam
3aWUTbl KPUTUYECKON NHEOPMALIMOHHOM
MH(PACTPYKTYPbl U JIMKBMANPOBATL Cy-
LecTBytoLLMe nNpobensbl. MNognncaHHbIi
3aKOH — MoKa Nub yHOAaMeEHT 6onb-
LLIOV MCTOPUM MO Ka4YeCTBEHHOMY Yry4-
LIEHMIO 3aLUUTBI KPUTUYECKON MHAopMa-
LIMOHHOWN MHGPACTPYKTYpbl Poccuiickom
denepaumn. Bnepean elle Heckornbko
OECHATKOB MOA3AKOHHbBIX JOKYMEHTOB,
KOTOpble OEeTanusnpyloT npaea n oo6s-
3aHHOCTU BCEX YYaCTHWMKOB PbIHKA.

Buktop CEPOIOK

C Hawewn To4YkM 3peHus, [oc-
COIMKA saBnsieTcsl yHUKanbHbIM Mexa-
HU3MOM, KOTOPbIA MO3BOMUT, C OLHOWN
CTOPOHLI, 06ecneynTb LieHTpanm3o-
BaHHbIN MOHUTOPUHI COObITUIA, CBA-
3aHHbIX C aTakamu 3royMbILLIIEHHW-
KOB, C gpyrov — 6onee apdeKTMBHO
pearvpoBaTb Ha yXe CrnyyuBLUMECS
MHUMaeHTbl 6e3onacHocTu. Mo cy-
1, TocCOIKA cTtaHeT cBoero poaa
LEHTPOM pearnpoBaHUs Ha UHLMK-
aeHtel CERT gns Tex opraHusauum,
KoTOpble OyayT K Hel MOAKMIOYEHbI.
Kpome Toro, cnegyet oTMeTuThb,
4YTO MocrnefHue anuaemMuy BUPYCOB
WannaCry n Petya npogemoHcTpupo-
Banu BbICOKMIN YpOBEHb 3P(EKTUBHO-
ctn TocCOIMKA ¢ TOoYkM 3peHust Bbl-
paboTkn onepaTuBHbIX pEKOMeHAALMN
no NpOTUBOAENCTBUIO TaKMM aTakam.

Swiss Securium B LLBenuapun, koTo-
pasi Ha CEroAHsWHUA OeHb SABNSeTCs
HE3aBUCUMbIM MOMUTUYECKUM UIPOKOM
B Mupe. MogobpaTbes K NUYHbIM AaH-
HblM B 3TOW cTpaHe 6e3 BeckuMx Ha To
OCHOBaHWI He Tak MpocTo, a ecrnu
OHU elle U 3awmndpoBaHbl U KIun
ONs pacliMdpPOBKM HaxXoAsaTCs TOMb-
KO Y KMUEeHTa, TO 3TO NpPaKTU4ecKu
HEBO3MOXHO.

Banepuit KOHSABCKUIA
[oBepue 6nM3KO K HymMt, Ha-
BEepHOe, B 3TOM HUKTO HE COMHe-

BaeTcs. lNonarat, 4TO 3TN cep-
BMCbl — B 3HAYMTENIbHON CTENeHn
cpeAcTBa HakonneHus 6onbLmnx
OaHHbIX, Ha 06paboTKy KOTOPbIX
Mbl, €CTECTBEHHO, MOBNUATb HUKaK
He MOXeM.
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Uropb KOPYATUH

B HacTosee BpeMsi ncnonb3oBa-
Hye rnobanbHbIX KOMMYHUKALMOHHBIX
CEpPBUCOB CTano He TOSNbKO OAHUM
13 Hanbonee BocTpebOBaHHbLIX cep-
BMCOB OpraHvM3auum KOMMYHUKaLNNA
mMexay cOOCTBEHHbIMU COTPYAHUKaAMW,
HO W KNOYeBOW Mrollaakon obpaTHoOM
CBSAI3W C KIIMEHTaMM N 3aKasymKamu,

a TakkKe Cpefon NpoABMXKeHus cob-
CTBEHHOW NpoayKumu B rnobanbHomn
ceTu.

KoHeuHo, korga opraHusauus 6us-
Heca MoCTpoeHa C MPUMEHEHMEM
yCnyr n CepBUCOB, NPeAOCTaBAEMbIX
TPETbLEN CTOPOHOM N SABMSIOLLMUXCS
MaccoBbIMY, B MEPBY0 ovepedb BO3-
HUKaOT onaceHusi B Ux 6e3onacHocTu
N CTeneHun OoBepusi MOCTaBLUMKY AaH-
Hbix ycnyr. OfHaKko 1 oTkasaTbCs OT

3TUX TEXHOMOIMN Henb3s. Tak KakoB
e BbIxon?

OyeBMAHBIM ABMSIETCSA Krnaccu-
YECKUN NOoAxon C OLEHKOW pUCKOB
NPYMEHEHNs1 TEXHOMOMNIA, YeTKoe
NMOHVMaHWe N KOHTPOIb Lenen nx uc-
Nonb30BaHNS N YPOBHSI KPUTUYHOCTU
nHdopmauun, obpabaTtbiBaemon Ta-
KM crnocobom, nbo ypoBeHb OoBepus
K BHELUHEMY CEPBUCY Mbl U3MEHUTb
He MoxeM. BTopon BaxHbIA acnekT —
00653aTeNbHOE MOBLILLEHWNE YPOBHSI
0CBEJOMIIEHHOCTM CBOUX COTPYAHMKOB
B obnactn uHdopmaumoHHon 6es-
OMacHoOCTW, B TOM 4ucrie O NOoTeHUu-
anbHbIX Yrpo3ax, akTyarnbHbIX UMEHHO
B CBA3M C NpUMeHeHneMm nyonuy-
HbIX KOMMYHMKaLMOHHbLIX CEPBUCOB,
0COBEHHO coLManbHON NHXEHEPUN.
Hy n nocnegHum atanom MOXeT siB-
NATbCA BHEApPEHWe crneumannanpo-
BaHHbIX CPEACTB 3allMTbl, Hanpumep
DLP-peLueHun.

Buktop CEPOIOK

Ha cerogHsAWHWA eHb KOMMYHU-
KaLWOHHble cepBUCbl Ha 6ase co-
uManbHbIX CeTell U MeCcCeHKepoB
SABMSAOTCA OYeHb YOOOHbIM MHCTPY-
MEHTOB Ansi o6MeHa nHdopMaunen,
0e3 KOTOPOro yxe CroXHO npeacTa-
BUTb Hally NOBCEOHEBHYIO XU3Hb.

Hackonbko nHcgpopmaumoHHasa 6e3o0nacHOCTbL CBs3aHa

C co3gaHueM cob6CTBEeHHOM annapaTHoMn 6a3bl

M nporpamMmmHoro obecneuyeHua? He nonyunTca nu Tak,
YTO NOJIHbIA Nepexoa Ha COGCTBEHHbIE NPOAYKTbl CHU3UT
ypOBeHb knbepbesonacHocTu?

Masen BONMYKOB

BesycnosHo cBsizaHa. Ho, Bo-
nepBbiX, 40O MOMHOrO nepexona elle
oYyeHb ganeko. Bo-BTopbiX, He CTOUT
3abbiBaTh, YTO M B annapaTHon Oase,
M B nporpaMMHOM obGecrnedyeHun rnae-
HOe — peanu3auusi U UCMOoSb3yeMblin
CTeK TexHonorui. B-tpeTbux, anna-
paTHast 6a3a u nporpammHoe obec-
neyeHve He CyLLECTBYIOT B BaKyyme,
B MepBylo ovepedb C HUMKU paboTaioT
NoAun, KoTopble, Kak U3BECTHO, U SiB-
NATCA cambiM crabbiM 3BEHOM.
MpakTuka nokasbiBaeT, YTO He3aBU-
CMMO OT WCMONb3yEMbIX TEXHOJIOMMMN,
YPOBHSI 3periocT! npoLeccoB paspa-
6oTkmn MO n 3penoctn BEHOOPOB, €ro
BbIMyCKaLLMX, METOAbLI COLMAnbHOMN

WHXeHepnn Mo3BonsT 0bonTH nio-
Oble NpeBeHTUBHbIE KOHTpomnu. Kpo-
Me Toro, 3apybexHoe nporpaMmmHoe
obecneyeHne HUYYTb He GesonacHee,
no6ON LUIMPOKO pacnpOCTPaHEHHbIN
NPOAYKT (M onepaunoOHHbIE CUCTEMBI,
n CYB[, v npuknagHoe MO) conep-
XWUT OrPOMHOE KONMMYECTBO MOCTOSH-
HO OBOHapyXuBaeMbIX ysi3BMMOCTEN,
KOTOpble perynsipHo MCMonb3ylTcs
B FPOMKMX aTakax no BCEMY MUpPY.
Tak 4To onaceHus, NpUBEAEHHbIE

B BOMPOCE, HanpacHbl.

Muxann BOPOBbEB
Ha aToT BoOMpoc HeT ofHO3HA4HO-
ro otBeta. Co3gaHme cobcTBEHHOM
annapaTHoi 6a3sbl U NPOrpaMMHOro

Tem He MeHee HW OAWH U3 cylle-
CTBYHOLINX CEPBUCOB, C Hallen ToY-
KN 3pEHUs, HE MOXeT obecneynTb
100%-Hol rapaHTUn KoHMUAEHUN-
anbHOCTU W LEeNoCTHOCTW nepena-
BaeMblX AaHHbIX. [Ana obecneveHns
3almueHHoro obmMeHa KoHpuaeHum-
anbHoOW MHgopMaunen Heobxognmo
MCcnonb30oBaTb cneunanu3npoBaHHbIE
cpencTBa 3aluTbl, NpeaHas3HayvyeH-
Hble AN pelleHns Takow 3agaudn.

Kupunn YIOJIEB

CnoxHo BbiMrpaTb B Urpe, npa-
BMNa KOTOPOW yCTaHaBnuBaellb
He Tbl, NO3TOMY [OBepue K nogob-
HbIM CpefaM KpaviHe Huskoe. 3[ecb
Heo6Xxo4MMO MPUMEHSATb PUCK-OPUEH-
TMPOBAHHbIN NOAXOL U YETKO OCO-
3HaBaTb MOCNeACTBUs, KOTOpPblE MOTyT
BO3HWKHYTb B pe3yrnbTaTe YyTeYKu WH-
dopmauun. B uenom passutne Kom-
MYHVKaLMOHHbBIX CEPBUCOB — MpoLecc
Hen3bexXHbIN, K TOMY Xe MHorue
M3 HUX MPUMEHSIIOTCA Kak CTaHAapT,
4yTO npowmsowno co Skype. KomnaHun
n3 SMB-cermeHTa yalle MCNonb3yrT
GecnnaTHbIi CepBUC, a KPYMHbIA 6u13-
Hec 0Obl4HO AenaeT CTaBKy Ha Cob-
ctBeHHble BKC — 6onee poporue, 3a-
TOYEHHbIE MO HYXAbl OpraHv3auun
peLueHus.

obecneyveHns B NepcrnekTMBe pacluu-
pUT BO3MOXHOCTU UCMbITATENbHBLIX
nabopaTtopuin B 4acTu NPOBOAMMbIX
NPOBEPOK, AacT Gonblue yBEpPEHHOCTU
B OTCYTCTBMMW B UCCIEAYEMbIX MPO-
OyKTax annapaTHbIX U NporpamMMHbIX
3aknagok. K muHycam nepexoga

Ha coOCTBEHHblE MPOAYKTbI criegyeT
OTHECTU BOMPOCHI, CBA3aHHbIE C MO-
MCKOM YsI3BMMOCTEN B MpPOrpamMmmMHOM
obecneveHun. B npoagyktax 3apybex-
HOro NMPOu3BOACTBA TakvM MOWCKOM
3aHMMaeTCs BCE MUPOBOE COOOLLECT-
BO vccrnegoBaTenei, YTo no3sonsieT
npou3BoAnTENsaM ornepaTuUBHO MoIy-
YyaTb MHdopmaumio 06 yA3BUMOCTAX

1 BbinyckaTb ob6HOBNEeHUst 6e3sonac-
HOCTM, YCTPaHsIloLIME Takue ysi3Bu-
MOCTW. CVITyaLWIFl C OoTe4yeCTBEHHbIMU
npoaykramu, paspaboTaHHbIMU C Hyns
N He npegHasHa4YeHHbIMK Ha 3KCMopT,
MOXET 0Ka3aTbCsl XyXe — Kpyr uccrne-
,ElOBaTeJ'IeIZ, BbIABNAKLWNX YA3BUMOCTU
B Liensx X yCTpaHeHusl, Cy3uTcs

M 3alULLEHHOCTb NMPOAYKTOB CHU3UTCS.
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Banepuin KOHABCKUIA

[na uyenoro psiga NpUMEHeHUN —
3TO eAMHCTBEHHbIN NyTb. Bpsg nu
Takon nyTb NompxuaaeT Hac B obnactu
ObITOBOW TEXHWKU, HO S Obl HE pEKO-
MeHAOoBarn UCMNoSib30BaTb ObITOBbIE
cpefcTBa, Hanpumep, Ans ynpaBreHus
CBOWM CYETOM U T. A.

Ecnu Hawm koMnbloTepbl 1 Hawm
onepaumnoHHble cucTeMbl OyayT caena-
Hbl MS0X0, TO YPOBEHb knbepbesonac-
HOCTU He noBbIcUTCS. M03TOMYy MbI
W gernaem Mx XopoLlo.

Uropb KOPYAIMH

CTOonUT OTMEeTUTb, YTO MMEHHO
BOMPOCHI OTCYTCTBUS COGCTBEHHOW
annapaTHorn 6asbl u obLlecucTem-
HOro MporpaMMHoro obecneyeHust
NoAHMMalTCS KaK KrtouYeBble B TeH-
JeHuun peanusaumm 6e3onacHocTy
NHMOPMALMOHHBIX CUCTEM, OCOBEHHO
B COBPEMEHHbIX FeOonoIMTUYECKMX
ycnosusix. BonblWMHCTBO M3 Hac gaB-
HO MOHMMAET, YTO Hesb3si rOBOPUTL
0 peanbHON 3alnLLEHHOCTM MHOopMa-
LUMOHHbIX PecypcoB B cucTemMax, OyHK-
LUMOHUPYOLWLKMX Ha 6a3e MMMOPTHOro
obwecuctemHoro MO, paxe c ycra-
HOBMNEHHbLIMU HanoxeHHbiMn C3U,
a TaKkKe Ha UMMOPTHOM COBPEMEHHOM
annapaTHoOM obecneyeHun, MUKPOKoS,
KOTOPOro 3ayacTyto sSiBNsieTCs Ans Hac
Awmkom Mangopbl.

Kn6epBoiiHbl XXI BeKa: YTO HAC X/AET U K YEMY TOTOBUTHCA

lMepexoa Ha OTeYeCcTBEHHYKO anna-
paTHYIO M NPOrpaMMHyt0 MnaTtgopmbl
MOMOXMWTENBHO CKaXeTCsl Ha YPOBHE
knbepbe3zonacHOCTM OTE4YECTBEHHON
UT-nHdppacTpykTypbl. PaboTtbl Hag
co3aHneM COOCTBEHHbIX TEXHOIO0-
TIA CBSI3aHbl C MOBbILIEHWEM YPOBHS
KomMneTeHunn B aTon ccepe. B vacT-
HOCTW, pa3BUTUE COOCTBEHHbIX TEX-
HOJIOTUI MO3BONUT MOHATb pearbHble
NPVHUUNBLI paboTbl MCNOMNb3yeMbIX
TEXHOINOIWIA, a TakkKe onepaTUBHO
pearnpoBaTb Ha BO3HMKalOLLNE ys3-
BMMOCTMN U Yrpo3bl, CBA3AHHbIE C WX
npvMeHeHvem. Hy 1, KOHEYHO Xe,
He MeHee BaXHbIM SIBNSIETCA BOMpPOC
LMdPOBOro cyBepeHUTeTa M Bbixoada
Ha MUPOBOWN PbIHOK OTEYECTBEHHbIX
NT-pewenunn.

Buktop CEPOIOK

BesycrnoBHo, nMnopTo3amelleHne
B obnacTtu annapaTHOro u nporpam-
MHOro obecneyeHnsi JOMKHO SABMSATLCA
4YacTbl HaUMOHAanbHOWM cTpaTerum
obecneyenns MHOPMaLMOHHON 6e3-
ornacHocTu. OTa 3agada ocobeHHOo
akTyanbHa AN BOEHHOW OTpacnu
Poccuun. C gpyron CTOpoHbI, o4eBua-
Ho, 4yTo 100%-HO€e MmMnopTo3amelLe-
HMUE BO3MOXHO TOJNbKO ASIS peLueHns
y3KocneunanuavpoBaHHbIX 3ajay,
B OCTasnbHOM LienecoobpasHo npu-
MEHEHNEe KOMMOHEHTOB U MPOAYKTOB

CocToAHME N NnepcneKkTuBbI
Ra,ﬂ,MOTEXHOHOFMM LPWAN no Bepcuu
son & Partners Consulting

3anagHbixX npomaao,qmenelh B TeX
cchepax, rge OHM CyLLEeCTBEHHO Mnpe-
BOCXOAAT POCCUICKME aHamnoru.

Kupunn YIrOJIEB

C opgHoW CTOpOHbI, nepexon
Ha COOCTBEHHYK annapaTHyl 6asy
NoO3BONUT MOBLICUTL YpoBeHb Vb.

Tak Mbl cpa3dy 3akpoeMcCsi OT BHELLUHMX
yrpo3, HaMepPEeHHO 3aroXeHHbIX NPou3-
BoauTenemM. OaHako 3TO He CHWXaeT
BEPOSITHOCTU BO3HUKHOBEHUS OPYruxX
puckoB Anst 6e3onacHocTy, Hanpumep
TeX, KOTopble MOryT ObITb CO34aHbI
COOCTBEHHBIMU COTpYyAHMKamu. Bece
paBHO LIeHTPOM Ha3BaHHOW cpenpl
OCTaeTcsl YesloBeK, a 3HaYUT, rapaH-
TupoBatb 6e3onacHoctb Ha 100%
HEBO3MOXHO.

K Tomy e B Haluen cTpaHe, K CO-
KaneHuo, Noka Marno KoOMMaHumn,
KOTOpble MOrnm Obl Noka3aTb cepbes-
HbIi YPOBEHb 3pernocTn B obcyxaae-
MOM HanpasneHuun. Vcnonb3oBaHue
yCTapeBLUNX TEXHOMOTMMIA U OTCYT-
CTBUE OMbITa MOFYT CbirpaTh 31yt
LWYTKY U CHU3UTb ypOBEHb knbepbes-
onacHoctu. N B obnactax, roe Tpeby-
I0TCS BbICOKME TEXHOOrMm, ObicTpble
BblYMCreHUs, nyywe obpawatbes
K nuaepam, KoTopble npou3BoasaT 6o-
nee Ka4yecTBeHHble pelueHusi u obo-
pyooBaHue, a B HEKOTOPbIX Cry4vasx
1 bonee pgewesble. W

Komnanna J’son & Partners Consulting npeactasuna
pesynbTaTtbl uccnegoBaHms «CocTossHME M NepPCneKTUBbI
ncnonb3oBaHuna paguotexHonornin LPWAN B pasnuyHbix
cermeHTax pblHka MHTepHeTa Bewel (IoT)». OcHOBHbIE
nepcrnekTUBbl TakUX TEXHOMOIMMI CBA3aHbl C YAeLleBreHu-
€M KOMMYHUKaLMOHHbIX MOAYINEeNn U KOHEeYHbIX YCTPOMCTB,
WHTErpaLumen HeckomnbKMX CTaH4apToOB B OOHOM 4unceTe
W aganTtauuein perynupoBaHus. NosiBneHne rubpuaHbIx
YUMNCEeTOB, NOAAEPXKMBAKOLMX pa3nNUYHble CTaHAapThbl
B NMLEH3NPYEMOM W HENULEH3MPYEMOM CMEKTpe, a Takke
pasnuyHble CTaHOapTbl B NULEH3NPYEMOM CMeKTpe 3KC-
nepTbl OTHOCAT K CYLLECTBEHHbIM ApaliBepaMm pas3BUTUS
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TexHonormi LPWAN B Poccun n B mupe. Mo nporHosam
J’son & Partners Consulting, k koHLy 2022 r. B Poccun
OyneT HacunTbiBaTbCs He MeHee 10 MIH NOAKMNYeHUN
no texHonorusam LPWAN. Ctangaptel LPWAN 6yaoyT
ucnonb3oBaTbCs B nepByto ovepedb B XKKX, «yMHbIX
ropogax», B NIOrMCTWKE, Ha TPAHCMOPTE U B CENbCKOM
xo3sancTee. B uenom poccuiicknii pbiHOK OyaeT pas-
BMBaTbCHA B COOTBETCTBMM C OOLLEMUPOBLIMU TpeHAa-
MU, C 3a[epPXKOW Ha OAMH-TPW roda, ecnu cpaBHMBaTb
C pblHKamMKn pa3BuTbix cTpaH. OCHOBHbIE pe3ynbTaThl
nccneaoBaHusa LOCTYMHbI HA KOPNOpaTMBHOM BUOEOMNOp-
Tane JSON.TV

» wWww.connect-wit.ru



	002
	004

