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3almTa NpuUBUNErMPoOBaHHbIX
YYETHbIX 3anmMcen OT BHYTPEHHUX
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NnaH

"pMBVII'IerMpOBaHHbIe y4yeTHblie 3anucun

AKTYanbHOCTb U peanbHOCTb Yrpo3bl
- B npuknagHbix UT-cuctemax

PeweHue npobnem

- YnpaBneHue npusmaermpoBaHHbIMW NoOb30BaTENAMMU
- KoHTponb AocTyna 1 NpuBUIErMpoBaHHbIX CECCUA

- LleHTp onepaTMBHOrO pearnpoBaHusA

OTBeTbl Ha BONPOCHI
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MpuBMNerMpoBaHHbIN aKKayHT: YTO, rae u noyemy

Tiobaa KoMNaHUA U opraHusauua ABAAeTcA LUeblo aTaKu

3/10yMbILWIeHHUKU LeneHanpaBieHHbl, HAaCTOMUYUBbI, CKPbITHbI

BbicOKue npusmuinernn C1oxKHO
KOHTPOZINPOBATDL, YNPaB/AATb N.OTC/NIEXKUNBATD

..«.BEAYT K KPUTUHECKUM PUCKAM
NP1 HENPaBUIbHOM UCMO/Ib30BaHUN
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«Bce nyTM BeAYyT...» K npuBunernpoBaHbiM 3afnnCAMm

“Bce, yTO KacaeTcs
cepbe3Homn
NHTENNEeKTYaIbHOMN
Cepnep] cobcTBEHHOCTY,
'~\ COAEPKNTCA B XOPOLLIO
%, 3aLLMLIEHHbIX CUCTEMAX, U

KpWUTUYHbIN akTUB

MpuBMaernpoBaHHble 3anucu e — ! npusmnnernpoBaHHbIE

“eduHcmeeHHbIl nymeb K

darmem” Cereaoe 3 y4eTHble 3anucu ABAAIOTCA

- / eAMHCTBEHHBIM crocobom,
KOTOPbI MOTYT NOMYYUTD
Xakepbl.”

EE]
LAHHbIX

Avivah Litan, Vice President and KQMMQMﬂaKGMBe p NA» aﬂM NH MCTpaTO py

Malware Targets Vulnerable Admin Accounts, Wall Street Journal June 2012

« JTio6as komnanus, nobas cuctema e
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anIBVIHeFVIPOBaHHbIe dKKayHTbl — BTOpP>XXeHue

South Korea Blames North Korea for Cyber
Attack

By Adaric Strange  Aori 10, 2013 10 15am | B 1 Comman
_® = | CHINESE HACKERS TARGET NEW YORK TIMES IN FOUR-

" ¥ ast month's mysterious cyber attack that ¢
banks and television stations in South Kord MuNTH cmmnacx
""“";:_'d by ‘\Orr’”;]"_" vee Sf‘“"“‘g;“‘;d"?‘” THE CYBERATTACKS DATE BACK TO WHEN THE NEWSPAPER PUBLISHED AN EXPOSE
according to official investigators based In{  peran NG THE WEALTH ACCUMULATED BY THE PREVIOUS CHINESE PREMIER, WEN
The findings were revealed in the Korea Hq JNBAQ,
today as South Korea's Ministry of Science,
(information communications technology)

Future Planning connected the attacks to N
Korea's Reconnaissance General Bureau.

O ®0 0 00

Topic: Security (@) Discover Follow via: 5 [

uSwiss spy agency warns CIA, MI6
4 over 'massive' secret data theft
" i n f o s e c u r i t y ’ Summary: Switzerland's national security agency warns that a huge amount of secret, counter-

terrorist data may have been leaked by no other than a disgruntled 'administrator-level' employee.

Insiders exploiting privileged

accounts likely behind Saudi i) 4.7 B o . By Zack Whittaker for Zera Day | December 4, 2012 -- 13:58 GMT (05:58 PST)
Dedicated to serving the W Follow Gzackwhittaker

Aramco attack : : - '
information security community;

24 October 2012 In Person, In Print and Online.
Secret counter-terrorism information shared by foreign governments, which may not limited to the

U.K. and U.S. administrations, is thought to have been stolen by a senior IT employee of Switzerland's
state intelligence service.

CYBERARK'

With the recent attack on Saudi oil giant
Aramco being credited to Iran by the US
government, a new report suggests that it may
have been an inside job.




dPaKTbl FOBOPAT 3a cebA...

He cywecTByeT uaeanbHoOun 3aWmThl
HapywuTtenu npodeccmoHanbHbl U MEHAIOT TAKTUKY BCe Bpems.

KomnaHuu, yagenaouwume cepbesHoe BHMMaHue Ub u
uHBecTupyrowme B UT, Bce paBHO NoaBepraroTca KOMNpomeTauuu.

100% 94% 416 100%

XeptB obHOBAAAM  BTOpXEHMM Hbln AHen (B cpeaHem) BTopxeHun
aHTMBUPYChI 3aMeyeHbl 3-MuU aTaka B CETU He MCNOb30Ba/M
iMuamm 3aMeuyeHa yKpajeHHble Y3

Mandiant, 2013
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Pewaem npobrnemMbl npuBuUnerMpoBaHHbIX Y3

Llenesbie atakn (APT/AET)

CnnaHUpPOBaHHbIE, CIOXKHbIe
Ha Hanbonee LeHHble aKTUBbI
MpuBMNErMpoBaHHbIE aKKayHTbl

"paHynspHbIN
KOHTpOnb
NpUBUNErMPOBAHHOIO

Aoctyna

KoHTponb goctyna
NPVBUNErMPOBaHHbIX
nonb3oBarenen

Py

WNHcang n owmnbkn

N
L

NHcanpgep noHeBone?
Y nHcangepa ectb TO, YEro HeT y
XaKepa: goctyn n gosepue!

3awurta u
nsonsauus | #
aKTUBOB

KoHTpornb
NPUNOXEHUI

AyouT n cooTBeTCcTBME

Bonpocbl CTaHOBATCA LWUMPE U C/IOXKHee
CTOMMOCTb OTCYTCTBUA COOTBETCTBUSA =
2,65 * cToMmocTb cooTBeTCTBUA

MOHUTOPUHI
NpUBUIErMpPoBaHHOM
aKTMBHOCTM
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Perynatopbl TPeOYIOT KOHTPOSIb U MOHUTOPUHI
NPUBUNErMpoBaHHbIX aKKayHTOB

Jesse Russell, Ronald Cohn

Security ™
Standards Council

CTO BP UBBC

Sarbanes-Oxley

Finarnciil fnd Accoaivling Desclofais Infaimation

Bookvika publishing
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Ucnonb3yTca Bapuaumm pa3sHbiX peLueHnmn

Kak Bbl oTCnexxuBaete akTUBHOCTb NMPUBUIIErMpOBaHHbIX
3anucen?

25% Bbl OTCNEKMBaETe

0 NPMBUNETNPOBAHHYIO
20% - AKTUBHOCTb?

15% -
10% -
5% -
0%

Cyber-Privileged Account Security & Compliance Survey, May 2013 e
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Privileged Account Security —
Now a Critical Security Layer

CYBERARK’




12

B nHayctpmanbHbix cuctemax ICS/SCADA
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4 ob6sA3aTenbHbLIX Wara Ans NnpoTuBoAeUCTBUA

1. ObHapyXuBaTb BCe NpUBUSIeErMpoBaHHbIe 3annucu

2. 3awmwaTtb U ynpaBnATb NPUBUNErMPOBAHHbLIMU
aKKayHTaMu

3. KoHTponupoBaTtb, N3011MpoBaTb U OTCNEXUBaTb
npUBUNEernpoBaHHbIN JOCTYN K cepBepam, Bl n
BUPTYanbHbIM nnatdgopmam

3annceun B pearibHOM BPeMeHU

4. PaccnepoBaTb UCNOJIb30BaHMe NPUBUNErMpoBaHHbIX
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Ho 3TOT (haKT He NOHATEH...

CKONbKO npuBuUriermpoBaHHbIX 3aNMcuen B Ballen
cucrteme?

35% -

30% -

25% -

20% -

15% -

10% -

5% -

0%

1-250 251-500 501-1,000 1,001-5,000 5,001+ Don't know

Cyber-Privileged Account Security & Compliance Survey, May 2013 (Enterprise > 5000 Employees) e
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Risk Assessment Case

Number of employees that knew the
password and have left the company

Number of times the password was used

What is managed by the account

40+

100,000+

unknown

C
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CyberArk Auto Discovery

T Unix/Linux Servers

T Windows Servers

Linux virtual images
Windows virtual images

Vmware ESX/ESXi ]

CYBERARK’
Windows Services
Scheduled Tasks
1S Pools
Wlndows

Desktops & Laptops

C
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Where do all the privileged and superuser accounts exist?




EPV. aBTOONnpeneneHne B BUpTyanbHOU cpene

1. lMoakntoveHue K vCenter
2. CPM ckaHupyeT HoBble/yaneHHble ESX xocTbl

D MNossciniaar sy CCV vt o \/~als \
L b s & 4

4 X ble
' % 4 AsToonpeaeneHune n obecnevyeHme dpyHKUMOHaANA, ANA
Central Policy Bcex ESX/ESXi n Bcex rocteBbIX MMUOKEB.
Manager \

\_ VL

coobuiaeTt o yneHax rpynnbl local admin, otmeuaet
HeynpaBaAeMble aKKayHTbl

ViMware vCenter Server

N Vi aWs Virtual Machines

\ Virtuél\l\‘llachi\ni N

Vault

App

App

VMware ESX VMware ESX VMware ESX

App




Enterprise Password Vau

It Overview

1. Master/exception policy definition
2. Initial load & reset
Automatic Detection, Bulk upload, Manual Master Policy
3. Request workflow CYBERARK'
Dual control, N nﬁ
Integration with ticketing systems, +'_Lje"’$! ? '
One-time passwords, exclusivity, groups — __L N
4. Direct connection to device Vault | Zere
]
5. Auditor access - :-J___J A4
Pol System User Pass
T ic
EI [#} / Unix root tops3cr3t
-:-:l::::_‘ Oracle SYS t0p330r3t
Policy v . | Windows Administrator tops3cr3t
Security/ 4
Risk Management EPV :'[:I 2/0s DB2ADMIN tops3crat
Cisco enable tops3cr3t
Request access to >

Windows
Administrator On

prod.dor.is

=

"‘-L'.J Request to view Reports

Auditors
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Enterprise IT Environment
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Privileged Session Manager (PSM)

o gk wWbdPE

Databases

I

Windows/UNIX

¥y

CYBERARK

o 1

Servers
E — | /e =
T—
=5
g 9 \ / Web Sites

Routers and Switches

AyTteHTndukauua Ha noptane PVWA
Vault
CoegunHeHune \ J @

MNony4yeHune 3anuncu U3 xpaHunua t: ;
CoeavHeHne HaTMBHbLIM MPOTOKOIOM ESX\vCenters
CoxpaHeHue 3anuncu ceccum ':'f:l

Otnpaska noros B SIEM/Syslog SIEM/Syslog e
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Privileged Account Security for Remote Vendors

) x
-

RDP Windows Servers
Toad tt'
—m-fE € - B
. UNIX
Firewall CYBERARK Servers
SSH & DBs

Remote PIM App
Vendors / ‘

Routers and Switches

Vault | 1T/ Auditors/Security Operations |
\_ J

C
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Application Identity Management (AIM):
Bbiwe 3awuTta; bnunxe coorBercrTBue

UserName = GetUserName ()

i ] Pas. 7ord = GetPass' yrd()
Billing App D = Jawmwaet u copacoiBaeT

Connect. -tabasr Host, YYETHYIO 3anncb NpunoxeHmsa 6es

UserNa. =, assword)

NpocTosa 1 pectapTa

2 (Host,

= BbesonacHo kawwmpyeT Ansd
CRM HenpepbIBHOCTM BU3Heca u
App BbICOKOW MPOU3BOANTESNTBHOCTU
= WcknovaeTt nameHeHue koga u
/ 3aTpartbl HA U3MEHEHNS1 Naponeu
t’;.l N1 aapecoB MaLlVH
HR 1]

App = CTtporas ayTeHTMduKaums no:
IIS/.NET
- Agpecy mawuHbl
- [onb3oaTtento OS
Online .

_ ALpecy npunoxeHuns
Booking

System Legacy/ Homegrown ) Ll,Md:)pOBOM nop,nmcm/xemy

3aluLLaeT, ynpaBniseT U YCTpaHAET BCTPOEHHbIE

NPUBUNErMpoOBaHHbIE aKkayHTbl U3 NPUNOXKEHWU e
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CyberArk On-Demand Privileges Manager

X / T e\net

=l .
L i I
SSH /

m[l
UNIX Servers
9 with OPM 0

& / }@ == o

HII::H
IT personnel #

' T v
E@ O
Unix Admin defines policy in PVWA |
IT requests on-demand elevation / E

through native interface (OPM) @ l
Auditor

OPM reads policies (cached) executes
command and stores recording Vault

I"H

L.

ﬂr

Auditor reviews commands recordings /

audit reports e
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PIM&PSM — BcecTOpOHHAA 6e3onacHocTb b/l

=)
¥

3awmTa B[] — KOHTPONb NPUBMNETMPOBAHHOIO AOCTYMNa M aKTUBHOCTU

Npasa DBA B

Bawu npusunernposaHHblie DBA aKKayHTbI NPUNOMKEHUAX U CKPMNTaX
ynpasnaTca? 3HaeTe, KTO UX UCNONb3yeT?

* KOHTPOAb 3aLWMLLEHHOCTH,
[OCTYNa M aKTUBHOCTM Kak HacyeT CKpUNTOB, UMELWMUX BCTPOEHHbIE * 3ameHa BCTPOEHHbIX naponeit

- ?
Sys-naponum: * CTporas ayTeHTUMKaLmA

/ PO

* ABTOMaTMYeCKoe ynpasseHune

1 3aMeHa aKKayHTOB \

u
Monb3oBaTenun XocToB U anBMl’IerMpOBaHHble
daitnoB gaHHbIX e —— ceccun DBA
h
* YnpaBneHue AoCTYyNoM K nix- e

* U3onauma B/ oT npamoro

xoctam b/ NOAKNOYEHNA

o 1 [
I'paHynﬂprM KOHTPO/1b * 3anucb BCexX ceccum

UYTo ecnm oHM MMeloT JOCTYN K hix-cepBepam?

* [loBbIlEeHNE I'IpMBMJ'IEFMﬁ no . KOHTpOJ‘Ib
TpE6OBaHMPO npuBUNETNPOBAHHbIX ceccui
_ [ocTyn KOHTponupyetca, HO 3HaeTe U Bbl: « OTCYTCTBME CNEAOB U
Enterprise Password Vault YTO MMEHHO npomncxoaut ¢ 6? Harpy3ku Ha B/
Application Identity Manager + KOHTPOb AOCTYNa K XOCTam
On-Demand Privileges Manager oc
Privileged Session Manager for DBs
e
CYBERARK’
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PIM&PSM — nHHoBaUUOHHBLIN Noaxona K
Oe3onacHoCTU

**PIM aBTOMaTUYECKK YNPaBAsET NPUBUIETMPOBAHHbIMM aKKayHTaMU B
BUPTYa/IbHOM cpeae.

+** PSM for Virtualization nsonunpyet, KOHTpoAUpPyeT n obecrneynsaet
MOHWUTOPUHI A40CTYMNa K NPMBUAETMPOBAHHbIM CECCUAM.

U,

Hypervisor Management
Console (vCenter)

Il_--'_ ) — = i _.- _ ! | =
& B—
: Virtualization ‘3'4
Hypervisor T
Manager a f \ Hypervisor
E : |
1 =S -
..... S -
-d « ;
; N
$' = _",’m \ Imciggfc
i Image B
: — Image A
Vault Auditor e
Guest Maghines
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http://www.virtuatopia.com/images/b/b5/Vmware_remote_console_powered_on.jpg
http://www.virtuatopia.com/images/b/b5/Vmware_remote_console_powered_on.jpg

Privileged Threat Analytics (PTA)

4 % 2L /3 R
Privileged User Data Systems Data
. o) =g - ~ o=
. B S8 o B E N
@ By, W
System 3rd Party  Applications' Select Social Virtual Servers | Databases  Applications | Network &
Administrators | Service Business | Networking Servers Security
Providers Usars Acct Mars
L. SN J
Collect

Detect
Privileged Threat

Analytics Engine

G

P

o°
I\
o\‘
CyberArk
Dashboard

= ldentify advanced attacks in-progress (analytics & alerting)

Alert

= Understand threat level (real-time detection & events correlation

C

% Improve SIEM effectiveness CYBERARK'




PTA - Seamless Integration with Prod.PIM/PSM

L

Unix/Linux Servers

g Syslog

PIM/PSM

R Syslog

Vault \ I (optional)
Activities
EE R
Report A s -
(E ® »~ 0 e b
q) S ——

T

| Ill"I"IllllIIIIIIIIIIIII"II
Privileged Threat Analytics (VM) e

CYBERARK’




How Does PTA Work?

Action timeline for user D

[N
]
T

m
T

Collect

hour ofthe day
T

Collecting privileged

i)
T

accounts activity

=]

A 4

Working hours distribution for user D

Ongoing Profiling

Profiling normal behavior x|

A 4

# of actions

|

Detecting abnormal
privileged accounts activity

28

5 10 15 20
hour of the day
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CyberArk’s Privileged Account Security Solution

Management Portal/\WWeb Access

Enterprise Privileged Application On-Demand
Password Session Identity Privileges Privileged
Vault® Manager® Manager™ Manager™ Threat

Analytics

Master Policy

Secure Digital Vault™

RESPOND

C
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CyberArk’s Integration Across the Enterprise

r"
Databases ] E Operating Applications P

SyStemS SAP Wind Oracle Applicati
c c . . : * Oracle Application
. I\?I?ggL : /?Ayt)saéf * Windows = Tru6 . WebSphere + Senvoes Erp
. DB2 . Ar}; ODBC o Unix/Linux NonStOp . WebLogiC * Scheduled Tasks o System Center
o e ¢ » AS400 - ESX * IS App Pools Configuration

+ 08390 - OWMS + 1IS Anonymous Manager

* HPUX * Mac + COM+

. : e
Generic Interface hl‘ Network Devices 4
: ggl;/CTelnet + Cisco o Alcatel
3 : * Juniper * Quntum
* Windows Registry
* Web Interfaces . " e iR
* Web Sites CYBERARK
L LTI O
Security -y’ Directories and Remote Control
Appliances Credential Storage and Monitoring
« AD
« FW1, SPLAT * Netscreen + SunOne « HMC + Digi CM
+ IPSO * FortiGate * Novel * HPILO * DRAC
* PIX * ProxySG * UNIX Kerberos « ALOM
o UNIX NIS

Expand to include more add category Universal Connector and 6

platform support or other Controlled Availability (CA) Plug-ins. Sample

CYBERARK'




PacnpepeneHHan apxutektypa CyberArk

Auditors

/\gl

&

ol
/— F-L [‘,t‘l = =P ‘.

<

CYBERARK

&1

Vault (HA Cluster)

Main Data Center - US

D &

Auditors/IT

i = S
IT

Environment

<

CYBERARK'

IT Environment
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DR Site
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Auditors/IT

i = S
IT

Environment

Hong Kong
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O komnaHum CyberArk

[JoBepeHHbIN 3KCnepT B 6e30nacHoCcTn
npuUBUNerMpoBaHHbIX 3anmcen

» bornee 1,300 KpynHbIX KOPNOPaTUBHbLIX KITMEHTOB

YnpaBneHue npuBUnernsiMmn Kak
HoBasA 0e30MnacHOCTb

» PaspabatbiBaeTca n co3gaeTcsa no peanbHbIM NOTPEBHOCTAM

AKUeHT Ha pewleHne Gu3Hec-3aaav

+ BesonacHocTb Npo3payHa Ansa ayauTa

EavHoe BCeCTOpOHEee peLlieHune

* OgHo pewenne anda scex 3agav

* YpoBHs Enterprise

32
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KnueHntbl CyberArk B mupe

Communications & Financial Services
Media

Pharmaceuticals Energy & Utilities

belgocom % ING AstraZeneca PE'&PLES
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