OT noaxoaos K CO3O0AHUNIO CUTYALUOHHOI'O
LEHTPA K MOCTPOEHUIO SPDEKTUBHbIX
METOOOB BbIABJIIEHUA MHUWOEHTOB UB

KceHnuna 3aceukas
Crapwmn koHcynetaHT OTaena KoHcanTuHra

AO «[unanorHayka»

PomaH BaHepke
TexHU4Yecknn gupekTop
AO «[nanorHayka»
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CutyaunoHHble ueHTpbl Ub (SOC)

= YpoBeHb 3penocTn KoOMnaHM 1 rotosa N KoMmnaHma K noctpoeHuto SOC?
= Kakasa oopma opraHusaumm SOC npegnovytutenoHee?
= Kakou ueneBou ypoBeHb 3penoctn SOC?

SANS NIST
1SO [OCT
HPE, IBM CTO BP UBBC
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KputnuHbie napameTtpbl gna SOC

= OnpeaeneHHoCTb B LENAX N pexxmme paboThl
= [1OKYMEHTUPOBAHHOCTb

= Bsaummopgencrtesune y4acTHUKOB

= QueHka aphEeKTUBHOCTH

= AHanus n coBepLUeHCTBOBaHNE

YnpaBnsiemble npouecchl - B OCHOBe ycnexal

AUanorHayxa 3



B3anmocBsa3aHHble npoLecchl

AOMUHUCTPUpPOBaAHNE Yrnpasnete
KOHdUrypaumsamm
OBy4eHm ~ \CoBeplLLeHCTBOBaHME
VrpaBReHie Obecne4veHne
oVCKaMM VB HEeMNpepbIBHOCTA
busHeca
AHanus )AHa nna
3G (PEKTUBHOCTH 3aLLMLLEHHOCTH
OBHapyxeHunE ynpaeneHue OnepaunoHHas

aTak

nHuuaeHTamm Mb [eATenbHOCTb

OTYyeTHOCTb KomnnaeHc

AUanorHayka



BbisBneHne MHUNOEHTOB

OCHOBHbIE UCTOYHMKM MHOpMaLUK O
NOTeHUManbHbIX UHUWAEHTAX:

= cpeacTBa 3alnTbl MHopMaLun
= [onb3oBaTenu

" KIWEHTDI
"  NH(POPMAUNOHHbIE CUCTEMbI =  KOHTpareHTbl
*  KOMMOHEHTH! NT-nHdppacTpykTypbl BHELLUHNE CepBUCHI
\ -
VvV YV NV

NHunpeHT?
AuanorHayka 5



OObmeH nHdpopmaumen

[ OpraHusaums ]«

Mpod. )
NT coobLiecTsa w
Oun3Hec
[pynna

Kagpbl OCTOK

— [ Perynatopbl ]

MocTaBLmMKN

AuanorHayrka



B3aumopgeuncreue ¢ BHeWwWHUMu SOC

SOC
KOMMaHnn

YAa3BmMmocCTu

/ YAa3smMmocTu
yrpo3bi \

NHUMaEeHTbI

YA3BUMOCTHU
[ OUHLEPT J)[ FocCOTKA J
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OueHka yrpo3 B OCHOBe ynpaBneHus

[lna opraHnsaunm ycnewHoro npotwecca
ynpasfieHUa MHUNOEHTaAMMU:

"  BblOESNINTb KPUTUYHbIE
NHPOPMaLIMOHHbIE pPecypchbl

= MPOBECTU OLIEHKY Yyrpo3
NHpopMauUnoHHON 6e3onacHOCTH,
aKTyanbHbIX AN KPUTUYHbIX
pecypcosB

= MCMONb30BaTb MNOMyYEHHbIE
pe3ynbTathl Npyu peannsauum
MEXaHM3MOB BbISIBNEHUS
NHUNOEHTOB

AUuanorHavea 8



OueHkKa yrpos

OnpeneneHne

BO3MOKHBIX » | NoeHTndpukauma |, , | BosmoxHocTn
yrpos3 YA3BUMOCTU HapyLumTens
Cnocobbl
Cnocobbl : > oBHapykeHns | N MeToauku u
NpoOTUBOLENCTBUA aTyaK NHCTPYKLINN

AuanorHayka 9



Yrpo3sbl Ub n metoabl peanusaunm yrpos

= Tpu OCHOBHbIX NapameTpa, Ha KOTOpble HanpaBneHbl Yyrpo3bl

KoHdomnaeHunanbHoCTb LlenocTHOCTL [1oCTynHOCTb

= 8 TMNOB yrpo3 NHopMaLNoHHOM 6e30NacHOCTN, OXBaTbIBAOLLNX BCE
BapuaHThl

= 14 KOMNSIEKCHbIX METOAOB peann3auum yrpo3 6e3onacHoCcTu

AUanorHayxa 10



Yrpo3bl b

v HapyweHnune

" XUWeHWe n ytpata nHdopmauum n cpeacts
06paboTkm I > KOHJomnaeHUunasrnbHOCTH
I > v" HapyweHnue
= MOAMDUKauunA, oTpmnudaHmne noaJiIMHHOCTH
OANCUKALYS, OTPULIAHUE MOAMMHHOC LLeNOCTHOCTM
nHdopmauunm

> v" HapyweHue

" 6J'IOKI/IpOBaHVIe, YHUYTOXEHNE AOCTYIMNMHOCTH

AUanorHayxa 11



MeToabl peanu3auum yrpos Ub

=  BbINonHeHne BpegoHOCHbIX
nporpamm

= CeTeBoOe CKaHMpoBaHUE U
npocnyLlineaHme

= HecaHKUMOHNPOBaHHbLIN OOCTYI
= COou 1 0TKasbl KaHaNoOB CBA3N

=  QOwunbkm B obecneyeHunun
6esonacHoCTM nHpopmayunm

= CoumanbHbI UHXUHUPUHT

AUanorHayxa 12



YpoBeHb cpeabl 00padboTKu

= Punsnyeckum ypoBeHb (NMHUM CBA3M, annapaTHble cpeacTaa)
= YpoBeHb CETEBON MHMPPACTPYKTYpPHDI

= O6wecuctemHbin ypoeHb (OC)

= YpoBeHb 6a3 JaHHbIX

* [lpuknagHown ypoBeHb

= YpoBeHb ODM3HEC-MPOLIECCOB

AUuanorHavea 13



MeToabl U cueHapuu

OnucaHue ypoBHA cpeabl Kopg, cueHapumsa "
OnucaHue yrposbl OnucaHue metoaa CBA3aHHble CLLeHapum CueHapuii BbiiBNeHUA
06paboTku BbIIBNEHUA
OCTYyN K UHGOPMALLMOHHbBIM «CnAawme» yyeTHble 3anucu
xuieHne nHdopmauum o Aocty opma, - v
HecaHKUMOHMPOBAHHbLIA  pecypcam C UCNONb30BaHUEM . COTPYAHWUKOB M XOCTOB - NO KOTOPbIM
(nonyyeHune pgoctyna K NPUKAALHON YPOBEHb 1.04.26.05.00001 o
B S—— noctyn CKOMMPOMETUPOBAHHBIX He 6b1710 aKTUBHOCTM B 334aHHbI
AYTEHTUUKALMOHHbIX AAaHHbIX nepuog (30 gHelt)
JocTyn K UHGOPMALMOHHBIM «CnAawme» yyeTHble 3anucu

XuieHme nHpopmaumn
(nonyyenune gocryna K
MHpopMmauun)

HecaHKLUMOHMPOBaHHbIA pecypcam € UCMo/ib30BaHMEM . COTPY/AHUKOB 1 XOCTOB - M0 KOTOPbIM
H P pecyp ObuecnctemHbl yposeHb (OC)  1.04.26.03.00001 PYA P o
goctyn CKOMMNPOMETUPOBAHHbIX He 6bI10 aKTUBHOCTM B 3aaHHbIN
ayTEHTUGMKALMOHHBIX J@aHHbIX nepuog, (30 aHein)

HecaHKLMOHMPOBaHHbIN Moabop ayTeHTUOUKALMOHHOM BnoKMpoBKa X y4eTHbIX 3anucueit 3a Y

610KMpoBaHWE MHPOPMaLK ObuwecnctemHbii yposeHb (OC)  7.04.27.03.00012

aoctyn nHdopmauun MWHYT
yTpaTa (HeymblwneHHan HapyweHue npouecca nytem
noteps) uHGopmauum n/man  OWKMBKM NepcoHana YAANEHUA KPUTUYHbBIX YpoBeHb 6a3 faHHbIX 3.14.17.04.00015 Yp,aneH(::G:p:m;):;z((;?bekms
cpeacTs ee 06paboTKM 06beKTOB t
HapyweHue npouecca nytem

moanduKauma (MckarkeHue)
MHPopMaLuu

N3meHeHMe KPUTUYHBIX 06 EKTOB

OwunbKM nepcoHana BHECEHMA U3MEHEHU B YpoBeHb 6a3 AaHHbIX 4.14.18.04.00016 .
(tabnuu, darinos)

KPUTUYHbIE 06bEKTI

Tun HapywmTensa MoXeT BbITb KnaccuduUMPOBaH TOMNbKO B X04€
paccnenoBaHns Y aHanUTUKN

AuUanor 14



Koppenauus

= Correlation rule npegHasHa4yeHo Ansa BbigBNeHUss tHUnAeHTos Ub

= Twunbl npaBun — o6bIMHOE NPaBUIIO, «NErkne» npasuna, npegodbpadoTka

= [lpaBuna — realtime unn «nNo pacnnucaHuo»

= WcnonbaytoTca Filters n Variables

= YuuTblBaTb akTUBbI (MHBEHTApPU3aLUUS, KaTeropnsaumsa cobbiTU, KaTeropumn)
= Arperauus, Time Frame

= Active list/Session List

= Trends, Data Monitor

= Actions/Treshold

= PearnposaHue (CounterACT)

AuanorHayka 15



¥ ) {} & 11 '= @ Fiters @ Assets @ Vulnerabiities @Acﬁve Lists >< Joins

P ——— noxopaa

fTaract™ Fuent conditinn,

black_ip
= CnoxHble | AND Ta
NMOKUHET K B InActiveList("/All Active Lists/ml/Network/BLACK IP")
m HeO6XC I 11/20/17 11:08:00 AM to 11/21/17 11-08:00 AM |
dHHDbI¢ . )
A { Success authenticaton[Preview] )
=  OTtcyTtC
= CIOXH
= OTcyTC Catammne Rohawine b Dinrte e Newira Wandor Cranti T afegory Behavior)
iauthenticationVerify FOUCCESS Microsodt S64T2268
R TeEw S T === J
fauthentication/Maodity FEuCTEEE Microsoft Q42
iauthenticationVerfy e Arcaight 144
iauthenticationVerify ASLICTESE Q500 102
fAuthentlcatlon/Add (GLCTEEE Microsoft 22
fauthentlication/Modity (SLICTEEE Arcsight 12
Name Contains establish [ignore case]
Name Contains allow [ignore case]
AUanorHayxa 16
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(0} cueHapuveB BbifABJIeHUA K CLIeHapPpUsaM pearnindauimm

L2 - HUMAEeHT

e CpabaTbiBaHMe Ha LO naun L1, ncnonb3oBaHme CNUCKOB
* YHMUPMKaLMA Nnoaxosa K CO34aHUI0 CueHapueB

L1 - o6boraweHune

e lononHuTenbHaa obpaboTka n oboralleHme

< > e cnonb3oBaHue Active List\Session List
"\ LO — Hopmanusauua
e [lpnBeaeHne K eAMHON TAaKCOHOMUU OAHOTUMHbIX COObLITUM

* YnpoLlleHNe YCN0BUNA
® BO3MOXHOCTb MCMO/1b30BAHUA B Pa3HbIX CLEHApUAX




Kak aTo paboTtaeTt B ArcSight

= PaccMoTpuM HacCTPOKMKY crneayowero cueHapus BbisiBrieHna «2 1 bonee
nogkntoveHun Yyepes VPN nog oaHMM nosib3oBatesiem»

S:J Z EEEEE—
A e Cisco ASA Successful
O > EEEEEE. : .
Q. § EEEE— VPN Login VPN Login
O C T T [ S
- LL S L0
O | CiscoASA 3 £ |-
CIU g 'S — 0 S add T 2 n 6onee
- § E I PaloAlto - % OAHOBpPEMEeHHbIX
O |m o mmmmmmmm < RVIENFIGRIGE > > NOAKIIOYEHMUN
= |®© o ] o T
Olx o (o) < T
g © < PaloAlto I 1 |
S ™ § ' MpoBepka
® . 3 S-Terra - HanM4nsa ceccum
el VPN Login
O &
© s
T S-Terra
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[MakeT npaBun koppensauun AO «duanorHayka»

= [lakeT BkNto4aeT B cebst HAabop roToBbIX NpPaBu KOPpensaLuum 1 OTYETOB,
NO3BONAKLMX BbIABMATL MHUUAEHTbI MHpOopMaLMOHHOW 6e30nacHOCTH

= MoxeT noctaBnaATbLCA B MeCTe C CTaH4APTHOM U pacLUNpPEHHOM
TEXHUYECKON NoaaepKKou

= [lakeT NOCTOSAHHO pa3BMBAETCS M MOMOSHAETCA HOBbIMM NpaBuUnaMmm
Koppensaumm

= BHeapeHue naketa No3BOSMSAET 3HAYUTESNBHO MOBLICUTL 3 (EKTUBHOCTL
cywectsytowen Vb ArcSight, a Takke cyLeCcTBeHHO COKpaTUTbL BPEMEHHbIE
3aTpartbl Ha Co3jaHne HOBbIX NMpaBu Koppensunm cobCTBEHHbIMKU cunamm

AuanOrHayka 19



Bonpochbl

Cnacu6o 3a BHuUMaHue!

AO «wuanorHayka»
TenedoH: +7 (495) 980-67-76
dakc: +7 (495) 980-67-75

http://www.DialogNauka.ru
e-mail: k.zasetskaya@DialogNauka.ru
rv@DialogNauka.ru
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