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AuanOrHayka X - % O komnaHum «AnanorHayka»

» 3A0 «[unanorHayka» co3paHo 31 adsapsa 1992 ropa.
Yupeautenu - CI1 «dnanor» n BelamcnutenbHbIN LEHTP
PAH.

[lepBbIMY U caMbIMN N3BECTHLIMW OTEYECTBEHHbBIMU
npoaykTamMmu, noctaBnseMbiMm KoMnaHmen, boinn Aidstest,
ADinf, Sheriff, Doctor Web n DSAV.

C 2004 roga no HacToswee Bpemda «[QuanorHayka» -
CUCTEMHbIN MHTErPaTop, KOHCYNbTAHT M MNOCTaBLUMK
KOMMMEKCHLIX peLlleHnn B capepe 3anTbl MHOpMaLUW.




AuanOrHayka .. . Ba3oBble NOHATUA

* UHopmauusa orpaHnyeHHoro goctyna (M10O[) -
NHdopmMauuna npeacrasnarLlan LeHHOCTb AN ee Bragenbua, 4oCTyn K
KOTOpOI7| orpaHn4YmBaeTcA Ha 3aKOHHOM OCHOBaHWNA

UHcanaep (BHYTPEHHUU 3MTOYMbILUNEHHUK) — coTpyaHuK
KomnaHum, 4uneH kakon-nmbo rpynnel nogen, umetowen goctyn Kk MOL,
HeOCTYNMHOW Wupokon nybnuke. MoxeT AencTBOBaTb U3HYTPU
KomnaHun

BHeLWwHUN 3n0yMbILWINMEHHUK (XaKkepCTBO, BPeAOHOCHbLIN

Ko.q) — MOCTOPOHHEE NUL0, AEUCTBYIOLLEE LiefleHanpaBneHHo 13
KOPbICTHbIX MHTEPECOB, MECTU NN N3 NOOOMNLITCTBA, BO3MOXXHO B
crosope ¢ gpyrmmu nuuamu. [leucteyet n3BHe, 3a NnepuMeTpom
Komnanumn.




YTto sABNsieTcHa UeHHbIM AnS
KomnaHnmmn?

NaprHep @ ‘ ‘

““““““““““ = Ycnosus pabotbl

N CxeMbl paboThl

CTpaTeFVIL-IeCKVIe NnryiaHbl, HOBbIE MNMPOAYKThI, ’
N3IMEHEHUA, MAPKETUHIOBbIE aKLUN

[lepcoHanbHbIE OaHHblE,
HR n npoyee




Komy 31O MoXxeT ObITb

AuanOrHayka
UHTEepeCcHo?

BHeLwWHUN 3N0yMbILWNEHHUK — KpaXka MHopmMaumm ¢
Leniblo nepenpoaa)xm (Xxakepbl, KOHKYPEHTHI)

« XakepcTBO (MCrMosib30BaHME pasfNYHbIX YA3BUMOCTEN),
BpPeOOHOCHbIN KOf,

 Web, Emall

BHYTpeHHUU 3N0yMbILWNIeHHUK (MHCanaep) — BbIrO4AHO

npoaaTtb, OTKPbITb CBOU BU3Hec, NOMNpoCUTb NOoBbILLEHNA

* [lpamoun gocTtyn K AaHHbLIM
- Web, Email, USB, IM (Skype, ICQ)

CrumiGrm
Japamenue OC, Eﬂﬁ;ﬂ;inﬂﬁﬂ“wr' HOHG#ry PUpOBaHKA, Ooctyn k MO0,

COZRAHHE HaHaNa enabbie naponm, BHIBOL, 33 NEPHUMETD
YAZBHMMOLTH ...

Email ¢ BMpyoom
VRABMMOCTEH

OCHOBHbIe 3Tanbl aTaku




Bupycbl, TpOsiHbI, CETEBbIE YEPBU

BoTHeTbI

BpenoHoCHbIe nporpamMmmbl

OULIMHT 1 coumanbHas NHXEeHePpUd

[MoxuileHne yCcTpoucTs
Ortkas B obcnyxmBaHum (Dos)
NHTepHeT-aTtakm

BpenooHocHbIN Kof
3M0YMBILLNEHHUKM BHYTPU KOMMAHUU

CTtaTuctuka obHapyxeHus
VWHUUOEHTOB




AuanOrHayka g NMocneacTBUs OT yTeuek

[Tpsmble, puHaHCcOBbIE YObLITKU (YXO4 KIUEHTOB K
KOHKYpeHTaM, NoTeps KOHTPAaKTOB U1 T.4.)

[ToTeps NOSANBLHOCTU KIMMEHTOB, NAPTHEPOB,
penyTaunoHHbIN yuwepo

[ToTeps npom3BoANTENBHOCTU (HapyLleHne OU3HecC-
npoueccoB B KomnaHun)

[TlpecnenoBaHue no 3akoHy (WTpadbl, cyaebHble
pas3bupaTenbcTBa)




3aueM 3awumuaTtbca?

MunHuMmnsaumnsa puckoB

CooTBeTcTBUE TpeboBaHmamM (Compliance)
« O3 o OH
« CornaweHus c KOHTpareHTamMmu
- PCI DSS
- 1SO 27000

[ToBbllWeHWe 3 eKTUBHOCTU BrsHeca (yBennveHme
BbIPYYKN)

YMeHbLLEHNE CTOMMOCTU NPOAYKTOB U YCIyr




OCHOBHbIE
NMOCTPOEHUSA KOMMJIEKCHOWU
CUCTEMbI 3aliUTbl OT YyTe4YeK

NoeHTndoumnkauma wn knaccudukauma WOL, onpegeneHne cobCTBEHHMKOB

nHpopmaunun, busHec-npoueccol

[Mpuoputesauna WO no creneHnm pucka, TpeboBaHusM ayauta WU

PErynsaTopoB

OnpegeneHne nonmMTUK XpaHeHusi, obpaboTkn 1 nepegaymn, Kak 4YacTb odLuero

nogxoaa K 3awmte 1O

Bbibop 7 pa3BepTbiBaHNE
CUCTEMbI 3aLLUNTbI OT yTeYekK

HAMPABJIEHUAA U MEPbl OBECMEYEHUA WH®OPMALMOHHOW BE3OMACHOCTU

PaspaboTka OOKyMeHTaumu,

o0y4eHne COTpyaHUKOB

[lpeBeHTUBHOE aBTOMAaTUYeCKOoe
pearnpoBaHue

PeryndapHbli KOHTPOSIb U OLEHKa
9do(peKTUBHOCTH

HopmaTuBHo-mMeToauYeckoe
obecneveHne
MH(OpMaLMOHHOM Be3onacHocTn

KagpoBoe obecneverune
nHdpopmaLmoHHon 6esonacHoCTn

TexHonorunyeckoe obecneyeHve
MH(OpMaLMOHHON 6e3onacHocTn




AuanOrHayka gee.. [loOKyMeHTb!

MonoxeHWA KOpnopaTHBHOW MNMNoNUTHEK
WHthopMaUuWMOHHOW Be30NacHOCTH
MNonuTyKa

OetanvavpoBaHHbIe nonoxeHwa MonuTUEW WHdOpMaUWMOHHOW
YacTHoie MNonvTUKW
Ge3onacHOCTH, NPUMEHUTENLHO K OTA2NLHLIM oGnacTam

OnWcaHWe cofepkaHus, NOCNefoBaTEeNLHOCTH ABWCTEMA M
PernameHThl 1 MHCTPYKLW TEETCTEEHHOCTH OOMKHOCTHBIX MWL NPUMEHWTENBHO K OTOENbHBIM

npouegypam

DopMil, 3aNUCK \ CeWOeTeNLCTEA BbINONHEHHOW AEATENEHOCTH




AuanOrHayka TexHuKa

* cnonb3oBaHNE COBPEMEHHbLIX PeLleHU Ansl BbISBEHUS
yTeuek MO/

* AHanusaTtop nHdopmauum Ha OCHOBE MHOIMX ariropuTMOoB
OETEKTUPOBAHUA N UBMEPEHUNSA CTEMEHUN CXOXKECTU

« OxBaT BCeX OCHOBHbIX KaHanoB O13HEeC-KOMMYHUKaLMI
- ABTOMaTU3MpPOBaAHHAsA cucTemMa yydeTa u 00paboTKkM MHLNOEHTOB
« OTyeTbl AN 3agay ynpaBrieHNa pUcKaMn Ha NpeanpuaTum

ObecnevyeHne aHTUBNPYCHOM 3aLMTbl, peanusayma
CUCTEMBbI YNPaBiEHNA YA3BUMOCTAMU, PETYNSPHLIA aHann3
npasun M3, nocTpoeHne cnctembl ynpaBrieHUsa OOCTYM

Co3gaHue cuctemMbl MOHUTOPUHIa MHOpMaLNOHHOM
be3onacHocTu




AUanOrHayka

Oby4yeHne agMmMHUCTPaTOpPOB BE30MacHOCTH,
OTBETCTBEHHbIX 32 YCTAHOBKY U 0OCnyXXnuBaHue cpeacTtB
3aLlmnThI

ObyuyeHune nonb3oBartenen, paboTaroLmx co cpeacTesamm
3almnThl

ATTecTaumsa cneunanmcToB no pesynbTaTtamM NporpamMmmebl
00y4eHus

YKomnnekToBaHne nogpasaeneHnn npennpuaTus
COTPYAHUKaAMW, OTBETCTBEHHbLIMU 3a BbINONHEHNE paboT no
3aumTe oT yrpo3 6e3onacHoCTH




AUanOrHayka

Websense Data Security




AuanOrHayka W e Websense Data Security

Hu3kaa TCO u CnoXHOCTb

Suite

Nnanpyrowasa Ha pblHKe TexHonorna DLP ang
OOHapy>XeHUsA, MOHUTOPUHra 1 3aLUnTbI
KOHMMAaeHUManbHbIX AaHHbIX

EanHbIE NONMNTUKK
[Mpeonaraet yHUOUUMPOBAHHbIN

MEXaHMaM Co3AaHuA NonuTuK | Mowmopurr S ] 3auwra

YnpaBneHne BceMU acrnekramm _
. NSI Email BnokupoBka
nonntukn Data Loss Prevention _— T
SOX LWnd¢posaHne

MoLLHble BO3MOXKHOCTH 3 New Design KapaHtuH

MOHUTOPWHIa MO OTCMNEXUBAHNIO PIl ™ revaTh .

BCEX U3MEHEHWNN OaHHbIX ¥~ HPIAA Removable Media MoaTBepXaeHne

(XpaHUMbIX 1 Npu NepemeLLeHnn) PCIDSS Custom Channel Mpunoxexue

PHI PFI Basbl AaHHbIX BoccTaHoBneHne
CepBepa

MoaynbHas apxuTtekTypa no3sonseT (

LlEHTpaHH3OBaHHoe ynpaBneHvue U 0T4eTHOCTb
Hambonee rmMbko CoOOTBETCTBOBAaTb

TpeboBaHUsIM NokynaTens N\

[MpocToe pa3sepTbiBAHUE U
MeHbLLEE YNCIO CeEpPBEPOB



AuanOrHayka X KOHTEeKCTHbIN aHanus

KOHTEKCT

+
KnaccudmkaTtop

Websense User Service i/ CTaTucTnyeckuii aHanms \ Websense Web Intelligence

> VILleHTVI(pVIKaLl,I/IF! nonb3oBartensd / > onpegenexHne nony4vartens

~— J/ CovicTBa dpanna

PerynsipHble BblpaXXeHUs

Kateropun / Cnosapwu




AUanOrHayka

Websense Data Security

TexHonoauu udeHmueukayuu A0




Linpposbie Machine
OTnevyaTKkun Learning




AuanOrHayka " 2 [oTOBbIE MONUTUKK

Pasnun4yHble knaccmgukaTopsbl -
v I

° P e ry ng p Hbl e Bbl p a )Ke HUSA ’ VSeIe;tfhe ggqgfaphi;ql regions to iqdude in your»template preferen;es:
KIHOYeBble CIOBA, CrOBapy ji=

DEurope

Eonee 1100 rOTOBbIX MONMTNTUK B CJvicde East

[ africa

«N3 KOPOOKM», B TOM uncne 2 Bt l] o —

Select the industries to include in your template preferences:
Brazil

ﬂn ﬂ P q) Mexico Finance and Banking

¥ other Insurance
[] Manufacturer
[ software
[] Hardware

) v ] Teleo
y,El,06H bI MaCcTep HaCTPOUKU 0 Transprtaton

@ Healthcare and Pharma
MNOJINTUK

|| Retall

OnpepenseT TUNbl AaHHbIX
Hanpumep: INAH, PCI




AuanOrHayka g LindpoBble oTneyaTku

* LndpoBbie oTnevaTkm — BCe pexnume anga YTeHUs:
* ba3 gaHHbIX
« CeTeBbIX KaTanoros
» SharePoint
» SalesForce.com

* lMlogkntoyveHune Kk base gaHHbIX Yepe3 ODBC
* CHATME umdpoBbIX OTNEeYaTKOB HernocpeacTeeHHo ¢ b/l
» J[laHHble He noknaatoT b

* IHKpemeHTanbHble 00HOBNEHUS 6a3bl OTNEYaTKOB NPU PocTe
ncxoaHou 6asbl




AuanOrHayka an e Machine Learning (UW)

ample Folder ™ [=|[C]%)

° yﬂ'O6Hb”7| | File Edit Viefu Fav > :5'»

* Heobxoanmo TONbKO ykasaTb
KaTanor ¢ 4OKyMeHTamm

Qo - © ¥
Hayano e [ csampi ] B o
-~
| ° (] me ]
la Secret

\

* MacwTtabupyemocTb

* MapkeTuHrosble

| 3 MaTepmanbl
»  BbIcoKkasi TOUHOCTb — “

[ByxaTanHbIM NOAXO[,

JTan 1 — onpeaeneHne Tuna
AaHHbIX

JTan 2 — onpeaeneHue,
ABNSETCA nn
KOH(buAaeHUManbHbIM




AuanOrHayka OCR Detection

oo ok ¥ ety ‘.’I:..'( o v @ ¥t ¥ gt ¥ et ¥ et ¥ [ ¥ tmet ¥ [0 ¥
p 2000 Py

* Wcnonbayetcs M — T -
MEXaHN3Mbl ONMTUYECKOIO | = ==
pacrno3HaBaHus g

System s

Authorization »  System Modules
iy DS3 Server onlaf

Archive B Endpoint Ser

Policy Updates & Policy Engine |

* Onpepenenne KN B _—

e =g e
€ Crawler lafiaf] ™13 :
Ka T M H KaX System Modules =) E D55 Server on ep o - | \
Frdport A pont Ser E has changed and is

& Policy Engine deployment,

 Screen captures =
Scanned checks il @ posgummecns o1

® o

Scanned receipts e U

W Towﬂnk. 1§
Fax pages e

nT.M. TowN ) i

GOSIL0B9LANA iiL 567850 ; \0

SIF 4 pn

[octyneH ana Web,
Email n xpanmnuuy




AuanOrHavka Be... A Opyrue TexHonormu
= Websense

- PacnosHaBaHue TunoB dpamnos — okoso 400

doopmaTtoB

* Hanpumep, BO3MOXHa 6110KMpoBKa 3almMppoBaHHbIX (alnsos,
nokymeHToB CAIP u pannos 6a3 gaHHbIX

» PaboTta co ceoncTtBamu dpannos (UM, TUM, pasmep)




AUanOrHayka

CeTteBasst DLP

[lepedaya
(Data-in-Motion)




AuanOrHayka i BapuaHTbl KOHTpONS

« CmoTpum — He « CMOTPVM 1 Tporaem  CeTeBble NMPUHTEPDI

Tporaem . « Mpokcy ans Web &
* Buamm BxopAawmnm u FTP

nexoasLnm 5 * MTA ans Emalil
He3alwndpoBaHHbIN

» ActiveSync ans
TRaTUK Mobile

2 aY (@] (B




AuanOrHayka .. - KaHanb! u pearnpoBaHue

CeTeBad

\a_ﬂ =
- CereBas i &
| nevatb -

: __= Custom
Channels

PEAKLUA B SABUCUMOCTU OT KAHAITIA

Audit

: - Audit
Audit Block Audit Audit i Audit

| *Block M Quarantine " *Block O Block ﬁ i:octk ‘V’ i:z(r:tk
| Alert | Encrypt* | Alert Alert - = Notify
"~ Notify Alert o Notify Notify Notity
Notify

* TpebyeTcsa Npokcu
** TpebyeTcs W03 LWNgpoBaHnst




AuanOrHayka " TruWeb u TruEmail DLP

PoaoHasa nHterpaums ¢ npombiwneHHbiM DLP ana pelueHmnm
Web n Email

PabotaeT Ha NAK Websense V-Series

He TpebyeTca CTOPOHHUX peLleHn NPOKCU U LLSTHO30B
LUndopoBaHuA

WH\

Web Security Gateway Email Security Gateway TRITON Security Gateway

[MpombiwneHHbin DLP ans *  [lpombiwneHHbin DLP gna *  WHTterpuposaHHaa Web &
Web Email Email DLP

NHcnekuma SSL *  Wcxogswee wndpoBaHue *  WHcnekumsa SSL

PaclumpeHHas 3awmTta ot Email *  Wcxopswee wmdpoBaHmne
BeO-yrpos *  Anti-virus / Anti-spam Email

URL Sandboxing »  PacwwupeHHas 3awmta oT Beb-
yrpos




AUanOrHayka

Endpoint DLP

Acnosnb3oeaHue
(Data-in-Use)




AuanorHayka

UHTepHeT

CeTteBoe
XpaHunuiue

KaHanbl yTe4ykn Ha ypoBHe
APM

Meaua
ycTpoucTBa

#e

USB dchneLwukum

JlokanbHble
NnpuUHTEP

Ce;eBoﬁ
npuHtep 1

_—

CeTeBoM
npuHTEp 2

cepBep



javascript:ClickThumbnail(1210)

AuanOrHayka N LeTekTupoBaHue u
. G pearnpoBaHue

A

f/ Endpoint DLP

§<§}, CbeMHble ,;}, XpaHunuva

yCTpOUCTBa

BAPUAHTblI PEATMPOBAHUA

Permit Permit

Confirm Confirm Alert/Log
Block Block Scripts
Email /ﬁ\ Encrypt to > Encrypt
Quarantine LJ USB Tombstone

Alert Alert Quarantine
Notify Notify EDRM

MpunoxeHus

o L




AUanOrHayka

*  KoHTpOsib NpuUnoXxeHuu:

LIFC

(] New...~| € Dekte|

KoHTponb npunoxeHnn

> Endpoint Application Groups

«  Copy/Cut/Paste
dannosbIn OOCTYN

Print Screens :
Print

Screen
SysRq

* [lpnmeHaeTca K
KOHKPETHbIM rpynnam
NPUNOXEHNU

Create or view a list of application groups you want to manitor on the endpaint, aside from those on the default Websense list.

O

Hame

Browsers

CD Burners

Email

Encryption Software

Office Applications
Online medical (online
PP

Packaging Software
Portzble Devices

Saas (onling

a [

Applications

Firefox ,IE ,Chrome ,Safari ,Opera

Alcohol 120% ,CO-Mate ,Acoustica MP3 ...
Eudora Microsoft Office Outiook Peg...
Windows Privacy Tray ,File Encryption...
Flash FXP 3.6 bulld 1240 Leech FTP ...
AIM M3N messenger (ive) Windows Me...

Notepad ,Adobe Reader Wordpad ,Opend...

AlegianceMD INGENIX ,ECLIPSYS Cli..
eMule BitComet Ares Azureus KaZaa...
WinRAR ,7-Zip File Manager ,WinZip
Fsquirt BTStackServer WCESMar Irftp
HostAnalytics Intacct ,CRM.com NetS...

5

Description

Software that interprets HTTP content...

Software that enables to burn fles o...

Software that enables the sending and. ..

Software that is used for encryption ...

Software that enables the sending and. ..
Software that enables the sending and...

Software for data reading and writing
Orline medical records

Software that enables file search and...
Software that is used for packaging a...
Software that is used to communicate ...

Software as a service applications

Endpoint Operations
CutfCopy Paste File Access
File Access

Paste File Access

File Access

File Access

Paste File Access
Cut/Copy

Cut/Copy ,Download
Paste File Access

File Access

File Access

Cut/Copy ,Download




AuanOrHayka 3awmTa areHTa

& Websense Endpoint

* DYHKUUM 3aLNTbI areHTa:

-« Cnyxba He MOXeT ObITb = Qi
OCTaHOBIEHa B OCHACTKe
“Services” s
I_IpOL'.eCC 6yﬂ|eT E Endpoint Settings

nepesanyueH, ecrnm Oblis
NPUHYAUTENBHO 3aBEPLLEH S

Ay Discovery

*  OTKNoYeHne 3awmThl Ang

Files scanned:

3agad obcnyxusaHuns

* cnonb3oBaHue
aAMWUHUCTPaTUBHOIO Naposid




AUanOrHayka

Websense DLP

XpaHeHue
(Data-at-Rest)




BapuaHTbl aHanusa

] - Discovery B cetu
- NpoeeneHmne 4yepes LAN/WAN
- YnpaBneHue ¢ nomoLlsbio PacnucaHus

- JlokanbHbIN Discovery

- Camoe bbicTpoe Discovery

- Ynpasnsetcs Yepe3 PacnucaHue,
ytunusaumio CPU, snektponutaHue

————

MMBpYaHbIIA Q/ /j;‘/yBRID - Nyyiiee BapuaHT

2mo,. | - ViCNONb30BaHMe Nobon KoMobHaunn

\

3



AuanOrHayka * PacwmpeHHble BO3MOXHOCTH
; peakumn Ha MHUNAOEHT

Action Plans > Action Plan Details

- Remediation Scripts

Name:

Audit and Notify @

* [OCTYMHO HECKOIIbKO FOTOBbBIX CKPUMTOB | e ™=
" Detalos Prevention | Discovery |
* HacTtpauBaemble

Select the action to take when a violation is discovered:

Run remediation script: Motify Manager

[Z] run endpoint remediation script: |

- IlocTynHble oencrteug

INOTE: All discovery incidents are audited.

Move/Quarantine Encrypt* Classification Tag
(Microsoft FCI)

=N Zh

Apply EDRM** Purge/Delete

= 0 &=

** TpebyeTcs CTOPOHHEE peLleHne



AUanOrHayka

Websense DLP

YnpaeneHue u omyemHocmso




AUanOrHayka

EanHaa Web-koHconb ang
yrnpaBneHns BCEMN peLleHNamMu
Websense

PoneBoe ynpaBneHue n
OTYETHOCTb

YnpaBneHnem Bcemu
KoMrnoHeHTamu DLP
KaHnanbl TruWeb n TruEmail DLP
Enterprise Suite

HacTponka oTaenbHbIX Moayneun
Data Security

- Data Security Gateway

- Data Endpoint

- Data Discovery

KoHconb TRITON

WEESENSE"
TRITON UNIFIED SECURITY CENTER

( Web Security I Data Security I Email Security t

Main Settings

@ Incidents & Reports

Data Usage
Data Discovery

’_!5"| Policy Management
Data Usage Policies

Data Discovery Policies
Data Discovery Tasks

Content Classifiers
Resources

M| status & Logs

System Health
Endpoint Status

Traffic Log
System Log
Audit Log

25

System Alert Summary

a Your subscription is valid
&P 35 dats usage poliges are confi

&P 16 discovery policies are configu
€2 Data Security is linked to Web S
a All essential settings have been

Data Usage Incidents - Data ¢

Incidents by Severity

130
104
E TE

=)
o a2

=1

26

Last data usage incident received at:




AUanOrHayka X A CrtpaHuua Today

 Heckonbko Dashboard’os

* [lokasbiBaeT cocToAHUE:!
System Health n aktuBHoCTH

Ton HapyLUEeHHbIX MONUTUK NO
Cepbe3HOCTU

Ton KaHanoB yTeYKkn No CePbLE3HOCTH
Ton HapywuTenen NoNTUKK

Ton MecT xpaHeHus
KOH(pUAeHUManbsHoN nHdopmaLunm




AuanOrHayka X YnpaBneHue cucteMom

WEBSENSE®

TR'TO N UNIFIED SECURITY CENTER

( Web Security I Data Security I Email Security r

- CospgaHve nonnTuk
e * BblObOp cnocob naeHTndunkaunm

O | (Knaccudpmkatop)
nciaen BT

- : BbiOop kaHanoB Anst MOHUTOPUHra
System Alert Summary .
Pacnucanue 3agay Discovery
X : @ Your subscription is valid
’5 Policy Management & 35 data usage olicies are confi yCTaHOBKa Cepbe3HOCTM I/I peaKU'MM

Datz Usage Policies & 16 discovery policies are config
€4 Data Security is inked to Web 5

6 All eszential settings have been

o e e e © PACCNEOOBaAHNE UHUMOEHTOB

Resources ¢ || Inddents by Severity

Data Discovery b

Data Discovery Policies

Data Discovery Tasks H

Content Classifiers b

130

us s L 104
i» |+ OTt4yeTHOCTb

=

6
System Health

Endpoint Status
Traffic Log

System Log
Last data Uzage incident received at:
Audit Log I




AuanOrHayka ¥ ~ Epwuuasn CTPYKTYpa NONUTUK

MonnTnka MoXeT ObITb NPMMEHEHa K O4HOMY UMK
HECKONbKUM KaHanam

BO3MOXHOCTU rpaHynMpOBaHHOIO pearmpoBaHns B
3aBMCUMOCTW OT KaHana n cepbe3HOCTUN MHUMOEHTA

Select an action for each channel:

Email: Quarantine Endpoint HTTP HTTPS: Block
Block Endpoint application: Confirm

Endpaint removable media: | Encrypt

Endpoint LAN: Confirm

i k=t Alwavs permitted Endpaint printing: Permit hd

Metwork Printing: Block
Confirm




ABTOMaTMU3auus
pearnpoBaHus

OTtpen kagposB UcxopHbin Kop, MNMocTaBwmK MNepepnayva danna Ayaut

AUuanOrHayka

KnueHTckas cnyx6a BusHec nnaH Web BnokunpoBaHue

MapkeTuHr noH ICQ, Skype OnoBelleHue

d_len CnuAHUA U NOrnoLleHnsA Peer-to-Peer YpaneHue
Byxrantepus MHdopmauymsa o 31 MokynaTenb - 4 WudposaHue

OTgen npogax qavma.ocn, BpenoHoOCHbIN canT Mevatb KapaHTuH

I‘op“ﬂlﬂquKlﬂﬁ oTaen ﬂOI'OBopa USB CbeMHbIe yCTpoﬁCTBa I'Io,qTBep)K.quMe

Texno,:uqep»(Ka TexHu4yeckas AOKYMeHTauus KoH KYPEeHT Print Screen

NHxeHepbl Pe3ynbTaTbl cCpaBHEHUMN AHanuTuk KonupoBaHue/BcTaBKa



AUanOrHayka YnpaBrieHue nHuugeHTamu

Incidents

[MpuHATHE Mep

@ Workflon~ | + Remediate~ | & Escalate - |

| # Settings| (=) view = |Z1, ~|(BE ~ |(ED | @ Refresh

Manaae |

¥ (i) Report: Inddents
Showing 66 incident(s)

Cnucok
MHUMNOEHTOB

Tpurrepsbl

>

m [
136903
200287
197101
197501
200251
196828
197907
137951

Host Name

win-ghjmestStkd
win-ghjmest5tkd
win-ghjmeststkd
win-ghjmest5tkd
win-ghjmestStkd
win-ghjmestStkd
win-ghjmest5tkd
win-ghjmestStkd

[=] | File Full Path

C:\est\SC3. et
C:\test\Sam's. bt
C:\test\Order Information.docx
C:\testiMy CON. txt

C:\test\My Card. txt
C:\test\MR 1. docx
C:\test\Formal_Structured_p...
C:\test\Client List.PDF

Policies

General Sensitive Informati. ..
PCI Audit for discovery

PCI Audit for discovery

PCI Audit for discovery

PCI Audit for discovery
General Sensitive Informati...
General Sensitive Informati...
General Sensitive Informati. .

Severity
@High
(& Medium
@ Medium
(@ Medium
(& Medium
@ Medium
G High
@ High

197896
196967
197747
196953
187739
197066

win-ghjmest5tkd
win-ghjmeststkd
win-ghjmest5tkd
win-ghjme6tStkd
win-ghjmestStkd
win-ghjmest5tkd

C:\test\CC Form.doc
C:\test\Backup\SC3. txt
C:\test\Backup\PC 1 bxt
C:\test\Backup\C3.txt.
C:\test\Backup'C2. bt
C:\test|OI\SC3. et

O
|
|
|
|
|
|
|
g
|
|
B
|
|
g

PCI Audit for discovery

General Sensitive Informati. .

PCI Audit for discovery
PCI Audit for discovery
PCI Audit for discovery

General Sensitive Informati...

(@) Medium
@High
@ Medium
(& Medium
@ Medium
D High

File Size
53.15KB
258
45.81KB
338
418
13.66 KB
54.26 KB
14.59 KB
23.5KB
53.15KB
338
258
418
53.15KB

=

Incident Time

22 May.
22 May.
22 May.
22 May.
22 May.
22 May,
22 May.
22 May,
22 May.
22 May.
22 May.
22 May.
22 May.
22 May.

2012, 09:35:11PM
2012, 09:34:58 PM
2012, 09:34:52PM
2012, 09:34:44 PM
2012, 09:34:39 FM
2012, 09:34:32FPM
2012, 09:33:47 PM
2012, 09:33:09 PM
2012, 09:33:01PM
2012, 09:32:55 PM
2012, 09:32:45FPM
2012, 09:32:33PM
2012, 09:32:29 FM
2012, 09:32:25PM

Incident: (4] 197961 (») Severity: (@ High Channel: €0 Discovery

Discovery Type: File System

Display: Violation triggers

Properties | Hstory |

(@ Rule: PCI : Credit Cards - Default @ -

® Credit Cards (Default) (Script) 10
4516 w00 000k 7425, 4532 3000 1000 7855, 4916 100

(@ Rule: Sensitive Private: EU Credit Card Number &

File path:

Host Name:
File Size:

Date Created:
Date Accessed:
Checksum:

File Owner:

® EU Credit Cards {Script) 10
4916 0000 000¢ 7425, 4532 30000 000« 7895, 4916 00

(@ Rule: PCI Audit: CCN without validation @

# Credit Cards Pattern (Script) 10
4516 w000 000k 7425, 4532 1000 1000 7855, 4916 00

(@ Rule: PCI Audit: Wide @

Severity:
Status:
Channel:
Analyzed by:

HapyLUEHWST

)Credlt Cards (Extra-Wide) (Script) 10
916 00K XK T425, 4532 10X XK 7835, 4916 200
Event time :
(@ Rule: PCI Audit: CON with CWV (6] Incident time:

1 Assigned to:
= Inddent tag:

Detected by:

® PCI Audit: CCN with CVW (Script)
52340000 000k 0108, 2014

(@ Rule: Sensitive Private: US Credit Card Number &

® Credit Cards (Default) (Script) 10
4516 w000 000k 7425, 4532 3000 1000 7855, 4916 w00

(@ Rule: PCI Audit: CCN - High Accuracy @

® Credit Cards (Default) (Script) 10
4916 o000 xxxx 7425, 4532 3000 o0 7895, 4916 300

(& Rule: Credit Cards - Default

Task name:

Discovery Type:

\S3C: \test\Client List. PDF
wm-gb_]mestsikd
14.59 KB
22 May. 2012, 09:24:41 PM GMT+0300
22 May. 2012, 09:24:41 PM GMT+0300
10609473258888014252
5-1-5-32-544

@ High
MNew
oo Discovery
Policy Engine bubble
FCI Agent on WIN-GBIMESTSTKD
22 May, 2012, 09:3%:04PM
22 May, 2012, 09:33:09 PM
Unassigned
PCI

FCI Discovery Task
File System

File Details

Incident Details

<€
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CBoAaHblIe oT4yeThbl AnNS
pyKoBoACTBa

Top 5 Channels

MoryT 3anyckaTtbCa Mo pacnmucaHuio
Ton nHUMgeHToB 3a nocnegHue 24 yaca
— WT1oroBble ot4yeTbl 3a 30, 60, 90 aHen
— TpeHOooBble OTYeThI
— W gpyrue.

. Top Violated 30 days Incidents by Severity

HTTRHTTPS

® Email
@ HTTPHTTPS
CFTP

Severity

¥ &P Repork: Top Wislsted 30 days Date Range Last 37 Days High

Q@
Top 20 Policies @ Medium
@

This zection lists the policies that ware vialated the most,

Low

40,000 -
30,000 -

20,000 -

o I Illlllll
o) --________
& o

bﬁvs'pq‘”c?"’*-ﬁ‘@&?eé@ PO
& o 0" : @ High
& & & Medium
Low

&

Policy i i DLow
Encrypted Files

Acceptable Use - Obscenities & Racism
Mevada SB 227 and MRS 6034
HIPAA

California SB 541 and AB 211
US PHI

FCRA

Indisna HE 1101

Ohia HE 104

California AB 1238

PIREDA

GLEA

Hebwork Security Information
FFIEC

RTM/AEA Mumbers

California SE1

Check 21 Act

Pennsylvania 5B 712

EIN

Social Security Mumbers

=
=
=
=
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HTTP

AuanOrHayka Yrpos3bl

N OBYHEHUE PABOTHMKOB
f C:ny"'lal\/‘I HblE 5 | FoToBblE LWAGMNOHBI,

onoselyeHus/noaTee p>XXOeHnd, CaMOCTOATESIbHbI n

penus
Drophox

BUOUMOCTDb
[lpeaHamMmepeHHble ’
YHUKanbHble coBrnageHund, oencrtBu4d rno

cepbesHoCTU nHuuaeHTa, Source n Destination
(HE3MoyMbILLNEHHbIE) | P Awslreprl]ess, Drip DLP

PACLUMPEHHOE
OETEKTUPOBAHUE

NHcangoep
Drip DLP, koHTpornb npunoxenun, OCR
pacno3HaBaHue

, WEBSENSE SECURITY
BHeLHWI LABS (ACE)

&
3MOYMBbILLUTTEHHUK \B) SECURITY LABS

HewmndpoBanne SSL, URL kateropuu,
reosiokauusi, HeasToOpnU3oBaHHOE
lndppoBaHne




AuanOrHayka BPE-.. - ApxuTekTypa
- MaccuBHbIN MOHUTOPUHI

Internet

\

Enterprise Desktop

(— Internal Network W

L

e e >

Websense Web Security Switch
Gateway / V10000 |
or 3rd Party Web Proxy

J

Span  Standard

port  switch port
(2

ICARF _J

o) DSS Protector

Websense DSS
Websense DSS Protector Management Server
(Monitor Only Mode)

(1) HTTPR, HTTP/S  (2) HTTPR SMTP, FTF, IM, other




AUanOrHayka

PeweHune Websense DLP

Makembi




AuanOrHayka " MakeTbl Data Security

Data Security Suite

Data Endpoint
LAN Storage Control

USB Portable Decrypt. LAN Storage Control

Data Security

Applic. Data Controls USB Portable Decrypt. Gateway

Mobile Email DLP Applic. Data Controls Data Discover

Monitor & Respond Mobile Email DLP Mobile Email DLP

Scan & Remediate Monitor & Respond Monitor & Respond Scan & Remediate

Data Risk Mgmt. Data-in-Use Data-in-Motion Data-at-Rest

Data ldentification Data ldentification Data Identification Data ldentification

TRITON Console TRITON Console

TRITON Console

&
&

TRITON Console

«»Appliance or Software «»Software «»Appliance or Software




AuanOrHayka .. Gartner, Forester

challengers
-
Contenders

» Symantec

Security Division of EMC
»—Websanse

¥ MeAfes

® CA Technologies
* Verdasys

- B
|Fidelis Cybersacurity Solutions Trend Micro &

3
5
b
o
=
=
B
o

Wa—i“‘j"“ » GTB Technologies
® InfoWatch

Market presence
—_—

(N
niche players visionaries

e completeness of vision F——p
As of January 2013




AUanOrHayka

KomnnekcHbIn noaxoa K MOCTPOEHMIO CUCTEMBI 3aLLUThI

« bonee 90% yTeyek 3a npownbIn rod, corriacHo otyeTy Verizon,
MOX>XHO ObINNO NpeaoTBpaTUTL UCNONb3YS AOCTAaTOYHO AELLEBbIE
cpeacTea u crnocobbl 3aLluUThl

PykoBOACTBO KOMMNAHUW:
* MunHnmMmnsaumna pMHaHCOBbIX NOTEPb, PenyTaunOHHbIX PUCKOB

Otnen Vb:

» [NpepoTBpalleHme n paccriegoBaHne MHUMOEHTOB, CBA3aHHbIX C
yTe4KoM KoHJunaeHummanbHou nHpopmauymm

OTtnen HR:

- BbigBrieHne HebnaroHageXHbIX COTPYAHUKOB. J10OANbHOCTb
nepcoHarna

Otnen UT:

«  CHmXeHune Harpys3kmn Ha coTpyaHukoB T, npnBneKkaroLmnxcs K
paccrnegoBaHNI0 MHUNOEHTOB




~  @YyHKUMOHanbHoe

Ha3HadyeHue Netwitness
NextGen

* cbop 1 xpaHeHMe NakeToB AaHHbIX, Lmpkynupytowmx B JIBC,
KOTOpbl€ MOTYT ObITb MCNOJSIb30BaHbI KaK JoKa3aTesibHagda
6a3a npu paccriegoBaHUM MHUMOEHTOB De30NacHOCTU

BbiABNeHMe HapyLleHun nonntukn b, KoTopbie MOXHO
OOHapy>XnTb HA OCHOBE aHanmn3a CeTeBOro Tpaguka

(nepepava naponemn B OTKPbLITOM BUAE, UCNONb30BaHME
HeCcaHKLMOHNPOBaHHbLIX NPOTOKOSIOB, Nepenava
KOHJonaeHumansHou nHgopmMmaumm B He3alwmdpoBaHHOM
Buae v ap.)

BbISIBMIEHME HeLUTaTHbIX CUTyauun N ceTeBbiX aHoManuu,
CBA3aHHbIX C MHUMOeHTamun 6e3onacHocTu (Hanpumenp,

Hann4yne npotokona IRC no HecTaHOAPTHOMY MOPTY UMK
Hannyme SSL ¢ camonognucaHHbIM cepTudukaTom 1 ap.)




ApxuUTeKTypa

aAOrHayka
o 4 RSA Security Analytics

Long Term Analysis
Metadata, Raw Logs,

Select Payload

Correlation

ANALYTICS

......................... &) INVESTIGATION REPORTING AND ALERTING
' Interactive data-driven . automated reporting
analytics v and alerting

MALWARE ANALYTICS ADMINISTRATION
automated malware analysis control health and weliness
: of security system

<NOUNS>
computers

Prg users

et :

‘ “ : timﬁ":& content

CONCENTRATOR BROKER y | yplic ations
appit-®

¥ 9 g g k ‘.'I "_GSOU[CC‘
M NetworkData [l Log Data \' ................. - """"""" R eal Tlme |nveStIat|0nS

(hours - days)
Metadata, Packets

Threat Intelligence - Rules - Parsers - Alerts - Feeds - Apps
B LIVE Directory Services - Reports and Custom Actions




INEVe Vel Xs  Apxutektypa NextGen

3epkanbHbin SPAN-nopT, TAP-ycTponcTso, nnn 6anaHCcnMpoBLUMK HArpy3k

Q ﬁ ﬁ ﬁ = *»C0O0p, 00paboTKa 1 XpaHCHHE

nakeToB maHHbIX (Decoder)
* Arperanus
“*Mera-naHHbIX OﬁLIqu 2- 5% HCXOMHBIX JaHHBIX

** lHaeKcHpOBaHKE U TIOUCK JTAHHBIX

R +(Concentrator)

«»<1MByte/hr

* Arperanus
«$* IUana3soHa
¢ cecchit

**Pacnpenenenue 3anpocos
++(Broker)

“» Ananurtuka (Investigator, Informer,
“*Visualize, Spectrum, API, Live)




EUROPEAN OPERATION

-
-
-
-
-
-
-
L

CIRT, Fraud, Cyber-Threat Teams

DATA CENTER/SOC




.. NetWitness moxeT UHTerpupoBa-
AuanOrHayka .. = TbCA C cylwecTBylouen UT-

UHdpacTpyKTypOou

/
. RSA
e i SOURCE/ ire

COMPLIANT v

EMC CISCO. MR paloalto

"NetApp . @Labs splunk>

U McAfee Micresoft eriSign

— 6 Lookingglass G

Gigamon




KomnoHeHTbl NetWithess
NextGen

AUanOrHayka

INFORMER
INVESTIGATOR

SIEMLINK SKD/API

O vy
NMPUNOXEHNUNA

Informer — Busyanusaumsa, oT4eTHOCTb, U
OonoBeLLeHns

Investigator Enterprise — IHTepaKkTUBHbI Decoder — ycTponcTBa Anst nepexsara u
aHanv3 uHdopmMaLmm XpaHeHMs1 ceTeBOro Tpaduka B pearnbHOM
MacluTabe BpeMeHU

OGopynoBaHue

Live — HTerpaumns B peanbHOM BPEMEHN C
BHELUHUMW MHOPMaLIMOHHBIMK cryx6amu Concentrator and Broker — yctponcTtea gns
arperauum n aHannsa gaHHbIX, NosTly4eHHbIX

Spectrum — ABTOMaTU4Y€CKNUN aHanu3 u
OT HECKOINbKUX OeKoaepoB

npuoputTe3aunsa BpeagoHOCHOIo Koga

SIEMLink — OBecneunBaeT MOMEHTasbHbIN Eagle — lNopTaTnuBHOE rMOpUAHOE peLleHve,
AocTyn K aaHHbIM NetWitness 13 koHconm obbeauHsaoLlee anemeHThl Decoder,
Bawero IDS unn SIEM Concentrator n Investigator B ogHOM

SDK/AP| — OTKpLITBIN MHTepdeiic ans yctponctee

pa3paboTkn COBCTBEHHbLIX NPUMOXEHNA Ha
6ase nHpacTpyktypbl Netwitness




AUuanOrHayka

1] Dashboard | ; Define (%) Schedule [& View \}*Tools %> Visualize “ Admin () Help Informer Us¢g

Department Monitoring

0 Grid @ Timeline

REREHHNE

Filter: content - application/ pdf

Time; none

ip.src

application/;

audio/mpeg

image jpeg ] ' D
image/png
text/html :
- s L
€ Yy v e - -

country.dst
alert - -

ad.username.src




NMoanepxka TexHonorum
GeolP

: Collection Edit
F

Last 24 Hours of Colled & Google Earth e g—— R ——
o

File Edit View Tools Add Help

o WelcomEj =% "
earc

El=l=

< 2011-02-2

FlyTo | FindBusinesses | Directions | ; - ’ X
- : . 2011-02-22 15:09 >

Fly to e.q., 94043

| uopssyion B

v Places

Temporary Places

javasc f Sessions for Frenzy:50005
TheIP Source and Destination
information for Collection

» Rl

escalaf|
S F
, i (=]
STl =
v Layers | Earth Gallery » |
2 Primary Database
F Borders and Labels
& Places
Photos
: [T == Roads
T @ O 30 Buildings <
€5 ocean 7201 Europa Technologies
) Dﬁ Weather USsDept of State Geogra
S sl = Clgk Gallery >
HTTP ® 1@ Global Awareness
DD More ~
- Topreevero

com (147)-org (18) - net (5) - be (2)-it (1)

£

- Hostname Aliases (55 items)
spd.pointroll.com (43) - i.cdn.turner.com (9) - gephi.org (7) - vww.brasilemb.org (6) - www.radaronline.com (5) - netwitness.com (5) - dnn506yrbagrg.cloudfront.net (5) - a.fsdn.com (5) - www.netwitness.com (4) - media.cnbc.com (4) -

m

™ Line Rate: —— 0 /0 Mbs Packets Captured: 0




F'mbkasa cucrtema OTYEeTHOCTM

Packers Being Used Report
Raa st Theesdan Febnisey, 26 2
Seurce # < Rrra
Tlntw 2010 Feb 85 00:00:00 12 2010 Feb- 13 000000

vex (1)

ORMER Search

£i]Dashboard [ Define (+) Schedule il View J5Tools &4 Visualize ) Admin @ Help NetWitness Informer Admin [ preferences | logout ]

January 10, 2011 displaying in

CSat | Hostnames in HTTP by Sessions from 3:00 PM to 4:00 PM I::_;‘”'" Jskadby Susalottcowat [})) ok 2:0G PRV Fullscreen |

15
22

29
5

Alert Summary | Recent Alerts | Recent Reports s
— ‘Hosthames in HTTP by Sessions
Top 10 Alerts L2 r.facebook.com
X

400

m&.- e SO0
0.00

12:00 pm 1:00 pm 2:00 pm 4:00 pm’
Top Countries from 12:00 PM to 4:.00 PM Top Chinese Cities from 3:00 PM to 4:00 PM Fullscreen |

7.00K 29

6.00K

5.00K
a A

e t ] W *’A\[//\

2.00K
1,00k

0.00
12:00 pm




INEV eV Cl XS AnanusupyeMble NPOTOKONb!
ve

ncxopasiias afieKTPoHHas noyra
ncxogawmm sed-Tpauk
BHYTPEHHSA 9NEKTPOHHAs no4Tta

BHYTPEHHUN pannoBbii OOMeH
IP-tenedoHus (VOIP)
* pyrme ceTeBble MPOTOKOSbI




AuanOrHayka . NetWitness + Websense

« Websense Data Security obecneynmBaeT BbIABNEHNE
doaKkToB yTEeYKMN KoHmnaeHUManbLHON MHpopmMaLun

* NetWitness NextGen obecrneunBaeT BeeHMe apxmBa Ha
OCHOBE nepexaaTa M aHanunsa ceTeBoro Tpaduka

NetWithness NextGen + Websense DS = adodekTnBHOE
KOMMSIEKCHOE peLleHmne ansa cBOeEBPEMEHHOIO BbISIBNEHUS U
nocreayLlero paccnegoBaHns MHUMAEHTOB 6e3onacHOCTH




AUanOrHayka

XpaHeHne He TOMbKO AOKYMEHTOB, HO N BCEX NAKeTOB
OaHHbIX, nepenaBaembix B JIBC

B0O3MOXHOCTb XpaHeHUs U 00pabOoTKM AaHHbIX B pearibHOM

MaclTabe BpeEMEHMN B CETAX C MPOMNYCKHOW CNOCODHOCTLIO
no 10 I'eut/c

BeneHune apxnBa He TONbKO NOYTOBOro Tpaduka, a nodbIxX
NHJOpPMaLMOHHBLIX NMOTOKOB, NepeaaBaeMblX NO CETU

Passutasa cucrema oopMmnpoBaHnNSA OTHETOB

B0O3MOXHOCTb aHanns3a naketoB AaHHbIX HA 7-MU YPOBHAX
moaenu OSI

B0O3MOXHOCTb paclunpeHna pyHKUNOHaNbHbIX
BO3MO>XHOCTEW 3a cHeT JobaBneHnsa HOBbIX NpaBusl
0bpaboTkn ceTeBoro Tpaduka




Pesyn bTdTbl BHEeAPEHUA

AuanOrHayka )
4 NetWithess

[ToBbILLIEHME CKOPOCTU paccriegoBaHNs UHLUWOEHTOB
6e3onacHOCTK 3a c4HeT co3gaHusl NOSTHOLIEHHOro apxmBea u
nokasarternbHou 6a3bl

YBenuyeHne addPeKTUBHOCTN OT UCMNONb30BaHUA OPYrmnxX
cpeacTts 3awunTbl tHdopmauun (DLP-pelieHnn, cuctem

IDS/IPS, cpeactB MoHUTOpUHra cobbitnn b SIEM v ap.)

BbisBrieHne nHumaeHToB 6e30nacHOCTU Ha OCHOBE
AeTanbHOro aHann3a ceTeBoro Tpauka

Co3paHue nnatdopmbl Ans NocrneayoLero BHeapeHus
LeHTpa ynpasneHnst tHpopmMmaunoHHON 6€e30MacHOCTbIO




Opyr vnu Bpar?

3HaAET apXUTEKTYPY CETU
[ToHMMaeT opraHn3auuto LW3a JoCTyna B UHTEPHET
Pacnonaraet nHdgopmauuen o cuctemax 3aluThbl

BnageeT y4eTHbIMM 3anNncaMn  agMUHMUCTPATOPA Ha
cepBepax 4 pa6oqv|x CTaHLI,I/IFIX




Pt CraTtnctuka
AuanOrHayka w ) 3noynoTpebneHun
CUCTEMHbIX afAMUHNCTATOPOB

TOI 6 3noynoTpedneHnmn

yoansnmM u U3MeHsINN MO C LieNblo COKPbITUS CrieaoB
3noynoTpebnenni

YnTanm coobLLEHNSA ANEKTPOHHOM NOYThI Konner 6e3 nx
paspeLueHus

1cnonb3oBanu Npaea agMMHUCTpaTopa Ans AocTyna K
KOHMUAEHUManNbHbIM OaHHbIM, XPaHALLMMCS Ha
KOpropaTUBHBIX cepBepax

BbIHOCUIIN 3a npegerbl KoOMNaHnun KOHCbVIJJ,eHLI,VIaJ'IbeIe
AOaHHble

cosaaBarin UCKIMKYeHUA 1 NoJIMTUKKN Ha 6paHnmay3pax,
NPOKCU 1 Ap. Ana nNMM4YHOro Nonb30oBaHUA, C LIENbIO
obontn cywecTByrowine nofiMTukn BGesonacHocTK

CKa4vmBanm 3anpeu.|,eHHb||7| KOHTEHT Ha pa6oqu MecTe

0%




Bonpocbl npu ynpaBneHnu

AuanOrHayka
cepBepamMmu

KTo 1 Kak Bxoaun B cUCTEMbI?

UTo genatoT cMcteMHble agMUHUCTPAaTOPbI U Kak nX
KOHTpONMpoBaTh?

[Toyemy cepBepa nepuognyecku

nepesarpyxarTca?

[TouemMy HEKOTOpbIE CepBUCHLI BorbLLe
HeOOCTYIMHbI?

Uem 3aHMMalOTCS Nosib3oBaTenuy Ha
TepMUHanNbHbIX cepBepax?




AuanOrHayka g OcHoBHas npes

KoHTponb aencreum
agMWUHUCTPaTOPOB

MNpenocTtasneHne LieHTpanu3oBaHHoe
[ocTyna K cepBepam yrnpaBneHue AoCTYNnoMm

BalaBit Shell Control Box




AuanorHayka a0 s Cxema B3aMMoaencTBus

CepBepHbii
CErmMeHT

A
I
I
I
i
|
[

AyTCOpPCUHT

MWHUCTpAaTOpbLI
MNoaopsgumk AB paTop




AuanOrHayka ) A PYyHKLUMOHMPOBaHUE

[TlepexBaTbIiBaeT TOSIbKO agMUHUCTPATUBHBLIN TpaduK, OCTarnbHOW
TUN Tpadpuka nponyckaeTcs B pexume Bypass

KnneHt

Eiil Web, mail n 1.4.
T e ‘
-~
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AuanOrHayka Yoe Bo3moxHoctu Shell Control
N = Box

« TexHonorma ocHosaHa Ha Man-In-The-Middle
* KoHTponb Hag pasnuyHbIMN YPOBHAMM

« vpn, port-forward, scp/sftp etc.

*  Print-, disk- sharing

* [lpuHygntenbHaga cTporad ayTeHTupukaumns, wmdposaHue

Tpatuk SSH




BoamoxHocTtu Shell Control

AuanOrHayka
Box

HabniogeHne n aygut paboTbl agMUHUCTPATOPOB CUCTEM
HacTpanBanmble cLueHapumn pearmpoBaHus

Coop nHdopmaummn ans BO3MOXKHbIX paccriegoBaHNN
(KOHTEHTHbIN MOWUCK)

YnpaBndaemMbl KOHTPOMNb AOCTYyNa K cepBepam

Fine-tuned KoHTpOnNb HaQ paboTon cepBepoB

[1pocTaqa nHTerpaums B CyLLECTBYIOLLYIO MHQPACTPYKTYPY
3anuncek 1 wndpoBaHne gaHHbIX ayauTa

ABTOpu3saumnsa «4HeTtblpe rnasa»

oeHTudpunkauma salmiiaemMbsix cCepBepoB




BoamoxHocTtu Shell Control

AuanOrHayka
Box

IHCheKLUna NpOTOKOSOB

[Togoepxka oTkasoyctondmsocTn (HA n Heartbeat)
Ilerkoe ynpasrieHne 4Yepe3 Web bpaysep
ABTOMaTM4YECKOE apXmBmUpoBaHMeE N pe3epBHOe

KonnpoBaHue OaHHbIX

[lepechirnika KOHTeHTa Ha BHewWwHWe IDS n DLP
[Tonck n NoBTOp ceccum nogodHoO BMaeo-danny
Pornesoe ynpasneHue goctyrnom K SCB

[ MOKO HacTpanBaemble POPMbI OTHETOB




AuanOrHayka X i Bridge mode

SCB pgencrsyeT Kak ceTeBou switch u coeauHAET CETEBOMN CErMEHT
agMUHUCTPATOPOB C CErMEHTOM 3alluLLaeMbIX CEPBEPOB Ha YPOBHE
nepegayun gaHHbixX (3ameHa MAC agpecos B ARP oTBeTe)

-
Gestination: server IP : port

Client

Subnet #1




AuanOrHayka L A Router mode

SCB gencreyeT Kak npo3padHbii MapLlpyTU3aTop, COeanHSALLNN ceTeBom
CerMeHT aaMMHUCTPAaTOPOB C CErMEeHTOM 3allMLlaeMblX cepBepoB Ha
ceTeBoM ypoBHe (IP mapLupytnsayms)
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destination: server IP ; port Ldestinabon: sarver P . port ]

Subnet #1




AuanOrHayka B0 S Bastion mode

Ob6paLueHuns Tonbko Kk SCB, 3awmiaemsle cepBepa He gocTyrnHbl. SCB
onpenensieT ¢ Kaknm cepBepoM COEANHUTLCA Ha OCHOBE MapamMeTpoB
Bxoasiero coeauHeHus (IP agpeca agmuHuctpatopa n |IP agpeca um

nopTa cepBepa Ha3Ha4YeHNSA)

Subnet #1 o Subnet #2 or #1




AuanOrHayka o Nontransporent

PaspeluaeTt gocTyn nonb3oBaTernien K cepsepam npy NoMoLm
BKITIOYEHNSA UMEHWN cepBepa HasHavYeHnsa B MMSA NMonb3oBaTens:
username@targetserver:port@sch_address
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(G user: uid@server : port user: uid ' '\

destination; SCB IP ; destination; server I[P : port |
b

Subnet #1 \\ Subnet #2 or #1
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AUuanOrHayka ' O6tbeauHeHue B Knacrtep

OGecne4veHne BbICOKOW JOCTYMNHOCTU N OTKa30yCTOMYMBOCTH

Master




NMpumepsbl npumeHeHusa Shell
Control Box

LleHTpannaoBaHHOE orpaHU4YeHne NoNMTUK JocTyna
3anpeT naposnbHOM ayTeHTuduKaunum yepes SSH
3anuncb NoaKMIoYEeHNN TepMUHANbHbBIX KINUEHTOB

3anpeT goctyna nonb3oBaTensa ¢ UMEHEM
«AOMUHUCTPATOP»

CepBepa O0CTYMHbI TONbLKO B pabo4vee Bpems

[TpocMOTp B peanbHOM BPEMEHU CECCUN C KPUTUYECKUMMU
cepBepamu

[TomeLlleHne 3amndpoBaHHbIX U NoANUCaHHbIX AAaHHbIX
ayouta Ha CIFS cepBep

[lepenaya SFTP dannos Ha DLP cuctemy




AUanOrHayka BapuaHTbl nMueH3npoBaHUA

BalaBit Shell Control Box N1000
* 1xQuad Core CPU, 4 GB RAM, 1 TB HDD — RAID1.

*  JlnueHsua ona aygmta 10 cepBepoB, C BOSMOXHOCTbIO pacLUMpeHnNa 40 HeOorpaHNYeHHOro
KOSindecTBa CepBepOB

BalaBit Shell Control Box N1000d
«  2xQuad Core CPU, 24 GB RAM, pe3epBHbIN NCTOYHUK NuTaHua, 1 TB HDD — RAID1.

*  JlnueHsua ona aygmta 10 cepBepoB, C BO3SMOXHOCTbIO pacLUMpeHNsa 40 HeOrpaHNYeHHOro
KONM4YecTBa CepBEPOB.

BalaBit Shell Control Box N10000

*  2xQuad Core CPU, 24 GB RAM, pe3epBHbIN UCTOYHUK NuTaHus, 10 TB HDD in internal
storage, RAID 50.

«  JlvueHsna ana ayauTa 50 cepBepoB, C BO3MOXHOCTbIO PaCLLUMPEHNUS 10 HEOTPaHUYEHHOIO
KOnMyecTBa CEPBEpPOB.

BalaBit Shell Control Box VA

*  BwupTtyanbHasa mawwuHa gna Vmware ESXi

*  JlnueHsusa gnsa ayauTta 5 cepBepoB, C BO3MOXHOCTbIO PacLUMPEHUsT A0 HEOrPaAHNUYEHHOTO
KOnM4yecTBa CepBepoOB.




AuanOrHayka B Bonpochbi?

3A0 «mnanorHayka»
TenedoH: +7 (495) 980-67-
dakc: +7 (495) 980-67-75

PomaH BaHepke
http://www.DialogNauka.ru
e-mail: rv@DialogNauka.ru




