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[MnaH npe3eHTauun

1. OcobeHHOCTU APT

2. PeweHne FirekEye

[MpogormknTenbHOCTb 25 MUH
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N3BeCTHbIe aTaKu

* QOperation Aurora
 F-35nF-22

e Stuxnet

« RSA

» Citigroup

* Globalpayments

* NY Times

* Red October

* NetTraveler

NetFile-801.exe
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N3BeCTHbIe aTaKu

2013

NY Times

* ATaka Ha4anacb Ha cregyroLwun geHb nocre nyonukayum
cTaTbW O NPUYACTHOCTU K KOPPYNUUU NPEMbEP MUHUCTPA
Kutasa BaHb Lizsabao — 24 oktabpsa 2012

* bbina obHapyxeHa B aHBape 2013

« PaccnegoBaHue nposognmoe komnaHuen Mandiant
nokasano, 4To OblnNu ycTaHoBneHbl 45 BapnaHTOB
BpefoHocHoro 0. Tonbko oanH U3 H1X BbIn 0bHapyXeH
Symantec 1 nomMmelLleH B KapaHTUH

* ATakylowme nony4mnm octyn K dpannam n afeKTPOHHOM
noyte cotpyaHukoB NY Times, Bknto4Yasi peaakTopoBs
LLlaHxanckoro 6topo
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OcobeHHocmu APT
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OcobeHHOocTn APT

APT - ueneHanpasneHHas ceTeBas araka, Npu KOTOPOM aTaKyloLwuin nosyyaet

HeaBTOPWN30BaHHbIN AOCTYMN B CETb U OCTAETCA HEODHAPY>XEHHbIM B TEYEHUN ONNTENBHOMO
BPEMEHU

TepmnH APT BBeageH U.S. Air Force B 2006

« Advanced: ATakyloLnmn ABMSIETCA IKCNEPTOM U NCMONbL3YET CBON COOCTBEHHbIE,
Hen3BeCTHble APYrMM MHCTPYMEHTbI AN 3KcnyaTtaumm ya3sMMoCTeN

« Persistent: ATakyloLnn He orpaHNUYEH BO BPEMEHWU, T € OH ByaeT TpaTuTb CTOMbKO
BPEMEHW, CKOMbKO HY>KHO, YTOObI NONYYNTb AOCTYMN N OCTaTbCA HE3aMEYEHHbIM

«  Threat: ATakyoLMA opraHn3oBaH, MOTMBUPOBaH, obnagaeT HeobxoaUMbIMU
drHaHCOBbLIMK pecypcamu

APT
*  cyMmTaeTca Hanmbdbonee onacHbIM TUNOM aTak
He BpegoHocHoe 10

. crnnaHnpoBaHHaA ataka, MOTUBUPOBaHHAA A€HbraMum, NoNUTUKON/HauNOHaNbHbIMU
MHTEpPpECaMUN N HaNpaBJieHHaAa OJid OOCTUXeHUA ornpegeneHHon uenn
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OcobeHHOocTn APT

O6xo[ 3alUnTbl OCHOBAHHOW Ha aHanmnae curHaTtyp

TpaguumoHHble NpoaykThl, Takne Kak IDS/IPS, mexceTeBble akpaHbl criegyroLwero
nokoneHuna (NGFW), wno3bl Web-6e3onacHoctu (secure Web gateways),
aHTuBmpycHoe NO— aHanuanpylT curHatypbl Ana obHapyXeHUs1 U3BECTHLIM UM aTakK,
N B HEKOTOPLIX ClyYasax, HEM3BECTHbIX aTak, KOTOPbIE UCNOMb3YT N3BECTHbLIE UM
YA3BMMOCTH

O6xo[ 3aLUnTbl OCHOBaAHHOW Ha aHanuse aHoMmarnum

* [lpoaBuHyTble IDS/IPS n peweHuns aHannanpyoLwmne cetesble aHOMariMm MoryT
obHapyxusaTtb APT. OHu cobupatoT Tpadpduk (e.g., NetFlow, sFlow, cFlow) ¢
CETEBbIX YCTPONCTB U CpaBHMBAIOT €ro ¢ “06bl4YHBbIM” CETEBLIM TpauKom B
MMEBLLEM MECTO B TeHeHUN OHSA, Hedenu, mecdaua

« OpgHako Takume pelleHust nogBepKeHbl owmnbkam 1-ro n 2-ro poga. False positives
— Korga HopMarnbHbIW Tpaduk NPUHMMAETCS 3a ataky,  Haobopor, false negatives
— KOrga ataka BOCMNPMHMMAETCA Kak HopMarnbHbIW TpaduK
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OcobeHHOCTN APT

MelKceTeBble [Lnto3br Web- > SPVE
IDS/IPS 33 UTbI OT AHTUBUPYC
3KpaHbl 6esonacHocTy SEETYE

Qe @ o © e W

TpaaAnUNOHHbIE TEXHOMOMMU HE MOTYT OCTaHOBUTL APT
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OcobeHHOCTN APT

Callback Server
0 Compromised ~
Web server,or
;Sh

Web 2.0 site JKcnayatauma yasBumocCcTu

3arpy3Ka BpeAoHOCHOro Koaa

CBA3b C cepsepom ynpassieHuna
File Share 2

File Share 1

[danbHelwee pacnpocTpaHeHUe aTaku

DMZ

Nepepaya KOHPMAECHLUANBHOM
nHpopmauum
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OcobeHHOocTn APT

Cragusa 1

e  3Kcnnyatauumsi yasBumocTn obblvHO npoucxoauT Yyepes Web (JavaScript, JPG) unn
email (BnoxeHnue XLS, PDF)

. [loctaTo4HO KIMMKHYTb MbILLUbIO Ha TMNepCCblJiKe

«  OrtkpbiBaeTca Web 6poysep (unu gpyroe npunoxeHne Adobe Reader, Microsoft
Word, or Microsoft Excel)

* [unepccobinika UCrnonb3yeT CKPbIThIM adpec 3aKoanpoBaHHbIN C NMOMOLLBI0 base64.
[Mocne ero packoanpoBaHusi, KOMMNbIOTEP XEPTBbI YCTaHaBNMBAET COEAMHEHME C
CepBEpPOM aTakyloLlero, oTkyaa 3arpyxaetcs BpegoHocHoe MO

Cragusa 2

*  YcTaHaBNUBaEeTCHA COeQMHEHUE C CEPBEPOM YNpaBreHus 1 3arpyska
[OMNONHUTENBbHOIO BPEeOOHOCHOro Koaa

Cragunsa 3

«  BpepoHocHoe O yctaHaBnueaeT wWndpoBaHHOE COEANHEHNE C CEPBEPOM
ynpasneHus (Hanpumep, SSL)

«  O6x0OuT TPAOMLMOHHYIO 3alUUTY Npeanaraemyo MexceTeBbiMU 3KpaHaMn U
cucteMamu 0bHapYXeHNS BTOPXKEHWI
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OcobeHHOocTn APT

Cragusa 4
® OObIYHO 3apa>|<eHHb||7| KOMMNbOTEP HE COAEPXKNT AaHHbIE, HGO6XO,£I,VIMbIe
aTakyloLiemy

« ATtaka pacnpocTtpaHsieTcsa Ha komnbtoTepbl UT agMuHUcTpaTopoB, bansrnoBblie
cepsepa n cepsepa bl

Cragusa 5

* [lepenayva 6onbLworo oobema gaHHbIX NN AaHHbIX B OTKPbLITOM BMAE
obHapyxuBaetcs cuctemamm IDS/IPS n DLP

« [aHHble nepepatoTca nopumamm no 50-100 Mb B 3awumdposaHHOM Buae
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PeweHue FireEye
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PeweHue FireEye

« KomnaHusa FireEye ¢ 2004 r 8 CLUA
* [loctaBnset npoayktbl ¢ 2006 r
*  Mwuposon nugep — FireEye ncnonesytot 1/3 komnanum Fortune 100
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OT1yeT Gartner

“Bce cornacHbl ¢ TeM, YTO LeneHanpaBneHHble aTakn 06xoaaT TpaguuMOHHbIE
cpeacTBa 3alnTbl U OCTaOTCA HEODHapPYXXEeHHbIMWN B TeYEeHME OSINTENBHOIo
BpEMEHMU. Yrpo3a pearnbHa. Bawm cetn ckomnpomMeTupoBaHbl HE3aBUCUMO OT
Toro, 3Haete Bbl 00 3TOM nnu Het.”

Otyet Gartner 2012

Kak Bbl AymaeTe, B CETU Ballien opraHn3aunm ectb BpeagoHocHoe 107
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Pe3ynbraTtbl TECTUPOBAHUS

Mol npoBenu 6onee 10 NMNOTHbLIX NpoekToB B Mockee

B pesynbrarte nunoTHOro TectnpoBaHus, FireEye
oOHapyXus:

« He meHee 8 pabounx CTaHUNN KOHTPONUPYIOTCS
3royMblLlLNeHHKamMn n3sHe KomnaHum

* He meHee 24 pabounx cTaHuMin NoTeHUNanbLHo
3apaxeHbl TPOSHCKMUMM rporpaMmmMmamMmmn n MoryT
KOHTPONMPOBAaTLCA 3NOYMbILLIIEHHUKAMWN N3BHE
Komnanuun

« OcHoBHbIe KaHarbl pacnpocTtpaHeHna WEB u
3J1IeKTpOHHasa noyrta

KonunyecTtso paboymx ctaHuum y knneHta - 2000

AuanOrHayka
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Cxema TecTnpoBaHus

https://cloud.fireeye.com

Email

Firewall
Gateway

FireEye NX 7400

FireEye EX 5400
R = - —
®_> =5
A
|
/l

User segment

Email Servers
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JKpaH cuctembl

Dashboard HHH summaries Filters Settings Reports About

HostS (as of 02/02/11 08:03-11 EST)

Hosts

Show ACK events: W |

Search:

s |

¥ vV ¥V vV ¥V ¥V W ¥V W V¥V ¥V ¥V ¥V Vv VvV Vv Vv v wv w

136.244.50.0
136.244.49.247
136.244.51.32
136.244.68.109
136.244.68.149
136.244.73.108
136.244.49.16
136.244.69.97
136.244.213.180
136.244.50.176
136.244.70.148
136.244.225.81
136.244.213.113
136.244.69.88
136.244.51.147
136.244.51.52
136.244.213.127
136.244.49.254
136.244.76.180
136.244.74.251

Page: ®«» 123 ..33
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Callback Activity | Timeframe:
Severity Total

EEEEEEEEEE 373
EEEEEEEEEE 241
EEEEEEEEEE 214
EEEEEEEEER 152
EEEEEEEEEE 102
EEEEEEEEEE 94
EEEEEEEEER 78
EEEEEEEEEE 75
EEEEEEEEEE 65
EEEEEEEEEE &0
EEEEEEEEER 59
EEEEEEEEEE 58
EEEEEEEEEE 61
EEEEEEEEER 52
EEEEEEEEEE 52
EEEEEEEEEE 47
EEEEEEEEEE 47
EEEEEEEEER 48
EEEEEEEEEE 27
EEEEEEEEEE 42

Infections

MH#OGMOD##H#OHDDE

(= I
=]

Callbacks #
314
241
214
151
102
Q0
78
71
61
60
59
L]
55
52
48
46
45
38
36
36

Last Malware

Trojan.Fakeavalert
Bot.TDSS.S5L
Bot.TDSS.55L
Bot.TDS5.55L
Rogue. AW
Exploit.Browser
Backdoor.Cycbot

Infostealer.Banker. Zbot

InfoStealer.Sanifula
Bot.TDSS.55L
Rogue.FakeAW
Virus.Ramnit
InfoStealer.Sanifula
Rogue. AV
Trojan.Fakedlert
Bot.TDSS.SSL

Rogue. AW
InfoStealer.Banker.SpyEye

Backdoor.Cycbot

Virus.Ramnit

Last seen at (EST)
15:
14:
10:
:49:58
09:
12:
07:
16:
09:
14:
01:
14:
140:21
19:
12:
149:21
146:04
21:
23:
14:

12/19/10
11/22/10
11/10/10
12/22/10
11/29/10
12/10/10
11/10/10
12/16/10
01/28/11
02/01/11
12/20/10
11/15/10
01/20/11
11/21/10
01/30/11
12/06/10
01/11/11
12/14/10
11/09/10
11/22/10

13

11

23
13

15:46
37:07
15:26

26:15
17:32
21:05
10:51
22:59
51:25
34:35
35:47

18:38
56:19

21:57
13:51
30:05



PeweHue FireEye

AnnapaTHblii MHOronoTo4HbIN 3awmTa oT yrpos B

runepsusop FireEye BUPTYaNbHbIN 3anNycK MacwTabe

* Cneumanu3npoBaHHbIM * PasHble OC * [NapannenbHbl 3anycK
rMnepBusop * PasHble cepBuc-nakn * MHOroypoBHeBbli aHann3

* Pa3pabotaH gna aHanunsa yrpos * PasHble npunoxenua

* PasHble Tunbl ¢pannos

[MapannenbHbIN

@ 3anyckK

-
-
¢

N

MHorope»XKMmMHbIii BUPTYaibHbINA 3anycK

o to o NS Jo do

bonee 10 mnkpo-3agau

O @
AnnapaTHbii runepsusop FireEye

-,

1T

-

7

FireEye

o
|

- JE)
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Nepepaya nHcbopmaumm o6 aTakax

JIoKanbHO YpoBeHb KOMMNaHUU nobanbHO

Central Management System

o - ol —
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Nepeaavya nudopmayuum o6 atakax

« Qannbl U3 BalleW CETU He nepeanaroTcs
B Obnako (lNepcoHanbHble gaHHblE,
KOHdmnaeHunanbHaa nHdopmaums)

* NoeHTndumkartopsl BpegoHocHoro N0
CO BCero mupa

* BO3MOXHOCTbL BbibpaTb BapuaHT
obmeHa nHdopmaumnen
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Onepauus

ABpopa

Page:10of1
Event Type Malware | Hest Source P Target |P
w |2 | 0OS Change Exploit Browser 1. pcap, Text and Video ) — —

Traffic Details: Validation Details

VM Capture(s). [gcag 64184 bytes (text) (clo} 0S5 Info; Microsoft WindowsXP Professional 5.1 base

Trace 1D: 9223565907383549978 Event Bookmark Link: 2

EventID: 2 | OS Change ltems: 103

Type Mode/Class Details (Path/Message/ProtocolHostname/Qtype/ListenPort stc.) 2. Signature-less detection of ProcessID  PaentID  Fie Size

Heapspraying Zero day attack 200

Malicious Alert Misc Anomaly Detail. Heap Spray Attack for iexplorer

Exploitcode Kemel32 API Name: LoadLibrary® Adaress: 202963930 900
Params: [User32]

Malicious Alert Misc Anomaly Message: Exploit capabilities detected

Exploitcode Kemel32 e CoadThray 3. Malicious binary posing as JPG 200
Params: [uriman]

Exploitcode Kemel32 APl Name: LoadlLibraryh Address: 202963992 900
Params: [shell32]

Exploitcode Urimon APl Name: i o 900
Pamams: [0http:/idemo1.ftpaccess.ceidemolad. jog] C:\Documents and Settings\Administrator\Application Data, q

Explitcode Kemeld2 APl Name: CreateFileA Address: 202964108 00
Params: [C:\Documents and Settings\AdministratorApplication Data\a.exe, c0000000, 2, 0, 3,0, 0]

Explitcode Kemeld2 APl Name: CreateFileA Address: 202964174 00
Params: [C\Documents and Settings\AdministratorApplication Data\b.exe, 40000000, 0,0, 2, 0, 0]

Explitcode Kemeld2 APl Name: ReadFile Address: 202964254 00

Exploitcode Kemel32 API Name: WiiteFile Address: 202964316 4. Decryption routine for “a.exe” 900

Explitcode Kemeld2 APl Name: ReadFile Address: 202964254 00

Exploitcode Kemeld2 API Name: WiiteFile Address: 202964316 a00

Exploitcode Kemel32 APl Name: ReadFile Address: 202964254 900

Exploitcode Kemeld2 APl Name: WriteFile Address: 202964316 00

Exploitcode Kemel32 AP| Name: ReadFile Address: 202964254 a00

Exploitcode Kemela2 APl Name: WriteFile Address: 202964316 Q00

Exploitcode Kemeld2 API Name: ReadFile Address: 202064254 a00

Exploitcode Kemel32 APl Name: WriteFile Address: 202964316 900

Explitcode Kemeld2 APl Name: ReadFile Address: 202964254 00

Exploitcode Kemeld2 API Name: WiiteFile Address: 202964316 a00

Exploitcode Kemeld2 APl Name: ReadFle Address: 202964254 00

Exploitcode Kemeld2 APl Name: WriteFile Address: 202964316 00

Exploitcode Kemel32 APl Name: ReadFile Address: 202964254 a00

Explitcode Kemeld2 APl Name: WriteFile Address: 202964316 00

Exploitcode Kemeld2 Pl Name: ReadFile Address: 202064254 a00
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Onepauusa ABpopa

Exploitcode
Exploitcode
Exploitcode
Exploitcode
Exploitcode

File
File
File
Process

Malicious Alert
Malicious Alert
File

Regkey
Malicious Alert
Regkey
Regkey
Metwork
Metwork
Malicious Alert
File

Process

Process

File

File
Appexception

Malicious Alert
File

Malicious Alert

Kemel32
Kemel32
Kemel32
Kemel32
Kemel32

Created
Created
Delete
Started

Misc Anomaly
Anomaly Tag
Date Change

Added

Misc Anomaly
Deleted
Added

Dns Query
Connected
Misc Anomaly
Created
Started

Terminated
Delete
Delete

Misc Anomaly
Created
Senice
Misc Anomaly

P 1 VM-verified Outhound Comm.

APl Name:
APl Name:
APl Name:
APl Name:
APl Name:

WiiteFile Address: 202964316
ReadFile Address: 202964254
WiiteFile Address: 202964316
VirnualProtect Address: 202964803
LoadLibraryA Address: 202964499

Params: [shdocww]

C:\Documents and Settings\AdministratorApplication Data\a.exe
C:\Documents and Settings\AdministratorApplication Data\b.exe
C:\Documents and Settings\AdministratorApplication Data\a.exe

&l PIOcEsSs 5
Message: Startup beh

C:\Documents and Settings\AdministratorApplication Data\b.exe
Packed: yes GUI no
MDS: 9f880ac607chdTodfffaB09c5883c708
SHAL: 0Bb33a64a85b93530d07ec3eabl1e4875ee6c169

5. Decrypted Trojan
(Later named the Hydraq.Trojan)

%

CAWINDOWS\system32\Rasmon.dll
MD&: 0f9c5408335833e72fe73e6166b5a01b

SHAL: cfaB26c339898e862a1276b6941c035d56b83093

avior anomalies observed Defal: Browser started an unknown p

6. Registry Keys Modified

(\REGISTRY\MACHINE\SYSTEM\ControlSet001\Se nvices\UpsXZE
Message: System semvices modified Detal: service baded through windows
\REGISTRY\MACHINE\SYSTEM\(ControlSet001\Senvices\iUpsX ZE
\\BEGISTRY\MACHINE\SY STEM\ControlSet001\Sevices\RaSXkNk

~N
J

(" Pratocal Type: udp Qtype: Host Address Hostname: 360.homeunix.com
Profocol Type: tcp [P Address: i Destination Port: 443
Message: Malware communication observed

\C:\WINDOWS\DFS. bat

7. Hydraq callback
New Binary DFS.bat

MD5:

CAWINDOWS\system32\cmd exe [c "CANMNDOWS\DES bat”

Packed: no GUI: no

4dba&2bdeb3en lbbesbs

ad b
SHAIL: 43c3eeadfd?c3aadd32f9aTc750e4b1465d3bc%a
C:\Documents and Settings\AdministratorApplication Data\b.exe

8. Unpacked and hidden from
system processes

R

XCEDTION

C:AProgram Files\Debugging Toaols for Windows (xBEDBEG0.tmp

UpsXZE

C:\Documents and Settings\AdministratorApplication Data\b.exe
C:AWINDOWSIDFS. bat

I =3 KOEPTNON

g 3
Exception Type: STATUS_ACCESS_VIOLATION In

Detall. System semice running/stopped

Exploit. Browser

9. Install files deleted once
infection complete

005 Exception Level: SECOND_CHANCE

Address: 0x00000000781444dc
Descrption: Data from Faulting Address controls Branch Selection  Classification: UNKNOWN

Detail: Crash detected due to second chance

Q00
Q00
Q00
200
200

400
400
400
1304

1304

544

1320
1320
1320
1320

1304
1280

1304
1280
1280
400

1312

900

1304

900

34816

90112

375808
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[Mouyemy FirekEye?

* 11 n3 13 yassumocTein Hynesoro aHA (Zero Day) B 2013 roay 6binin
obHapyxeHbl FireEye

* 4 yA3BMMOCTW HYNEBOro AHS OOHapyXeHbl B 3TOM rogy

* BbinonHaeT aHanu3 He TONbKO ucnosnHaemblx pannos n MS Office, HO
apyrux (bonee 30 TMnoB dhannos, BKIovas rpadundeckue, ayano, BUOeO)

* BbinonHsaeTca aHanu3 Beb-ceccumn LENMKOM, a He oTaenbHoro danna

« (Obnapaet cneunann3anpoBaHbIM rMNEPBNU3OPOM AN aHanmsa yrpos u
NO3BOSISIET OOHAPYXXMBATb HENU3BECTHbLIE YIPO3bI

« (ObecneumBaeT 6IM3Koe K pearibHOMy BPeMeHMU CKOpOCTb aHanmsa (He
bonee 5 MUH)

« [lo3BonsieT GnokMpoBaTb BPEAOHOCHYH aKTUBHOCTb Ha Kakaon cTagum
aTaku

«  OTCyTCTBYIOT NOXHble cpabaTbiBaHUSA
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JononHutenbHaa uHdopmauusa — mou ctatbn 3a 2014 r

«3awjuwaeMcsi om uyesieHanpaesIeHHbIX amak»
HaunoHanbHbi baHkoBckuin XKypHan, Ne2 doesparnb 2014

«leneHanpaeneHHble amaku — o6Hapy)xeHue u 3awuma»
NHdopmauymoHHas be3sonacHocTb, Ne2 man 2014

«PaccniedosaHue uyesnieebix amak»
besonacHocTb [lenoson MIHdopmaummn, NeO6 Il ksaptan 2014
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