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Mpouecc BbiABNeHnsa nHuunaeHTta B SIEM
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C6op CoxpaHeHune MNonyyeHune Cb6op MocTpoeHue PearnpoBaHue
IOroB B SIEM yBeAoOMNeHunA [O0Ka3aTeNbCTB NCTOPUM Ha aTaky
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[MpoOrnembl Ha Kaxxaom Liare
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Céop CoxpaHeHme MonyyeHue Cébop MocTpoeHue PearnpoBsaHue
IOroB B SIEM vBeAOMNEeHunA [0Ka3aTeNbCTB NCTOPUM Ha aTaky

Bbicokune 3aTpatbl  He obHapyxuBaet lNponycKaeTt Py4yHoe Py4yHoe, HenonHoe
Ha 10rMpoBaHue HEeW3BECTHbIE pacnpegesieHHble paccnenoBaHue pearnmpoBaHue
Yrpos3bl aTaKku

NMPOBNEMDI
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YTto npeanaraet Exabeam
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C6op COXpaHeHMe MonyyeHwne Céop NocTpoeHue PearmpoBaHue
N1Oros B SIEM vBeAOMNEeHUA N0Ka3aTeNbCTB ncTopun Ha aTaKy
s
w
=
3 Bbicokune 3aTpatbl  He obHapyxuBaet lNponycKaeTt Py4Hoe Py4yHoe, HenonHoe
a Ha IorMpoBaHue Hens3BecTHble pacnpefenieHHble  paccaegoBaHue pearmpoBsaHue
= yrpos3bl aTaku
ws A3
<2 = Eﬁ 5.0
L (- -y
Wen
3< HeorpaHuueHHoe MNoseaeHYeckuit KoHTponb NonHaa uHGopmauma ABTOMaTMUECKOE
o w norvposaHne C aHanus (UEBA) pacnpocTpaHeHus no ceccuam pearmposaHue (SOAR)
MNOCKON LLeHOM
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UHdbopmaunoHHaa mogenb Exabeam

JULIETTA DONALDSON :PU:ES; "Ql:v . ‘5 R
NHTennekTyanbHble BpeMeHHble
yanoe _

WKanbl Exabeam Smart Timelines = =13 215
aBTOMaTUYeCKn obbeanHAeT .
nocneaoBaTeNbHOCTb, 758.am l
nosegeHme, NTMYHOCTb N 0bNacTb ... | »
NeicTBNA B HOBBIV TUM ———
MHOOPMaLIMOHHOM Moaenu I

|

|

VPN loginfrom Ukraine First activity from country Ukraine +16

Firstaccess tosrc_ka338_dev for Julietta Donaldson

Abnormal remote logon to ewr-sysdb-ux1

+
X +
~ o

Abnormal database activity for Peer Group HR

Abnormal process sqlplus for Julietts Donaldson

Endpoint Security Aler

g
g
H
H
o
.
o
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Exabeam BbiABNSAeT HeN3BECTHbLIE aTaKu

Bce noseageHme nNosib3oBaTenA BbiaBneHWe aTak B cnyyvae
M y3n1a CMOAENNPOBAHO aHOMa/IbHOro noBeaeHnA
° Hite—a
Email Activity Email Activity
VPN VPN
g itk
File Activity File Activity

UEBA
* BbISBNAET Kak N3BECTHbIE, TaK M HEM3BECTHbIE aTaKu
* He TpebyeT NOCTPOEHUS U NOAAEPKAHNA NPABU KOPPENALNM A9 OOHaAPYKEHUA

*  CHMWKaeT IoXKHble cpabaTbiBaHUSA 33 CYET NMOHUMAHMA PONe, rpynn u HOPMaabHOTO
noBeAeHun
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OOHapyxeHue ganbHenLWwero pacnpocrtpaHeHna ¢ Smart timeline

Lateral movement 6e3 Smart Timelines

BARBARA SALAZAR

DB_ADMIN
O YacTb aTaku He
obHapyxkumBaeTcs
() MU3-33 USMEHEeHWUM B:
D) * IPagpece
* YyeTHbIX AaHHbIX
(G

* VY3508

Lateral movement ¢ Smart Timelines

BARBARA SALAZAR

oCDO
o CD
o CD
oD
oC DO
oD

-©

“DB_ADMIN”

0o C O J
oD
oCDO
o>

OTcnexxkmBaa N3MeHeHUs,
Exabeam

Smart Timelines moryT cBA3bIBaTb
3Ty aKTMBHOCTb € Barbara




)KypHaHbl He cogepxaT AdHHbIX, HEO6XOAI/IMI:IX Ansd NnOHNMMaHUA aTakum

AHANNTUKM OONKHBI BPYUYHYIO HAUTK CBA3b UM €CTb PUCK NPONYCTUTb YaCTb aTaKM

A HenonHas wkana

@ Log 1 Barry Device_1
@ Log 2 9 142.1.12.68 Device_1
[2) Log3 Barry 142.1.12.68

@ Log 4 Barry

@ Log 5 Barry 37.4.1.23 Device_2
[2) Logs 9 37.4.1.23 Device_2
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Smart timeline aBToMaTU4YecKn HaxXxoaAuUT CBA3U U 3aMnoNHSAeT AaHHbIMU

Smart Timelines cBA3bIBaeT AaHHbIE U3 10rOB BMECTE B PEXMME PeasibHOro BPEMEHM, HTOD I
3anoOJ/IHUTb I'IpO6€fIbI, n3:

*  MwunnnoHoB noros

* TbicA4 Nonb3oBaTenen n yanos

* IP agpecos, KOTOpble MEHAIOTCA NOCTOAHHO

HenonHaa BpemeHHaA WkKana ABTOMaTUYECKM mannuHr Host-to-IP- MonHasa nHpopmauma
to-User
TIME USER IP ADDRESS Log1 Barry 142.1.12.68 Device_1
Log1 Barry Device_1 12:03 Barry 142.1.12.68 Log2 Barry 142.1.12.68 Device_1
Log2 142.1.12.68 Device_1 12.03 Barry 37.4.1.23 Log3 Barry 142.1.12.68 Device_1
Log3 Barry 142.1.12.68 12:03 Barry Device_1 Log4 Barry 37.4.1.23 Device_2
Log4 Barry 12:03 Barry Device_2 Log5 Barry 37.4.1.23 Device_2
Log5 Barry 37.4.1.23 Device_2 TIME IP ADDRESS HOST Log 6 Barry 37.4.1.23 Device_2
Log 6 37.4.1.23 Device_2 12:03 142.1.12.68 Device_1
12:03 37.4.1.23 Device_2
Apyrve SIEM peweHun Tonbko Exabeam
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ABTOMaTU3aLMA cUCTeM ynpaBlieHus TpedyeT Apyroro noxona

AHaNINUTUKMN A0/ HbI
NOHMMaTb XPOHO/IOTUIO
aTaku Ha 6a3se cobpaHHbIX
cobbITUI, UTOBDI
pa3obpaTbca B UHUMAEHTE

NN

0 TpaanuMOHHbIE
— | SIEM 6a3supytoTca Ha PyuHoe pelictBue %
cobbITMAX I

|
1
I
1
¢

(Q Query & Pivot ) Gathering relevant security alerts and log events
L @ 6 hrs. Determining how to pivot in a SIEM
L, Determining asset ownership
@ 6 hrs.
L’ IP address to username attribution
@ 6hrs Assembling incident and alert timelines
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[JOMKHO HaYMHATLCA CO BPEMEHHOM LUKarnbl

Cospanme OboraleHune B ABTOMaTU3aLUMA
BPEMEHHOMN ey OBYUYEHUE e  CDIABJIEHME Busyanusaums L
WKabI AaHHbIX aHOMaInmn WMHUMAEHTOB pearnposaHua

e & e o

IpaHuubl OnpegeneHune HopmanbHoe

. YpoBeHb pucKa
MHUMAEHTA nosb3oBaTenemn nosegeHue

MpeaycTaHOBEHHbIe PearnposaHue
LWKanbl Playbooks

EXABEAM SMART TIMELINE
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KOHKypeHTHbIﬁ dHaJ1In3 No TUny TexXHOJ1I0rmu

TpaauumoHHble SIEM

Apyrue coBpemeHHble
SIEMs

Exabeam

HeorpaHuuyenHoe
pearmposaHue no

¢$uKcupoBaHHOI LeHe

Het

Het

3aBucuT ot BeHA0pa

Aa

AHanus nosegeHusA
(UEBA)

CWNbHO 3aBUCAT OT NPaBUI
Koppenaumun

YactmyHo

basosbiit UEBA nau
CU/IbHaA 3aBUCMMOCTb OT
npaBua Koppenauum

Aa

KoHTponb
pacnpocTpaHeHus

Bpy4Hyto

BpyuHyto

HenonHble pe3ynbTaTbl.

TpebyeTtca MHOTrO
3anpocos

ABTOMATUYECKU

ABTOMaTUYECKOE

co3aaHUe BpeMeHHbIX
WwKan

Bpy4Hyto

BpyuHyto

HenonHble BpemeHHble
LUKa/bl — OTCYTCTBYET
HOpMa/nbHOE NoBeaeHue 1
OanbHellee
pacnpocTtpaHeHue

ABTOMATUYECKU

DN
N—©
ABTOMATU3UPOBAHHOE
pearuposaHue (SOAR)

Bpy4Hyto

ABTOMATM3NPOBAHHOE
pearvpoBaHue
Incomplete scope

ABTOMATM3MpPOBaHHOE
pearvMpoBaHue
Incomplete scope

ABTOMAaTU3MPOBaAHHOE
pearvipoBaHue
Complete scope

AUanorHayka
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NMnatdopma Exabeam

<

\74 v

oaccncnopauye )| PEATMPOBAWKE
CbOP PACC/IELOBAHUE PEATMPOBAHUE

Q.ll
Ee

AHannTUKa no

Data nonb3osaTenam (2} Incident
Lake d Responder
NMNOJTYMEHUE &, AHanuTMKa no UHTErPALINA
Ho  y3nam
¢ Cloud DN Case
OOO Connectors @ Mowck yrpo3 S Manager
Smart Timeline Data Store
Big Data Architecture Analytics & ML Security Orchestration
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MoaynbHbIM noaxoa No3BONSAET yNy4ylWuTb cywecTtByowme SIEM

*  KombuHuMpynTe Cc BalLMMM peLleHnAMN ANS NOBbIEHNE
BO3MOKHOCTEN cyllecTByoLWmnx SIEM

* [lo3sonaet otaenam no Nb nonyunTb 4OCTYN K BO3MOXHOCTAM
coBpemeHHbIX SIEM 6e3 HeobxoaANMOCTU NOIHOM 3aMEHbI C LeNbio:

— MNosblweHne 3dpPeKTUBHOCTU BbIABIEHUA YIrpo3
— Pacwuputb KoHTpoau Ub B obnake

— CHU3UTb U3AEPKKM Ha IOTMPOBaHME
— ABTOMAaTUYECKOe pearmpoBaHue

* Mopaxoa No No3TanHOMYy 06HOB/IEHUE TEXHOJIOTUIA, CHUMKEHWUSA

CTOMMOCTM OB6HOBAEHUA 1 TPyAo3aTpaT

Cywectsytowme SIEM
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[Tpu3HaHMEe PbIHKOM U KITMEeHTaMM
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PACCMOTPUM BO3MOXHOCTU CUCTEMbI HA
BA3E HECKOJIbKUX CLEAHUPEB

AUanorHayka



PeweHune KnroyeBbIX Npoodrnem

* BHYTpPEHHUN 3NOYyMbILLUIIEHHUK
« Lateral Movement

« DLP / Data Exfiltration

* [lpnopurtesauymnd

AuanorHayeka 18



Compliance O6HapyeHue yrpos O6nayHan 6esonacHoOCTb BesonacHocTb ol AstomaTtumsauma SOC

GDPR . be3onacHocTb U End-to-end Mpnoputesayms
. Ransomware MOHUTOPUHT Visibility WHUMAEHTOB
Sarbanes Oxley 06/134HOM . .
; MHAPACTPYKTYPbI Machine-based AsBTOMaTUYecKoe
PCI Threat Detection pearvposaHue
AuanorHayeka 19




BHYTPEeHHUIN 3NOYMbILUSIEHHUK

BHyTpeHHMe yrpo3bl OCTaloTCA HEOOHAPYKEHHbIMU
TPaAMLUMOHHbIMU CpeacTBaMM 6e30MacHOCTU:

* C6op Bcex 3HaYMMbIX AaHHbIX 6be3onacHocTK bes
Yype3mMepHbIX pacxoaoB

*  Ob6Hapy»KeHue BHYTPEHHUX YIrPO3 B PEXKUME peasibHOro
BPEMEHM C UCNONb30BaHMEM NOBEAEHYECKOrO aHan3a

* 3arpysKa ¥ aHa/IM3 AaHHbIX CO BCEX Pa3BEPHYTbIX CUCTEM
6e30nacHOCTN ANS NOBbILWEHUA TOYHOCTU Pe3yNbTaToB

*  BbliBeHWE AaNnbHENLLEro pacnpocTpaHeHus yepes
moboit ysen, IP agpec nnm yyetHble AaHHbIE

* bbICcTpOe paccnenoBaHMeE Yyrpo3 C UCNosIb30BaHMe smart
timeline

* ABTOMaTM3auUUA pearnposBaHua c nomouibio SOAR

AUuanorHavea 20



OGHapyxeHne MHOUKATOPOB BHYTPEHHEU yrpo3bl ¢ NnoMmowbio Exabeam

i exabeam

Julietta Donaldson
IT Administrator ~ Chicago

'
m 1A3pm

Remote logon to sfo_term_23

Remote logon to cal-ad-003

2:04pm Account switch to jdonaldson-admin on sfo_term_23 ¢

Created zerocool's account on cal-ad-003

TOP PEER GROUP

b
3

MANAGER
Felipe Pennington @

Suspicious NTLM Logon from unrecognized asset
eowBagedvljukéf2. Possible pass-the-hash attack

First time user is performing an activity from North
Korea

First activity from ISP Ryugyong-dong
First activity from country North Korea for group ffi 17
First activity from country North Korea for organization

First remote logon to sfo_term_23 for Julietta
Donaldson

First remote logon to cal-ad-003 for Julietta Donaldson

[ switch to a prit
jdonaldson-admin

account

First account management activity from asset cal-ad
003

First account management activity from asset cal-ad
003 for user Julietta Donaldson

Abnormal account creation on domain ktenergy for
Julietta Donaldson

Moao3puTeNnbHbIA A0CTYN C
HEeM3BeCTHOro y3na

Ob6Hapy*KeHO MHOro AO0CTYMNOB «B
nepBbl pas» A/s Nosb3oBaTeNa u
rpynnsi

O6HapyKeHo aanbHelwee
pacnpocTpaHeHue

- Monb3oBaTenb NEPeKNOYNICA B
YYETHYIO 3anncb agMUHUCTPATOpa

HeaBTopun3oBaHHOe co3gaHue
YYETHOM 3anuncu

+20
+20
a
B
+10
v

AUanorHayka
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Lateral Movement

B nopaake 60% aTake ncnonb3lyetcs AasbHenwee

pacnpocTpaHeHne, HO He MHOTrue peLleHnA MoryT ero @

ple-re KTU po BaTb BARBARA SALAZAR

Exabeam obecneynBaeT aBToMmaTn4eckoe =

obHapyXeHne pacnpocTPaHEHUA HA HAYa/IbHbIX -

sTanax B3/10Ma (G DBA@IN

*  MannuHr Host-to-IP 1 KOHTeKCTHOe oboralieHue )OO -—---~* @
NOKa3bIBAOT pPeasibHY KAPTUHKY MO BCEM ) hcsmaomo wa o
No/sb30BaTeNAM U CUCTEMAM - ”fmli“a";“p‘:i;x:

* 3anaHTeHTOBAHHAA TEXHOOMMA OTCAEKMBAHUA : o «-—-—-—-0 : z:::"'x sanmeax
aTaK NOKa3bIBaeT NepemMelleHne BHYTpu
OpraHM3aumm n PEKOHCTPYUPYET BCHO LLEMOYKY (G
aTaku ()

*  Smart Timelines NnonHOCTbIO NOKa3biBaeT a

MHUNOEHT, BKNKOYaA BCe 3aﬂ,el>‘ICTBOBaHHbIe
y4eTHble 3anncun, CUCtem U CBA3aHHbLIE cobbiTnA

Auanor 22



OOHapyXeHne MHOUKATOPOB pacrnpocTpaHeHus ¢ Exabeam

TOP PEER GROUP LAST SCORE
Barbara Salazar A Human Resources Coordl WNGoER
Human Resources Coordinator ~ Chicago o6 tmore prowis Tu Petersen @ 272
[ e RS IR o A e o R -
5:20am Remote logon to colo-sysdb-wpl 3G First remote logon to colo-sysdb-wp1 for Barbara “
Salazar
TIME USER ACCOUNT
5:20:00AM bsalazar X sa
First remote logon to colo-sysdb-wp1 for group 2
SOURCE IP SOURCE HOST SOURCE ZONE 8 Human Resources Coordinator
10.77.129.122 c559 atlanta office
DEST.IP DEST, HOST DEST. ZONE 06 py).K
10.78.120.32 colo-sysdb-wpl atlanta office H a e H M e H eTM n M LI H O ro
%)
— — T BXO4a Ha yAaNeHHbI y3en
Ktenergy colo-sysdb-wp1 4624
PROCESS LOGON TYPE EVENT SUBTYPE
2 10- Windows
Remotelnteractive
5:31am Account switch to sa on colo-sysdb-wpl 3G Credential switch to a privileged or executive account sa
TIME USER ACCOUNT
5:31:00AM bsalazar LI First switch to target account sa for Barbara Salazar
DOMAIN REPORTING HOST ACCOUNT DOMAIN
geloud colo-sysdb-wp1 -
~ " 14

pest.p Bxoa, nopg, yyeTHOM 3anucblo “sa
colo-sysdb-wpl 10.78.120.32 atlanta office
SOURCE HOST SOURCE IP EVENT CODE Ha yﬂ,afleHHOM y3}'|e
559 10.77.129122 4648
DIRECTORY PROCESS "
- rdp.exe
SAFE/FOLDER/RESOURCEEVENT SUBTYPE DEST. SERVICE ~
- Windows -

v
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DLP

PeweHua, BbiABAAIOWME BbIFPY3KM AaHHbIX, AalOT
MHOTO NOXKHbIX CpabaTbiBaHWNI U aHANIUTUKK
neperpy*KeHbl ONoBeLweHNAMM OT HUX. B
pe3ynbTaTe Ha peweHna DLP 3aTpaynBaeTca MHOro
BPEMEHU HA TOHKYIO HaCTPOMKY UM OHU HE
nepecTatoT NCNOIb30BaTbCA

RISK REASONS +113 sessions

Start: 4:00pm  End: 3:59pm m‘ 3‘ Sortby: RiskScore ~
First account management activity for user svc_av_admin on this asset n

Outbound destination ports per asset

Third distinct security alert on asset

Model a8 of 2/01/18 Current Model

e BknouyeHue Bcex NnonnuTuK DLP 6e3 cTpaxa bbiTb
3aBa/IEHHbIM OMOBELLEHUAMM

10 users failed to login to the host

DNS query for DGA domain from a host

oesTNATION PONT ot rer

* AHanus onoseleHnit DLP B KoMBUHaLUuM C
APYrMmMmu cuctema 3auThbl

Failed login to five hosts from this host.

More than SOOMB uploaded to web

* MalwmnHHoe oby4yeHne npuopuTesnpyet
onoseweHna DLP ana ceccun, roe
HabnoaalTCs aHOMaUM B NOBEAEHUM

| First time user svc_av_admin has logged into this asset m

==
l 3 x Abnormal outbound. ion to destis port for the asset. n

* B pesynbTaTte: BO3MOXKHOCTb 06paboTaTth Bce
onoBseleHuns, 6e3 HeobxoaMMoCTH B
AOMOJIHUTENBHbIX pecypcax
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NMHaunkaTopbl DLP

Billie Wells
Civil Engineer  LosAngeles

m 10:34am Email sent to: bill.wells@icloud.com
10:48am Remote access to us-apps-wdl
10:58am Remote access to us-apps-wdl
11:33am File Read: patents_021024.docx
‘Web access to www.krbsectyxfpxsofe.ru
1:55am Email sent to: bill.wells@icloud.com
12:35pm Email sent to: bill.wells@icloud.com
12:49pm l Email sent to: billie.wells@ktenergy.com

TOP PEER GROUP
I Engineering

May Mcconnell @) 129

First email toffrom icoud.com m
First email to/from icloud.com for group autocad

MANAGER LAST SCORE

Email sent to their personal email bill.wells@icloud.com -
(26.2 MB) in outgoing email, expected around (2.1 K8) -

First communication from network zone atlanta office
rk new york office for i

First file access from asset |t-b201-bwells +10

First file access activity for the organization from

Ob6Hapy*KeHue NnUcbma,
OTNPABAEHHOIO Ha INYHbIN ALWMK

+10
network zone new york office

e o
Email sent to their personal email bill.wells@icloud.com -
fr i

AHOManNbHbINM AOCTYN K Y31y ANSA
[laHHOrO CermeHTa ceTu

(26.2 M8) in outgoing email, expected around (2.1 KB) -
Email sent to their personal email bill wells@icloud.com -
p X

(21.5 MB) in outgoing email, expected around (2.1 K8) - &
(200.1 K8) in outgoing email, expected around (2.1 KB) - 7~

Ob6Hapy*KeHne HEeTUNUYHbIX 06bEMOB
[laHHbIX, NepesaBaembix Mo noyte

AUanorHayka
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[Mpuoputesauunsa

CNULWKOM MHOIO MHLMAEHTOB = OY€Hb NJ10X0
Heobxoanma npuoputesayms

* (Cb6op Bcex cobbiTnin Ub n HUMAEHTOB
6e3 ypeamepHbIx Naat

*  Wcnonb3osaHne UEBA ansa
noBeAeH4YecKoro aHasnn3a cobbiTui ¢
y4eTOM BCex AaHHbIX COObITUI, BK/tOYASA
obnako, paboune craHumu, DLP u apyrue

* MawunHHoe obyyeHne npuopuTesnpyeT
NHUWNAEHTDI

* BpemeHHaA WKana nosblwaeT
3pdeKTUBHOCTb paccienoBaHMA

Al'aAI:}r JavkKa

5

530,565,653
NonyyeHo
cobbITuiA

pall
Q&

253,581,989
CobbiTuit
obpaboTaHo

Cbopa u
HOpMasnimsaumsa
AaHHbIX

70,000,000
CobbITHiA CO34aHO

56,000
HauaTo ceccuii

Arperauusa
AHanus gaHHbIX

992 | |2

37 12
MNopao3puTenbHbix| Keicos oTKpbITO|
nonb3osaTens

MpumeHeHnne OTKpbITUE KENCOB
aHanusa ans

noBefeHns  Mo/sb30BaTesIeNn C
HauBbICLIUM
YpOBHEM puUCKa
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Gartner 2018 - SIEM

——

ABILITY TO EXECUTE

CHALLENGERS

NICHE PLAYERS

Dell Technologies (RSA)

McAfee

Micro Focus @
AlienVault,
.Fom'na
Netsurion-EventTracker @ @
@ LogPoint
Sd“:"“"s @ Venustech
BlackStratus ~ Manage€ngine
® @

Splunk

‘. 1BM
LOQR' lyﬂ m
@

Exabeam
® o
.Securonix

®
@ Rapid7

VISIONARIES

COMPLETENESS OF VISION _—

As of October 2018 © Gartner, Inc
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TpaanuuoHHble SIEM ctankuBaroTcsl C TPYyAHOCTAMM Ha KaXXAoM Luare

0
T — D — ol — 17
(als{ss/ ﬁ A@

C6op COXpaHeHMe MonyyeHwne Céop NocTpoeHue PearmpoBaHue
N1Oros B SIEM vBeAOMNEeHUA N0Ka3aTeNbCTB ncTopun Ha aTaKy
=
w
=
3 Bbicokune 3aTpatbl  He obHapyxuBaet lNponycKaeTt Py4Hoe Py4yHoe, HenonHoe
o Ha 10rMpoBaHue Hen3BecCTHble pacnpegesieHHble paccnenosaHue pearnpoBaHue
= yrpos3bl aTaku
1ind 68% 60% 70% 28%
companies of attacks of attacks of analyst time of attacks
spend most of their go unnoticed move spent on take weeks or
budget on SIEM for months laterally investigation more to respond
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Bonpocbi?

Cnacu6o 3a BHuUMaHue!

AO «[unanorHayka»
TenedooH: +7 (495) 980-67-76,162
dakc: +7 (495) 980-67-75

http://www.DialogNauka.ru
e-malil: rv@DialogNauka.ru
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