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Oowwme cBegeHusa o SIEM

LMS "Cucrema ynpasneHusi xxypHanamu" (Log Management System) —
LEeHTpanu3oBaHHasi cuctema cbopa n xpaHeHnsi cobbITUN,
npenocraensaowas equHbin MHTepgenc 4ocTtyna K noyyYeHHbIM K
XPaHUMbIM OaHHbIM.

SLM /SEM "Cuctema ynpasneHunsa codbituammikypHanamm b"
(Security Log/Event Management) - no cyTu cMctema ynpasreHus
XXypHanamu cobbITU, HO C MMHMMAIbHBLIM aHannM3oM JaHHbIX.

SIM "YnpaeneHune gaHHbiMmu VIB" - cncrtema ynpasneHus aktuBamu,
opueHTupoBaHHasa Ha Ub. CoagepXxut ceegeHunst 0o ysa3BUMOCTAX
XOCTOB, pe3yrnbraTbl aHTUBUPYCHbIX CKAHUPOBAHUA U T.0.

SEC "Koppensuusa cobbitun UB" (Security Event Correlation) -
CucTtema ans novcka v BbisiBNEHUs LabnoHOB NOBTOPAOLLIMXCA
OEeNCTBUM B XXypHanax cobbitumn Ub.

SIEM "Cuctema ynpasneHunst "HdbopmaumMoHHon 6e3onacHoOCTLO "
(Security Information and Event Management) - Cuctema,
BKIItoUatoasa B cebs BO3MOXHOCTU BCEX NEPEYNCIIEHHBIX CUCTEM,
npegHa3sHa4vyeHHas ans ueHTpannu3oBaHHOro yrnpaBneHnsi cobbITusmMm
N AaHHbIMU Vb.
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OcHoBHbIe TpeboBaHua Kk SIEM cucremam

COop cobbITU K NosTly4eHNE CBEAEHUN U KOHTEKCTE CODbITUN
Hopmanusaunsa nony4yeHHbIX AaHHbIX

Koppenauusa

[Mpnoputesauuns

OnoBeLeHuns

OTYETHOCTb U BUdyanunsauus

[OokymeHTOO6OpOT
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OYHKUUNOHAJIbHOCTb HP ARCSIGHT
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Hopmanusauus

Apr 22 1k:53:45 tweek
sshd[129851: Failed
password for root from
192-1k4-40.247 port

h

0S/390
OwunbkKka Bxoaa

UNIX

User Name: Isystem

Ow

Password:

Log On to Windows

Copyright @) 1985-2001
Microsoft Corporation

User name; [ Administrator

Password |

Logon Message

" The system could not log you on. |
again. Letters in passwords must b

OwunbkKka Bxoaa

Oracle

noka Bxoga

Windows

Owmnobka Bxoaa

HID-kapTbl

Bxopa 3anpeLyéH

Event | Details | Annatations | Payload | ”

Event | Details | Annatations | Payload | H
Event | Details | Annotations [ Paylozd | |

Event | Details | Annctations | Fayload | ||

Event | Details | Annotations | Payioad |

|E| k\'linimal M

= Mame Value

: _nEvent
B+

3 Jul 2005 13:16:53 COT

F - EMstart Time

3 Jul 2005 13:16:53 CDT

| _:ﬂEnd Time

i3 _mnggregated Event Count 1
" E8carrelated Event Count 0
[—j--[]Eategnry
----[]Category Significance {Informationalfvarning
----[]Category Behavior I nukhenticationWerify
- |#]cateqory Device Group {Physical Access System
f:l ----[]Category Qutcaone IFailure
= ----[]Category Object Location
E‘ =- % Threat
: i 5----%Prinrity El
: =0 = [Epevice
=M . - [Hevice Address 10.1.1.253
- [ElDevice Yendor PAS
- [ElDevice Product Badge Reader
- =) !-:-;Device Custom
_I:—:I—r B--E ... ® Device Custom Stringl,Location |[Lobbey
=-EAAttacker
----Ef'_.ﬁnttacker ..+ deskbopZ7 .2 east, arcnet . com
— - EA Attacker ...|10,0,113,27
B_uﬁj,'ﬂ [—j--ETarget
L - [=]7arget H... |hrwehil br.east. arcnet, com
Elrarget a... [172.16.1.10
[ ﬂDevice Cust... T
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XpaHeHue u nonck:ArcSight Logger

1oy
@ ArcSight Logger Summary Analyze ~ Dashboards Reports Configuration ~ System Admin Take me to... (Alt=0) EPSIn: L EPSOUL L CPU: D% £ lljr;u: -
—
W B ) 5 3w | Alfields IZ| Current week IZ|
Logger and deviceEventClassid = memory:100 | I ...
@ ArcSight Logger summary Analyze s~ Dashboards Reports s Configuration s System Admin Take me to... (Alt+o)
7,455 events (Scanned: 126,413 events, 00:02.547) ¥
B K | L~ | Alfieds [z] | testiominutes |-
Logger | chart count by name n
0
Mon 00:00:00 Mon 12:00:00 Tue 00| _
27 events (Scanned: 31,353 events, 00:01.231) | ¥
@ Time (Event Time)
3 156! Chart Settin
Selected Fields (5) = 1 2015/06/26 16:56:00 H
deviceEventClassid 1 s 2 2015/06/26 16:55:36 a0
deviceProduct 1 @ 3 2015/06/26 16:55:001 204 4 (Root) © Errors Detected in Anti-Virus Deployment Actions:
R 704 . ; .
deviceVendor 1 " Quick Run with default options
@ 4 2015/06/26 16:54:00 504 Default Reports © Failed Anti-Virus Updates
deviceVersion 2 _ . Runin Background
50+
@ 5 2015/06/26 16:53:001 4 Device Monitoring o Topinfected Systems
name 40+ Run Report
R o 30 - Anti-Virus © Update Summary
B 6 2015/06/2018:5200 g . List Bublished Outputs
o - .
CrossD Virus Activity by H
@ 7 2015/06/26 16:51:00 | 10 l fasstevite Vs Actiiy by Faur Create Dashboard Widget
= 8 2015/06/26 16:50:00 0 Datahase Customize Report
’ & x & &
A g\:ﬁ? \ééb -6&@& Firewal
= 9 2015/06/26 16:49:00 f r- Copy Report
Identity Management
4 Copy Report asLink
Show RAW Ds-1Ps M CutReport
< Network
Properties
name ~tount Operating System
Root Disk Space Remaining 1 von @ oownload Report
Storage Group Space Used 64 ) View Description
Foundation
Successful login 1 Y& Addto Favorites
SANS Top5 .
TCP_CLIENT_REFRESH 1 M0 Delete Report
4 T

Less a

Properties:
Name: Topinfected Systems
Type: Adhoc

Format: HTML
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Mopaenb nonb3oBatens\ Moaesib pecypca \ ceteBasa moaerb

CeTeBas moaenb

New York Region
RTRNY105
Cisco Router
192.0.2.4
W2KNY101
(IS Weneoner. Checkpoi tFW 1
192.0.2.0
NAT: 192.0.2.1 192"25
\192 .0.2.6 -
v,

192027

I.INNY103 192.0.2.8 - 192.0.2.10

192022 1920211 it

NAT: 192.0.2.3

>

WNTNY205 WNTNY206

Exchange File & Print
192.0.2.12 192.0.2.13

CORP
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Moaenb nonb3oBaTtens\ moaerib pecypca \ ceteBas moaernb

Moaenb nonb3oBaTens

ConocTaBneHue MonuTtukn

KTo cTouT 3a faHHLIM KakoBo BnusiHue
NOrnHom? coObITUA Ha OM3Hec?

Ponb Mpodounb

CooTBeTCcTBYeET Ny nonb30BaTtesnd
aKTUBHOCTb ponu
coTpyAHuKa?

C yeM 0ObIYHO
paboTaeT gaHHbIN
nonb3oBartesib?

InspectfEdit

g ? x

Aftributes | Notes

| Ewvent Insl:vac:turl IE.J AssEt:Testi’-‘\ssetl IE.J Asset10.31.38.12 - MAILO1 | .1 ActorUsert L

= Actor *
*¥UUID User I
* Full Name User1 -
First Name MEBHOE T
Last Name MeaH o
Middie |nitial PegoToBMY
IDM Identifier
oM
Employee Type WraT
Status
Title BemyLumwil 3RoHOMKCT
Company
Org
Department COTasn asanusa MHEHCOELX NoKasaTensl
Manager Cwngopos HM.E. .
(Name})
(Description)
= Account Attributes 55 3
Authenticator Account 1D
COracle useri
ABS | vanow
Docs Ivanow fin
Windows IvanovIF
= Role Attributes o5 3¢
Role Mame Resource Name Role Type
Analist |aBS User
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Moaenb nonb3oBaTtens\ moaerib pecypca \ ceteBas moaernb

Aftributes | Categories | Atemate Interfaces | Vuinerabiities | Notes|

E Asset
¥* Name 10.31.38.12 - MAILD1
¥* |P Address 10.31.38.12
MAC Address 00:50:56:a7.05:55
Haost Name MAILO1
| Alrbutes | Categor :
Aftributes | Categones | Aternate Interfaces | Vulnerabiities | Not
;| Astributes| | Aternate Inte nerabities | Notes|
Mogenb pecypca 0. & Bk % Remove & Retreh
5 c; Local Asset Categories
1|/ Asset Categenies/Site Asset Categories/Application/Wireshark 1.10.0 (B4-bit) -

/Ml Asset Categones/Site Asset Categones/Application/Microsoft Exchange Client Language Pack - Chinelzl
/Al Asset Categones/Site Asset Categones/Application/Microsoft Pragmatic General Multicast

1Al Asset Categories/Site Asset Categones/Application/Microsoft Exchange Client Language Pack - Englis
1Al Asset Categonies/Site Asset Categonies/Application/Mware Tocls

Pe 1] 03 MTO p n ﬁ 1Al Asset Categones/Site Asset Categones/Application/Microsoft Exchange Client Language Pack - Gujan:
Ba)KH OCTb 1Al Asset Categones/Site Asset Categones/Application/Microsoft Office Proof (English) 2010
pecyPCOB Al Aocat Matannnec/Tite Aocat Matanndac! Annficafinn Micrnen® Mfce Charad 22 bt MU (Russian) 2010
pecypca | attributes | Categories | Aternate Interfaces | Vuinerabiities | notes| r Language Pack _ Chin
qr Add.. & Edit 3% Remove (& Refresh eediote AR I
it MUI (Russian) 2010
Vulnerabiiiies . Language Pack - Kanns
/Al Vulnerabiliies/CVE/CVE - CVE-2005-1794 Language Pack - Portug ~
/A Vulnerabilities/CVE/CVE - CVE-2008-0217 =] 3
£All Vulnerabiities/CVE/CVE - CVE-20059-1532 .
KpVITVI YHOCTb 1Al Vuinerabiities/CVE/CVE - CVE-2009-1917
/A Vulnerabilities/CVE/CVE - CVE-2009-1918
yﬂsBMMOCTM pecypca £All Vulnerabilities/CVE/CVE - CVE-2005-1918
nO[J,Bep)KeHHOCTb HaCKoanO KpMTquH /Al Vulnerabiliies/ CVE/CVE - CVE-2008-2510
& /A Vulnerabilities/CVE/CVE - CVE-2009-2511
pecypca arakam AaHHbLIN pecypc £All Vulnerabilties/CVE/CVE - CVE-2005-3555
ansa OusHeca? /Al Wulnerabilities/CVE/CVE - CVE-2009-3671

/Al Wuinerabiliies/CVE/CVE - CVE-2009-3673
/Al Vuinerabilities/CVE/CVE - CVE-2009-3674
/Al Wuinerabilities/CVE/CVE - CVE-2009-3676
/Al Wuinerabiliies/CVE/CVE - CVE-2009-3678
/Al Vuinerabilities/CVE/CVE - CVE-2009-4074
/Al Wuinerabilities/CVE/CVE - CVE-2010-0017
/Al Wuinerabiliies/CVE/CVE - CVE-2010-0018
/Al Vuinerabilities/CVE/CVE - CVE-2010-0020
/Al Wuinerabilities/CVE/CVE - CVE-2010-0021
/Al Wuinerabilities/CVE/CVE - CVE-2010-0022
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Busyanusauus
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Busyanusauus

= il e L
B arcsight Console 3.5.2.4529.0 [localhost:admin.ast] F
File Edit Vews Tools Window Help

E ArcSight Console

Section 11 Overview

o ?

|ID-CEHE & Be x| F
Yiewer
] Live] 150 Sections Overviewl Section 9 Overview

Section 10 Overview

ol

O(E

Section 11 Overview

Rules Attackers and Targets

IS0 Section 11

o Yiolation

&

223 17:39:03 - 2/26 19:56:03

Last 20 Rules Fired

MName
|Same User Using Different User Names to Log-on ~
Same User Using Different User Names to Log-on
|Same User Using Different User Names ta Log-on
Same User Using Different User Names to Log-on
|Same User Using Different User Names ta Log-on
User Logged in from Two Locations

|Same User Using Different User Mames to Log-on

NHaaAaRANRITIASR

Accaas i Racwoned

&
g [=T

formation Systemsl Vulnerabilities Overview | Information Leaksl

\ Same User Using Different User Names to Log-on - s split on source ] Rendered in1 s, Nodes:29, Edges:30 | Layout: Organic Layout
3/6 11:32:00 - 3/ 12:28:17 |Same User Using Different User Names ta Log-on [@llox]z=~]l
Last 20 Rules Fired User Logged in from Two Locations LY
Name |Same User Using Different User Names ta Log-on
Malicious Code Detected User Logged in from Two Locations fal
Malicious Code Detected |User Logged in from Two Locations
Malicious Code Detected Same User Using Different User Names ta Log-on - - 4
36 11:32:00 - 3/6 12:28:32 o lc o | icar | icing Dif! il b Yoo b P i b l Rendered in s, Nodes: 16, Edges: 18 I Layout: Organic Layout [@lov]z=
Top 20 Rules Fired 2/23 17:39:04 - 226 19:56:03 () lzz ] +|(2/23 17:33:03 - 2/26 19:56:03 o=l ~ ey
Name Total Top 20 Rules Fired Top 20 Targets in Rule Firings
EMalicious Code Detected 83 Mame Total Target Address Total
gCSI':;Z:;::ieB;L::uimieo:oSg;:tsem f [ same User Using Diff... to Log-on 6971 HEunknown 13021
R e S Ouser Logged in from Two Locations 4339 O10.0.112.203 400
Ouser Account Deletion 2000 O192.91.254.205 300 |2
D access Rights Removed 1661 - 1192.91.254.209 200 l
B192.91.254.201 200
10.0.112.211 200
H10.0.112.205 200
2/27 13:00:00 - 3/6 13:00:00 10.0.112.207 100 [@lo~z=>8 v
Data last refreshed: 3/6 12:28:32 10.0.112.213 100 [v]

J ‘2) [12:24:43] You have unacknowledged notifications!

(@)l

[ B

2/19 - 226 20:00:00

219 20:00:00 - 226 20:00:00

Data last refreshed: 2/26 19:49:31

=

[raka last refreched: 9719 7:40:

[

0|
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N oKkymMmeHTOOOOpOT

OTanbl: 06paboTka MHUMOEHTOB B
COOTBETCTBMIU C 3apaHee 3afaHHbIM,
npeaHa3Ha4YeHHOM AS19 COBMECTHOM
paboTbl NpoLeccom

AHHOTUpPOBaHME MHLUNOEHTOB Ansa bonee
MNOSIHOro aHanusa

NHTerpaumsa co CTOPOHHUMK CUCTEMaMMU
OOKYMEeHTOoDopoTa

"r Flagged as Similar I » "'

Fallow Up

» F, : .
-4 'r Final }‘

» "r Momitoring I

] Stage:Final |
Attributes | Ngtesl
El stage
# Mame Final
Subseqent Stages Closed
User required v
Comment required -
Can be skipped v
= Mark Similar
Mark. sirnilar required -
tMark. Similar Stage Final
= Configuration flags
Hidden: True
Closed: False
E Common
Resource ID RqaHINFoAARCASo BRI Glg==
External ID
Alias
Description Investigation has concluded
Version ID AAAAATY JguSby 13w
Deprecated -
= Assign
et
Matification Groups
= Parent Groups
all Skages LAl skages)
Creation Information
Last Update Information
Creation Information ‘
Qi Cancel | Apply | Help |

= |
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JononHutenbHble MOAYNU

« CooTBeTCTBME CTaHOapTam
« PCIDSS
« HIPAA...
« ABTOMaTU3aUUS U NHTErpaums
« Threat Detector
« User Behavior Analytics
« System Monitoring
* Reputation Security Monitor

 Domain Name System Malware Analytics
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BA30BbIE MPUMEPbI UCNMOJIb3OBAHUA
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O BO3MOXHOCTAX Koppenauumn cobbitun Ub

byoem cuutatb, 4TO HekoTopass CM nmeeT BO3MOXHOCTb ONnpeaensTb
reorpadpmyeckoe pacrosioxeHne obbekrta rno ero IP-agpecy

PaccMmoTpumM ganee Takyl cuTyaLuio:

CM peructpupyet akt yaaneHHoro goctyna no VPN-kaHany c IP-
afpeca, KOTopbl HaxoAauTca 3a npepenamu Poccuu, a B HAacTpOMKax
yKasaHO, 4YTO [AdaHHbIA COTPYOHWK HEe HaxoauTcsa B 3apybexHou
KOMaHOMPOBKE N MOXET yaaneHHO paboTaTb TONbKO BHYTPU CTpPaHbl,
Torga cuctema CM aBTOMaTtUyecKM CUrHanNU3nMpyeTr O BO3MOXKHOM
KOMMpoOMeTauum normHa u napons, npyv rnoMowm KOToporo 6bin
BbIMOSTHEH YAareHHbIW OOCTYN
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O BO3MOXHOCTAX Koppenauuu cobbitun Ub

[1na onepatopoB CBA3U, NMpenocTaBnArLWmMX 4OCTYn B VIHTEPHET no
nornny n naposto, CM npn nomoLm Koppensunm MOXeT BbISABNATb
dpakTbl O4AHOBPEMEHHOro AOoCTyrna C OOHMM W TEM >Xe JIOMMHOM W
naposiemM n3 reorpauyeckn pasHbiX TOYEK, YTO MOXET ABMATLCA
NpM3HaKOM KoMMnpomMeTaumn

CM npu nomoLm Koppensauum MOXET  COMNOCTaBMATb
3aperncTpmpoBaHHbIe OEeNCTBUS Nnonb3oBaTeNnen C Nx
OOIMKHOCTHbIMKU ponsamun. Hanpumep, Takum obpazom CM moxet
3apernctpupoBartb oakT nonyyYeHnsa OocTyrna psgoBoro coTpydHuka
K OyxranTepCkou MHgopMauun, K KOTOPOM OH HEe AOOIMKEH WUMETb
OOoCTyn

CM npn nomoLmn Koppensaunmm MoXeT BbisiBAATbE ddakTbl AocTyna K
KOH(puaeHumansHOM MHpopMaunum B HOYHOE (Unu B Hepabouee)
BpeMSs
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O BO3MOXHOCTAX Koppensauumn coobitun Ub

CM npn nomoLLm KOppensunumn MoXeT BbisiBNATb hakT JobaBneHns u
yoaneHns y obbl4HOro nonb3oBaTens agMWUHUCTPATUMBHbLIX MNPaB B
TEYEeHMe  3aJaHHOro MNPOMEXYTKa BPEeMeHn. JITO  MOXeT
CBUAETENbCTBOBATb o) TOM, YyTO nonb3oBaTento He
CaHKLUMOHNPOBAHHO Obinn gobaBrneHbl npaBa, W Nocne TOro Kak OH
BbIMOMHUM OnNpeaenéHHblie AeNCTBUS, 3TN NpaBa ObinNu yaaneHsbl

CM npu nomowm koppenaumm codbitun b MoXeT BbissBUTbL d0akT
OocTyna K KoHduaeHumanbHOUM MHpopmMauum C OOHUM U TeM Xe
NOrMHOM W MapofieM C pasHbiX KOMMbITEPOB B TedeHue
HeDOosbLLIOro NPOMEXyTKa BpeMeHU (Hanpumep, ogHOro Yaca)

OTO MOXET CBUAETENbCTBOBATL O KOMIpomMeTauunm fiormHa um naporn4
Nnorib3oBaTesiA

ToyHo Takke CM MoxeT pernctpypoBatb dakT goctyna K
NHpopmMauun ¢ OOHOIMo KOMMbKTEPA, HO C pasHbIMU NOrMHaAMU U
naponamu
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O BO3MOXHOCTAX Koppensauumu cobbitnn Ub

[MpeanonoXxum, 4yTo cucrtema oOHapyXeHund BTOPXXEHUN,
YCT@HOBMIEHHAad B KakoW-TO aBTOMAaTU3MPOBAHHOW CUCTEME,
perncTpmpyet ataky tvna «SQL injection» Ha cepsuc CYB[ Oracle
cepBepa X

[TocKONbKy OaHHas aTaka MOXET HapywuTb paboTocnocobHOCTb
6asbl OaHHbIX, cuctemMa OBHapyXeHUsl BTOPXXEHUW yCTaHaBiMBaeT
el BbICOKMN YpOBEHb NpuopuTeTa

OpgHako CM MoXeT npoBepuUTb CODCTBEHHO caM (paKT HanmMuusa Ha
cepBepe X 6a3bl AaHHbIX Oracle, u ToNbLKO ecnu oHa AENCTBUTENBHO
yCTaHOBIeHa, N NoAdBep)XeHa yKasaHHOW aTake, TO Torga cucrtema
SIEM ocTaBnsieT ypoBeHb npuoputeta 6e3 nsMeHeHum

B npotnBHOM crniydyae CM no3BonsieT NOHM3NTb YPOBEHb NPUOPUTETA
BbIABNEHHOIo coObITUSA
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Bonpochbi?

Tel: +7 (495) 980-67-76 pob. 151

Web: www.DialogNauka.ru

E-mail: Rodion.Chekharin@DialogNauka.ru
117105, r. MockBa, yn. HaratuHckas, 4.1

AuanOrHayka

22


http://www.dialognauka.ru/
mailto:name@DialogNauka.ru
mailto:name@DialogNauka.ru

