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[MnaH BeOuHapa

v YnpaBneHue vHuuageHtamun. Knovesble 3Tanbl co30aHus
1 BHEeApeHus npolecca

v Knaccudunkayma niumageHTos. Heobxoanmoe um
AOCTaTOYHOE KONMYecTBO KnaccudmKaLMOHHbIX
napamMeTpoB

v' BbigBneHune nHumaenTtoB. [loctaTtodHo nn SIEM?

v" ObpaboTka MHUMOEHTOB NHMOPMAaLMOHHON
b6e3onacHoCTH

v' PaccnenoBaHume MHUMOEHTOB

v OueHKka ahdeKkTMBHOCTM Npouecca yrnpaBfeHus
NHUMOEHTaMU MHOpMaLMOHHON BEe30NaCHOCTH
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YnpaBrieHne nHUngeHTamum

(-

B cootBeTcTBUM Cc ISO/IEC
27001 B ocHOBE CUCTEMDI
ynpasneHus nHpopmaunoHHO
©e30nacHOCTbIO A0MmKHA
ncrnonb3oBaTtbca PDCA-
Moaenb
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YnpaBneHue MHUMAEHTaAMU

OcCHOBHbIe 3Tanbl peanu3aumn npouecca yrnpaBneHust MHUNMAeHTamMu

OLUEHKA BbIEOP MOHUTOPUHI
PYCKOB KOHTPOIb
MONUTUKA OBMACTb @) PEANM3ALIVS o

BJIIMAHUE

OLI,EHKA SCDCDEKTI/IBHOCTI/I
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CTpaTervm ynpasneHmne "HUMAeHTaMu

[Npouecchi:

Kagpsbl:

NHCTPYMEHTDI:
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Knaccundukauma mHUNMOEHTOB

[1na yero Heobxoguma knaccndukauusa NHUMAEHTOB:

v MNprnoputesauns (onpegenenns npmopmuteta obpadoTkm
nHumaoeHTtos Vb)

v MNocneacteus (onpegeneHns BAnsSHUS U BO3MOXHbIX
nocneacteum nHumaeHTta Vb)

v" MnHnmMmmnaauyusa (onpegeneHns ontTuMarnbHOro cnocoba
aaneHenwen obpaboTkn)

v Ctatuctuka (aHanusa npousollealunx nHumaeHtos Vb,
noaBeaeHnNsa CTaTUCTUKN)
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KnaccudpmkaumoHHble NpU3HaKu

AN NE N NN

NN N N NS Y N N N

Kareropus

Tun

KpuTuyHOCTb Heobxogmnmo pasgenntb Bce
XapakTtep BO34eNCTBUSA KrnaccndukauMOHHbIE MPU3HaKN
MacwTab Ha rpynnbl B 3aBUCUMOCTU OT
HeratuBHble NnocneacTBus ctagum obpaboTKn MHUMAOEHTA:
[Mpuoputet

[OnntenbHOCTb

Bpems v [NepBuUYHbIE

CTOYHMK nHdbopmaumm V' YTouHsowme

Cnoco6 obHapyxeHust v 'HtbopMaLMOHHbIEe
NHdopmaumoHHas cuctema v Pe3ynsTypytoLme
busHec-npouecc

Pesynbrar

HamepeHHOCTb

CnOXHOCTb

n opyrme
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KnaccudumnkaumoHHble NpU3HaKu

e KaTeropwua

e Tnn

¢ KPUTUYHOCTb
® ACTOYHUK

e CpeacTBO 3aLLNTbl UHPOPMaLUK

e [MpaBuno (cueHapui)

_® BO3MOXKHOCTb HEraTMBHbIX NOCNEACTBMI M UX THN
|® YpoBeHb 3CKanayunmn

* lHpopMaLMOHHAA cucTema

e Tun nHpopmaymu

e HamepeHHOCTb
e MacwTab

® CNoOXHOCTb 06HapyKeHUA
e [loBTOPAEMOCTb
e CTeneHb BEpPOATHOCTU NOBTOPHOIO BO3HUKHOBEHMUS

'\

>- [lepBUYHbIE

J\

>- YTouHAKOWMeE

_/
} NHOpMaLUMOHHbDbIE

PesynbTupytowme
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BbisBrneHne MHUNOEHTOB

OCHOBHbIE UCTOYHUKK MHOPMaLMK O

noTeHUManbHbIX UHUMOEHTaX: v cpeacTBa 3aWmThl MHopmaLumm
v' nmonb3oBaTenu v KNUWEHTbI
V" MIHPOPMALMOHHbIE CUCTEMbI v KOHTpareHThl

v

v' KOMNOHeHTbl T-nHdpacTpyKTyphl BHELLUHNE CepBUCHI

CobbiTne

NHUMOEHT?
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BbisBneHne MHUMOEHTOB
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BbisBneHne MHUMOEHTOB

Ecnu B KomnaHuu:
v ucnonb3yetca CMDB
v/ onucaHa CepBUCHO-

- > Q
Il

®
©

0

pecypcHas Mmoaenb
MHPOPMAaLIMOHHbIX CUCTEM
b 3 TO BO3MOXHa pa3paboTka
— KOMMJIEKCHBIN CLieHapueB
-—r’ - BbiSiBNeHUa nHumnaeHtToB b
T T BaxHo! Heobxoanma
u::- :::- :::- npuBsA3Ka K pearibHbIM
Ol OOEe I Oun3Hec-npoueccam C uernbio
T MUHUMM3ALUM NOCNeACcTBUN
\ / Ansi OCHOBHOM AeATeNIbHOCTH
ﬁ KomnaHuu!
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BbisBrneHne MHUNOEHTOB

Heobxognmo npoBoauTh
perynsipHoe noBbllLEHNE
OCBEeOMJIEHHOCTU NnepcoHarna B
Bonpocax obecrne4vyeHus
NHpopmMaunoHHON 6e3onacHOCTU U
OnoBeLLEeHUsI O NOTEHLUNaNbHbIX
NHUMAEHTaX:

v" PaspaboTtka namsTku

v TNpoBeaeHne oby4varoLwmx
CeMMnHapoB

v TpeHuHrn (Hanpumep, B dopme
TECTUPOBaHUSA Ha
NPOHUKHOBEHME NO Moaenu
«Black box»).

=

NPHTOKEHHE 3. IAMATKA PABOTHHKAM O IIOPAJKE OIIOBENIEHHA OB

WHIHIEHTAX HHOOPMAITHOHHOM BE30MACHOCTH

O CcOONTHAX, HMEIMHEX IPHIHAKH HHITHJEHT2 HEGOPMANHOHHOH OesomacHocTH?
HeobxogHuMo coodmaTs B O1aen no zamuTe HHGOPMAITHE.

06 obmHapyxeHHH COOHTHEA, 00NAJAONHX CICIVIOIIHME NPHZHAKAMH, HE0OXOZHMO
coobmuTs B OTaen no 2amuTe HHGopMAITHH

HEEO3MOXHOCTE EX0J3 E ONEPALHOHHYIO CHCTEMY H/HIH HHQOPMAITHOHHYK CHCTEMY,
OpH NpeJBABICHHH NPaBAILHOH [apel JOTHH/Iapois (33 HCKIOYEHHEM CIVIacE
MPegBAPHTEILHOI0 MHOTOKPATHOTO BEOJA HEMPABHILHOTO MaPOis);

3aNHECEH O TOTHHE/TIApole, PAsMeNIeHHAA Ha padoden crone u(mm) pagod ¢ [I3BM;
MOIVYeHHOE 3IeKTPOHHOE IIHCEMO ¢ AEHOH [Ipocsboil samyeka BxokeHHoro dajina;
MeTBKAFOMIHE OKHA Ha JKPaHe MOHHTOPA;

MEPHOAMTECKH BCILTHIBAIOMHEE Ha JKPaHe OaHHEPEI;

CAMOIPOHIEOIBHEIE IEPeMEIICHHE KYPCopa:

NOfENEHHE HA JKPAHE VEEIOMICHHA (BCIUIBIBAIOMErO OKHA) OT aHTHEHDYCHOIG
OPOTpaMMHOTO odecredenns 00 00HApYKEeHHH BDPEIOHOCHOTO KOZZ, B TOM THCIE B
CAVHae, KOrZa B COOOMEHHH TOBODHTCA O HEBOIMONKHOCTH JeUeHHA H(HWTH) VIATeHHST
cafima;

orcyrcrene Ha [[9BM aHTHEHpPYCHOr0 POrpaMMHOre o0ecredeHHA:

orcyrcreme Ha I[I9BM  pamee ycraHoEmeHHOro HeoOxoguMmoro i paboThl
IPOrpaMMHOIC 0DECIIeeHEN,

orcyrcrene Ha [[3BM panee ycTaHOBIEHHOTO CPEACTEA 3AIMHTE] HEQOPMALIHH;
obmapyxenne B ceTH HETepHET (B COMMATEHEIX ceTax, HA GOPYMAX H T.IL) HE(GOPMATIHH,
COCTAaBIARONIER KoMMepaeckyIo Tafiny Kommarmm;

TM0J03PHTENLHEIE H HECTAHAAPTHELE JeficTenA paboThuka Konvmanuy mms apyroro mmma;
ZeficTEHA TOCTOPOHEHX TIHIT Oe3 conporosxdenud c [IIBM;

3aDBITEIH JOKYMEHT HJIH 3IeKTPOHHBIH HOCHTeNb HHQOPMANHH E MecTe obmera
[0IB30BAHHA (HANPHMED, E KOPHAOPE OKOJIO IPHHTEPA);

OCTABACHHBIE O3 MNPHCMOTPa NPOMAPKHPOBAHHBIT HOCHIENS KOHGbHISHITHATEHOE
unbopMannn (KIogeeas JHckeTa/TokeH. flash-makonuTtens. sxectkmi guck. CD/DVD 1
TIL);

He3a0MOKHPOBAHEEIE 3KPAH KOMIEIOTEPA NPH OTCVICTEHH padoTHHEAZ Ha pabowe
MecTe;

Crywba TeXHUYECKOR NOLLS PHKK

Konnern, noGpuii nens!
Jupekuns HT sanyckaet HoBbifi eammnbii

KOPIOPATHEHBIE

smient. Mopran noka paGors

paGotocnocofnocTn y nonslosateneii. [IpocsGa ceromma

[]If])(\|3!|<'!'Ili|(‘]|l|i-ll\.[ MOPTAJ, H3 KOTOPOM \”\ VT OOBEANHEHB BCe

B TECTOBOM PEAHME, IPOBOIATCH BEIGOPOHEE HPOBEpKIE

710 KoHla pafiouero JHA 3ailTil Ha NOpTan, i

NpOBCPHTE €10 mﬁl\'l'l\ﬁ]l(\Cl\\"lll\C] b B cmy4ae []|3l\6.']l.‘.\!. OTBETETE HA 3TO MHCEMO ¢ KEPATKHM OTHCAHHCM Balei

ounbxiL.

CeplIka Ha Nopral (Henoab3yiiTe CBON 0CHOBHEE KOPNOPATHBHEIE HMA NONL30BATEId I NAPOIE - COBIANAIT ©

JAHHEIMH BXOJa B KOMIEBOTED):

Bee BONPOCE! KACaTEIBHO MopTana [J|)l“.‘]>l’\-‘h BEICELTATE OTECTHRIM IMHCEMOM.

C yBameHuem,
CnyxBa NonoepmKm,
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ObpaboTKka MHUMOEHTOB

\
* nepBM‘-IHaFI peakuna B COOTBETCTBUA C [MThnaHamu
e [locneqyrowan peakumA
PearuposaHue AYIOL, P 4
_J
\

e OnpegeneHne NPUYUH
e OnpegeneHune nocneactsnim n ob6nacTn oxeata UHUNAEHTA
Llgbi s e OnpeaeneHmne OTBETCTBEHHbIX M cObop AoKa3aTenbHou 6asbl

J
. )
e BHeceHue nsmeHeHUu
e [IpuHATME peweHnA NO MHUNAEHTY
3aKpbiTue e 3aKpbITUE MHUUNAEHTA )
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Ob6paboTKa MHUUOEHTOB

[MprMep NnaHa pearMpoBaHUSA Ha UHLUMAEHT ONpedeneHHoro Tmna:
«KomnpomeTaums y4eTHON 3annucm»

O6HapykeHne WHumaeHT UB

(Tnn:
KomnpomeTtay,
NS YY4ETHOM
3anucu)

bnokuposaHn YyeTHasn

e 3anucb
AC/AD

PaccneposaHu ypHanbl

e perucrpauum
cobbiTnin b

CospgaHue -

HOBOW

y4YeTHOM

3anucu

NHpopmmpoBaHue
AamuHucTpaTopa
AC/AamunHnctpaTtopa AD

BAoKMpoBaHMe y4eTHOM 3anucu

BbisiBneHue dpaktos
HEeCaHKLUMOHNPOBAHHOTO
MCMNONb30BaHWUA YYETHOM 3anncu
(M3yyeHuMe aaHHbIX perucTpauymm)

AKTUBaLMA HOBOM y4E€THOM 3anuncu
(cmeHa napons yyeTHoM 3anucK)

NHbopmauma ob
MCNoNb30BaHUMN
YY4ETHOM 3anuncu
NHbopmauma o
[eNCTBUsX
3/10YMbILUNEHHMK
a

MocneactBua
MHUngeHTa Nb

Onepatop
cucTemsl
MOHUTOPUHrA

AoMUHUCTPaTOP
AC/AamuHnctpat
op AD
AoMUHUCTPaATOP
ABC/AamUHUCTPA
Top AD

AgmMmuHucTpaTtop
AC/ApMmuHucTpat
op AD

5 MuH
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OOpaboTka MHUunpeHTa

[TpuHATME pelieHna o NnocneayrLwwmnx 4eNCTBUSAX MOXET
ObITb peann3oBaHo No crneayrLwemMy NpUHLUKUNY:

MnaHnposaHue Mpumenenne
e —P  KoppekTupyowmx <
mep
Jnkenpaums BbiaBneHue MoryT 6bITb
nocnencTeum . —> BoiaBneHbI? A—p A—
A yA3BMMOCTEN /’ yCTpaHeHb!? A
MHUMAEHTA

l HET
Bo3BpaT B LUTATHbIN
perKum paboTbl

m

«—Ia HET—

KOBOACTBOM?

BoccraHoBneHue

OKoHYaHue
npovecca
epexog, K aHanus
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PaccnepnpoBaHve MHUUOEHTOB

C uenblo pas3BuTUSA NPOLECCOB paccrnenoBaHns nHumaeHtTos Vb n dopmmupoaHms
nokasaTtenbHon 6a3bl A0MKHbI ObITh BbINOMHEHbLI CrieayoLLIMe OCHOBHbIE AENCTBUS:

1. OnpegenunTb 1 onucaTb TUMNbl MHUMAEHTOB (cueHapum), Tpedylowmne popMmnpoBaHus
aokasaTternbHon 6a3bl.

2. OI'Ipe,D,eJ'IVITb AOCTYrNHbl€e NCTOYHUKU N TUTbI I/IHCbOpMaLI,VIVI, KOTOpadA MOXeT
MCNONb30BaTbCS B KA4eCcTBe AokasaTernbHou 6asbl.

3. Oﬂpeﬂ,eﬂl/lTb Tpe6OBaHI/IFI K C6opy AOKa3aTesibCTB C 3TNX NCTOYHUKOB.

4. QOpraHu3oBaTb BO3MOXHOCTb A1 KOPPEKTHOIO (C OPUANYECKOM TOYKUN 3peHust) coopa
nokasaTtenbHon 6a3bl B COOTBETCTBUN C OnpeaeneHHbIMU TpeOoBaHUAMM.

5. YcTtaHoBUTb NOJIMTUKY XpaHEHUA U NCMNOJIb30OBaHUA (06pa60T|<|/|) noTeHumnaribHbIX
OOKa3aTeJIbCTB.

6. Obecne4ynTb MOHUTOPUHI COObITUN, YKasblBalOLWMX HA MHUNAEHT Vb

7. OnpeoennTb COObITUA, NPX HACTYNIIEHNUN KOTOPbIX AOMKHbI ObITb 3anyLeHbl
npoLlecchl cbopa gokasatensHom 6asbl (ykasaTb 3TO B TUMOBbLIX NiiaHax)

8. OnucaTb Bce ponu B pamkax AaHHOro npouecca 1 NnpoBecTn Heobxoammoe obyyeHne
BOBNEYEHHbIX PabOTHMKOB.

9. Onucatb OCHOBHbIE MNiaHbl pearMpoBaHnsa Ha MHUNOEHTLI, Tpebytowmne cbopa
AokasatenibHom 6as3bl (opMaNYEeCKN 3HAYMMOWN).

10. ObecneunTb NPaBOBY IKCNEPTUIY.

AuanOrHayka



OT4yeT No pe3ynbTaTamMm 00pPadOTKM MHUMOEHTA

v' [nsa koro?
v" C Kakom uenbio?
v" Kakoe HanonHeHune?

OT4eT MOXET coaepxaTb:

OCHOBHbIE CBEAEHUS

nHpopmaunto 06 obbekTe MHUNAEHTA
NHopmaLuno 06 NCTOYHMKE NHUNOEHTA
onMcaHne XpoHONOrnMn NHUMAEeHTa
NPUHATbLIE MEPbI NO pearnpoBaHunIo
pelwleHne no UHUNOEHTY

NHOPMAaLINIO O BOBIMEYEHHbIX NLIAX

LN N X X X X

Information Security Incident Report

1. Date of Incident Page 1of &6

2. Incident Number®* 3. [ Applicable)
Related Event
andlor Incident
Identity Mumbers

4. POINT OF CONTACT MEMEBEER DETAILS

4.1 Name 4.2 Address
4.3 Organization 4.4 Department

4.5 Telephone 4.6 E-mail

5. ISIRT MEMEER DETAILS

5.1 Name 5.2 Address
5.3 Organization 5.4 Department
5.5 Telephone 5.6 E-mail

6. INFORMATION SECURITY INCIDENT DESCRIFTION

6.1 Further Description of the Incident:

s What Occurred

+  How Occurred

*  Why Occurred

#  Initial Views on Components/Assets Affected

*  Adverse Busimess Impacts

s Any Vulnerabilities |dentified

7. INFORMATION SECURITY INCIDENT DETAILS
7.1 Date and Time the Incident Occurred
7.2 Date and Time the Incident was Discovered
7.3 Date and Time the Incident was Reported
T.4 ldentity/C ontact Details of Reporting Person
7.5 Is the Incident Over? (nex as approprias) YES [ No [

T.6 If yes, Specify How Long the Incident has
Lasted in Days/Hours/Minutes
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OueHka 3dhheKTUBHOCTH

OueHka adpekTUBHOCTM Npouecca ynpasneHus nHungeHtamm b
HarnpasfieHa Ha KOPPEKTUPOBKY (COBEPLUEHCTBOBAHME):

v npouecca ynpaBneHust MHUnOeHTamu;

v’ peanun3oBaHHbIX Mep obecneyeHna UB;

v/ noaxoga v pesynbTaTtoB OLEHKN PUCKOB;

v' 0b6nacTy MOHUTOPUHIa U KOHTPONS;

v' nNonuTtukn (NOgxoaoB).
OLIEHKA  BbIBOP MOHWUTOPUHI
PUCKOB KOHTPO/b

NOJIMTUKA OBJIACTb

>>>>

BIIMAHUE

OLIEHKA SOPEKTUBHOCTU
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OueHka adhheKTUBHOCTH

OueHka 3ddeKTMBHOCTU AOMKHA ObITb HanpaBneHa Ha cneayLllne OCHOBHbIE
obnacTtu npouecca ynpaeneHust MHUNAEHTaMMU:

v obwme TpeboBaHUsa 1 NOAXOA K yrnpaBrneHuto NHUMOEHTaMM
3awuTta nHpopmaumm (NPEBEHTUBHLIE MEPbI)

BbISIBIEHME UHLUMOEHTOB

obpaboTka NHUMOEHTOB

NPUHATUE PELLUEHN MO UHUMAEHTaM

AIRNIENIN

B kaxxgon obnacTtu gomKkHbl 6biTb COPMUPOBaHbI CBOU OLEHOYHbIE
rnokasaTtenu.
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OueHka 3dhheKTUBHOCTH

Kputepun ana dpopmmposaHums

METPUK:
Is there a central repository for constituent security event/incident

v ISO/IEC 270XX 3-17 | reporting? Priority II

3.2 Incident Response

\/ S A N S I N St|tu te N 321 Is there an event/incident handling capability? Priority I
obser Not Not v N
\/ C E RT observed | applicable . . . -
a = There is an event/incident handling capability. Q
0 0 -
‘/ N I ST Prerequisites
‘/ Prer¢) [ CSIRT has current lists of constituent mission critical systems, data, and information [R]
a O Clearly documented communication channels exist that define who is to receive or provide what
pe KOME Hﬂ'a L" nn information when, and under what circumstances, and in what timeframe for handling
Cont events/incidents [R]
'D'O KyM €HTa L" NA a - If constituents or other parts of the organization are responsible for some or all of the incident

p a 3 pa6OTL‘| n KO B S I E M g a response activities, there are defined roles and responsibilities (e.g., SLAs, MOUs, email)

Documented guidelines, thresholds, or criteria for when to escalate events/incidents exist [R]

(H PE. IB M) Activ| Control
) J O Documented event/incident handling policies and procedures exist, including [R]
- provided services
- any relevant criteria and limitations
- clearly defined roles and responsibilities
S“é'lp - guidelines for 24x7 support, special instructions for critical systems, and response time goals
based on at least the category/severity of threat/incident
d O Personnel are appropriately trained on the procedures, technology, and tools used in this activity

Q
Artif: [R]
Q ‘I O Constituents are provided with documentation that outlines incident handling services, (e.g., in
0 SLA, MOU, email, web page announcement, etc.) [R]
Activity

O All event/incident reports are reviewed and a decision is made about how to respond [R]
O All events/incidents reported by constituents are responded to or at least those that have been
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Cnacunbo 3a BHMMaHue!
Bonpocbi?

3A0 «AwnanorHayka»
TenedoH: +7 (495) 980-67-76
dakc: +7 (495) 980-67-75

http://www.DialogNauka.ru
e-mail: svintsitskii@DialogNauka.ru
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