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ANA 3alMWeHHoro obMeHa AaHHbIMK

DyHKUMOHaNbHaa poccumnckas nnatdopma MFlash:

3aWMLLEHHbBIN GaMIOBbIM OOMEH M COBMECTHAas paboTa
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Poccuiickasa KoMnaHus, NpefocTaBAsaoWas ycayrm
no pa3paboTke NPOrPAMMHbBIX PeLIeHUE OIS KOMMEpPYeCKnx

OPraHu3aumMii U rocyaapCTBEHHbIX yupexxkaeHuin ¢ 2013 roaa.

www.mflash.ru office@msoftgroup.ru  *7 (499) 500-94-99

KomaHaa [MpooyKTbl
KoMnaHusa BkaoYaeT B cebsa KBanuduumMpoOBaHHbIE MFlash — koprnopaTuBHbIN CepBUC A9 3aWULLEHHOTO
IT-cneunanMcToB, MEHEOXKEPOB U MPOrPaMMUCTOB obMeHa gaHHbiMKU. B peecTtpe MO MUHKOMCBA3M Noj

C OMnblITOM pPaboTbl B CBOEM obnacTtu 6onee 15 net. HOMepOM 2519



3ﬂeKTpOH Had NMo4Ta

DNeKTPOHHasA MoyTa M3HauaabHO He
npeaHasHayeHa Ans
OTNpaBku 6ONLLUMX MPUAOXEHNI. B
TO Xe BpeMsi MetoTCs
OrpaHNYeHns Ha 06 bEM BXOASLLINX
COODBLLEHNA Ha
KOpMOpaTUBHOM MOYTOBOM
cepBepe

FTP

MpoTokon nepesauv daiinos (FTP)
6611 pa3paboTaH Ans NpsiMon
KOMMYHVIKaLAV MeXZy KINeHTaMM U
nepefauyn 601bLLINX Gainnos. Ero
6e30MacHOCTb 1 ya06CTBO
MNCMONB30BAHNA CUTBHO
OrpaHunYeHsl.

SharePoint

SharePoint ygobeH anst CoBMeCTHO
paboThbl, HO He MpUroseH Ans
paboTbl C KOHTpareHTamu. Joctyn
BO3MOXEH TO/IbKO U3
KOprnopaT1BHOW CeT UV Mpn
Hannuum VPN.

@

MyGnunyHble obnadHble
cepBuChl

PelleHvie ans CUHXPOHM3aLMA 1
KONIEKTUBHOIO 0CTyNa K dpainam
rapaHTpPyeT KPyrnoCyTOUHbI
[OCTYN K AaHHBIM C TO60ro
YCTPOVCTBa 63 HeOOXOAMMOCTN
ncnonb3osaHua VPN, Ho
KOpPMopaTMBHOE MpUMeHeH e
MyOANYHBIX CEPBUCOB HECET PUCKM.



Tactics, Spoofs Dropbox

Ransomware comes knocking on every backdoor. Will you open?

Cybercriminals now use Dropbox links to spread ransomware
via phishing emails
by dulie Spinjers - [ - 2017-02:28
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The number of ransomware attacks is growing", and while malware analysts concentrate on such dangerous
viruses like Cerber, Locky or Spora, developers of less pronounced ransomware! viruses get a chance o improve
their projects silently. Surprisingly, we have noficed an increased number or CryptoL Ocker attacks lately — it seems
that authors of this ransomware have updated not only the virus but also its distribution methods as well. Currently,

QUICK READ 4 3min Let's get started!

CryptoLOcker ransomware is distributed via malicious spam emails that contain a short message with a phishing
DropBox URL in it This URL points to a malicious .ZIP or JS file, which is meant to infect the user's system with
@ 9565

Mogenutaca

ransomware as soon as the victim downloads and launches it. The malicious emails typically have such text in their Busnec, 20 anp, 10:23

subject fields: PDF-fakiura or just Fakiura.
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Locky ransomware has b

At the moment, two big phishing mail campaigns were noliced — one of them targets Turkish-speaking pecple, and
the other one targets people from Sweden. The latter one uses forged emails that rick people into thinking that the
sender is an employee of A1 Telekom company!. We do not exclude the possibility that more variants of such
phishing emails will come into a daylight shortly.

AHaNUTUKU HALLUNK JaHHbIE
COTEeH POCCUNCKUX
KOMMNaHNM1 B OTKPbITOM
pocrtyne

B CeTh yTeK/IH AaHHbIE KOMIAHHI, KOTOPbIE
HMCIIOIB3YI0T 00Ia4HYI0 IIPOrpaMMy JJIs1 yIIpaBaeHns
npoexkTamH Trello, BeiABHAN aHATHTHKH. ITo HX
MAHHBIM, B OTKPBITOM JOCTYIIE OKA3ANCH TOUTH
MHJTHOH IOCOK CepBHCA

of achieving even higher
game and experimenting
click.

In their latest spam run, t/

rnrrentlv an the market h

Google Drive Found Leaking Private Data —
Another Warning About Shared Links

A disturbing privacy problem has been discovered in Google Orive which could have resulted in sensitive

information being accessed by unauthorised parties. Frrount passworas siredl

Login details are strongly hashed and date back to

2012

By Richard Chirgwin 31 Aug 2016 at 01:30

8 July 2014
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Owwnbka B KOHpUrypaunm cepsepa XpaHeHUs A3HHBIX B
obnake Microsoft Azure nocTaBuna Nog yrposy CoXpaHHOCTb

3800+ chaitnos ¢ UCXOOHBIMKM KOAAMW U OPYTrOi BHYTPEHHEI ’mpbox
MHpopMaumMelt y4acTHUKOB npoekTos Microsoft Dynamics.
Mo ceugetenbcTBy vpnMentor, 3TW gaHHble, obuM obbeMom
63 6aiiT, BbINKM 3arpyXeHbl Ha CEpBMUC B Mepuos C AHBaps

AL

rno ceHtabpb 2016 roga.

Pal. The cloud biz confirmed the

—
ANTI-MALWARE

b contain login information for 68 million

flHOeKC Hauan uHAeKCUpoBaTb Google [JOKYMEHTbI C Naponamu

WndopmaumorHas 6esonacHocTb *, MNMoMcKoBbIe TeXHomoruKn *

Tonbko YTO CTano U3BECTHO YT AHOEKC Havan uHOeKcuposaTe Google [JOKYMEHTbI B YMCE KOTOPbIX
€CTb W AOKYMEHTbI C MapoisMu, NAYHBIMKW JaHHBEIMU U T.4.
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Confidential documents and data belonging to Box.com users were
accessible via search engine queries. Box.com has “fixed" the issue.

Box.com has chanced the way it nandles publicly sharad accounts and folders after a
researcher found confidertial documents and data belonging to Box.corr users via Google.
Bing and othe- search engines. Whle Box com maintains this is a case of its customers

Tom Spring

dnintentioneélly over-sharing, it says it has “fixed” the issue
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Poccuinckoe nporpamMmmMHoe obecrneyeHe a1 3auniLéHHoro obmMeHa
dannamum noboro pasMepa n COBMECTHOrO AOCTYNa 415 MONb3oBaTENEN,
KOTOpoOe yaoBNeTBOpPSET KopnopaTUBHbIM TpeboBaHUAM MHGOPMaLMOHHOM
6e3onacHoCTU.

CepBMC coyeTaeT B cebe CI)yHKLI,l/IOHafIbHOCTb n yﬂ,O6CTBO MCMNO/1Ib30BaHMA,
WMPOKMe BO3IMOXHOCTN MO agMNHNCTPUPOBAHNIO, KOHTPO/IIO 1 3allnTEe
KOPNOopaTuUBHbIX AaHHbIX.
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HOpyxecTBeHHbIN Ul

Cuctema He Tpe6yeT AOOMNOJIHUTENIbHOIO o6yqumq ansa
nosib3oBaTesisd

B3anmMopaencreme c KOHTpareHTamMmum

Y [06HbIN 1 6e3onacHbIin 06MeH dalinamu
60/1bLLOr0 06beMa MeXAy COTPYAHKaMM
OpraHn3aLUnm 1 KOHTpareHTamu

Mo6UNbHOCTb

BO3MOXHOCTb paboThbl «Ha XO4y» — MOBWUSIbHbIE
npunoxenus ansa I0S n Android

HacTpolku ceblnku

LLInpokne KOHMUTYpUpyeMble BO3MOXHOCTI Mpu
hopMupoBaHmMe CCbinkn Ha dain/nanky(ny6anyHas
ccblfika, ceblfika ¢ MHoMm, pa3oBas ccebinka v T.4.)

Paboyee NpoOCTPaHCTBO

BO3MOXXHOCTb CO3aHUA COBMECTHOIO pa60qero
MPOCTPaHCTBa ANA peann3dauni NpoeKkToB

COBMECTHOE peflakTupoBaHue

OAHOBpPeMeHHas OHNalH paboTa nofib3oBaTesien ¢
[OKYMeHTaMu TabnnuamMu npeseHTaumuamm
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Mopaepaumsa GannoBoro obMeHa

KoHTponupyeMbI [JOBEPEHHbIN MPOLEecC
$annoBoro 06MeHa C KOHTpareHTamu

[ByxdaKTOpHas ayTeHTUPUKaUMS

BO3MOXXHOCTb MHTErpaLmmM ¢ Sms NpoBanaepom
[ns1 obecrneyeHns BTOPoOro daktopa
ayTeHTudmKaLmm

PoneBaa moZenb foctyna

Ha6op wabnoHOB rOTOBbIX pofieit, C
BO3MOXHOCTbIO CO3J1aHNs HOBbIX B
COOTBETCTBUM C MaTpPULIEN AOCTYNa.

benble 1 YepHble CNUCKN

BO3MOXXHOCTb OrpaHnMyeHnsa 4ocTtyna Ha ypoBHe P 1
NoACeTeN, NOYTOBbIM AOMEHAM

AyounTt

JlornpoBaHue Bcex AeNCTBUIM NOMb30BaTesNeN U
aAMVHUCTPaTOPOB

NHTerpaunsa c C3U

MFlash nHTerpupyetcsi ¢ aHTMBMpYyCcamu,
necoyHuuamm, DLP, ana noBblweHms
3aLUMLLEHHOCTN OT BHELLHWX Y BHYTPEHHUX Yrpo3




Hnga noopasnenenHns AT

Hunakum TCO

’G MUHUManbHOE MUCTob30BaHWe pecypcoB T
noapasaeneHns Npy agMUHUCTPUPOBAHUN CUCTEMBI

[MbKas apxMTekTypa

CMbkas apxutekTypa cuctembl MFlash MoxeT 6bITb
pPa3BEPHYTO Kak BHYTPW CETEBOrO NepuMeTpa
opraHusaumm, Tak 1 B koprnopaTmeHoMm LIO/[e

KpoccnnaT@opMeHHOCTb

.{6' Bo3MOXHOCTb paboThbl kak B Windows, Tak 1 Linux
cpeae

VHTerpaung c AD

pynnoBble MOANTWKK U LUMPOKME BO3MOXHOCTU MO
WHTErpaLum co cny>x60i KopnopaTUBHbIX
KaTanoros Active Directory

MyﬂbTI/Iﬂ?)bILlHOCTb

Moooep>ka TakuxX A3bIKOB Kak: PYCCKUA, HEMELKUI
N aHTAMACKNIA. [pyn HEOBXOAMMO CMUCOK S3bIKOB
MOXXET ObITb JIErKO AOMOJIHEH

KacToMusaumsa cucTembil

Kactomuzaums nnathopMbl COrnacHo
KOpnopaTUBHbLIM 6peHABYKY




NcnonbaytoT MFlash
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. ' M FLAS KopnopaTuBHbIA cepBMUC
I I A5 3alyueHHoro obMeHa aaHHbIMK

Cnacumbo 3a BHMUMaHue!

Q. +7(499) 500-9-499 @& www.mflash.ru office@msoftgroup.ru




