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TecTbl Ha NPOHUKHOBEHKE

87% 1

Heaoens
Mepumetp 87% 61% moxeTt Banom Hencrteuga
KOpNopaTUBHbIX B3riomMaTb NBC komMnaHun NeHTeCTepoB
INOKanbHbIX CETEN HE HeKkBanupuumpo- 3aHUMaeT oOHapyxuBarTcH
OCTaHaBrnmBaeT BaHHbLIN XaKep 3-5 gHel TONbKoO B 2% TECTOB
NPOHMKHOBEHWE Ha NPOHUKHOBEHMNE
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OpaHa uenb — MHOXEeCTBO CUCTEM — ofHa nnaTtdopma
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JKkcnepTusa
MaxPatrol
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[lepeocMmbicneHne
SIEM




[Touemy MaxPatrol SIEM aBnaetcsa apyrum pelueHnem?

MaxPatrol
[louemy mbl cmpoum SIEM?

4mo-mo coscem Oopya0e? SIEM

Hopmanunsauma&
Koppenauusa

‘ Log Management

Cbipble cobbiTuA
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Knaccu4yeckun SIEM: cobbiTna ¢ pasHbiX UICTOYHMUKOB
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Knaccunyeckun SIEM(pasButue). cobbiTUA + KOHTEKCT

PaclumMpeHHbI KOHTEKCT

JJONONHUTENBHO K PYHKLUM HOPMaNU3aumu
N KoppenAauum cobbitMii Ha noTtoke SIEM
onepupyetr WHPOPMAUUEN U3  BHELUHMUX
cuctem cbopa KOHPuUrypaumm, aHaamn3a
yassumocTter, white/black cnuckos 1
BbiNnoNHAET 6onee ryboKyl aHaA/IMTUKRY —
Tem cambim obecneuymBaetr 6onee TOYHYIO
npuopuTe3aumio  UHUMAEHTOB, MOHWUXKAET
ypoBeHb false-no3ntmBoB U1 no3BonAaer
BbINONHATb 6onee rnyboKyo aHANNTUKY

UHPpacTpyKTypa
npeanpuATUA

CobbiTna KoHTeKcTHble AaHHble
OnepaunoHHbIe CUCTEMDI
MNpunoxeHua
YcTponcTea
ba3bl 4aHHbIX

Pe3ynbTaTbl CKAHUPOBAHMS

Monb3oBaTenbckan MHB-A

NHbopmauma no akTnesam
Ba3a 3HaHuM

Koppenauymna
Nornyeckme npasuna
Arperauus

C6op AaHHbIX
Hopmanusayma

AHanuns, OTY4eTHOCTb
MOHUTOPUHT
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JKcnepTmnaa, Kotopada gormKkHa pabotatb U3 KOpobku!

= He 3aBucur YyutbiBaeT
=© OT UCTOYHMKOB MHpPaACTPYKTYpPY

~OSITIVE TECHNOLOGIES ptsecurity.com



Cbop cobbITUK
n 0bpaboTKa




"

N

N

- = . A
& O <

.

~OSITIVE TECHNOLOGIES ptsecurity.com



SSH
B Telnet A
" &b
Windows Linux
Syslog vODBC 4 OPsEC
stfuan]n, ﬁj S =
clsco Business Check Point
applications '

Npumep:

Type: ODBC Oracle
Port: 1521

Instance: ORCL
Query:
select
id, date, user, action, host
from (select ....
where
action = “denied”
order by ...

Interval: 1000
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Taxonomy and normalization unification

CoTHUM He 3aBucAWMX Apyr ot gpyra noaen VS 70 cTpyKTyprpOBaHHbIX
06BbEKTHO-OpPNEHTMPOBaHHbIX Nonen B MaxPatrol SIEM!
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MeTamopanenb akTuBa
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YnpaBneHne aktmBamm

12

0@ OPTAHU3ALUUOHHAA 0@ TEPPUTOPUAJIbHAA 0@ ®YHKUNOHAJIbHAA

ASSET#2 ASSET#3
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YXe cerogHs —
MOAernbHblIe Koppenauum

ptsecurity.com
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MopgenbHbie Koppensaunm 13

Knaccunyeckumn MaxPatrol
e query Q(ip, port) from endpoints SIEM SIEM
. Group = "DMZ" and Endpoints(Address=ip
and Port = port and Status = "Open"
g pen’) TCP Ports

| Hardware Soft
ILOG1 Configs

e event E
: key: dst.ip

filter object = "attack" and
category = I.DS/ IPS" and Cobirmus NaHbie
query.Q(dst.ip, dst.port) aKTVBa

0 rule DMZ host attack: Event.E[5] within 1 day

KoppensauyuoHHbie
npasuna
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[Tpumep moaensHon Koppenaumnm Ne1 14

A+B+C=Incident

IDS attack TCP port Vulnerability.

Status: detected Status: open E Status: found

V' Traffic
w COPY

MaxPatrol VM MaxPatrol SIEM
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[Tpumep moaensHon Koppenaumnm Ne2
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Event

A + event =Incident
Event

MaxPatrol SIEM

Remote Remote
access access
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[Tpumep moaensHoun Koppenaumnm Ne3

VIP President
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Events

A + event = Incident
——— B + event = Incident

Antivirus Security Center MaxPatrol SIEM
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Administrator IT

3

-

~OSITIVE TECHNOLOGIES ptsecurity.com



Tononornst — 4OCTUXUMOCTb — BEKTOPA artak

AKTHBBI ~

Cnucok | Tomomorua

[pynnkl aKTMBOB

~ BmPTLAB

~ I Network Devices
~ I Cisco
Q, Cisco ACS
Q, Cisco 108
Q, Cisco ASA
~ I Check Point
Q, Check Point
~ B Unix
Q, Unix
~ B Windows
Q, Windows
Q Unmanaged hosts

Ht

PTLAB =

-

10.125.3.10 {(WIN-ADMIN-01)

10.125.3.0/24

10.125.1.4/30

10.125.1.16/30

- Pabouan ctaHums : 10.125.3.10 (WL...

CeoiicTea
10.125!4.0/24

HassaHue
Tun anemeHTa

Hma
@ NetBIOS

oC
10.125.10.4 () é:pmr o

10.125.1.12/30

G2

10.125.10,1 () 10.125.1.48/28

WHTEppelicel

10.125.3.10 (WIN-ADMIN-01)
Paboyan cTaHumua
WIN-ADMIN-01
WIN-ADMIN-01

Windows 8.1 Pro 9600
6.3.9600

g=

10.125.1.52 ()

AX

2034

~OSITIVE TECHNOLOGIES

ptsecurity.com



MaxPatrol SIEM. ApxutekTtypa
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KOMMOHEHTHI
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[Tnatdopma MaxPatrol: Apxutektypa
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