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Active Directory xpaHuT
KN4M OT Ballero LapcrTea

* Bca ayteHTudukauma, sce naponu

* [lpaBa gocTtyna Ko BCeM akTMBam

» CnoxHas, MeHaLWasca apxutekTypa, KoTopas
MMeeT CBONCTBO BbIXOANTb N3-Mo4, KOHTpONS
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«K npumepy, no utoram NeHTecTa B 04HON KOMMNAHUN Mbl NMPULLINA K BbIBOAY, YTO:

*  BCe OOCTYMHble MalLnHbl B AoMeHe bbinn He Huxe Windows10/Windows Server2016,

*  Ha HMX CTOSASIM BCE caMble CBeXMEe naTyu

*  CeTb PErynsapHoO ckaHMpoBanacb, MalUNHbl Xapauuch.

* Bce nonb3oBaTenu cuaenu Yepes ToKeHbl U He 3Hann cBon «20-CUMBOSIbHbLIE MAPONY.

Bpoae Bce xopoluo, HO npoTokor IPv6 He Gbin OTKITHOYEH.
Cxema 3axBaTa fJOMEHa Bbirnsaena tak: mitm6 -> ntimrelay -> ataka 4yepes genermpoBaHue ->
MONyYeH XeLl Napors NoKanbHOro agMMHUCTPAToOpa -> NOoNyYeH Xell Napons agMUHUCTpaTopa

JOMeHa.

K coxanenuio, Takue nonynsipHole ceptudukaumu, kKak OSCP, GPEN unu CEH, He yyaT npoBefeHuio
TeCTUpoBaHUA Ha NpoHUKHOBeHUue Active Directory. »

https://habr.com/ru/company/jetinfosystems/blog/449278/
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https://habr.com/ru/company/jetinfosystems/blog/449278/

TuUNnYHLIN cueHapun aTakn ¢ ncnonb3osaHnem Active Directory

\
Bractb: 1. TMepBoHaYanbHOE NPOHUKHOBEHME Ha MaLLNHY
KoHTponnepel nonb3oBaTens (DULLIMHT, IKCNOWT B Gpay3epe,
OoMeHa PDF, Java, MS Officen .4.)

2. Pabouvas cTaHuusa B3nomaHa, panee
3/10YMBbILLSIEHHUK MOBbIWIAET NpUBMNErnA Ans
nonyyeHuns xawwa napons obbIYHOro Nosib3oBaTens,
Tnketa Kerberos, napona Windows-cepsuca u 1.0.

3. 310oyMbILLNEHHMK UCNOMNb3YEeT 3TOT akKayHT AJis
natepasnbHOro ABUXeHns

4. 3n0YMbIWEHHUK HAXOANT NPUBUITETMPOBAHHbIN
aKKayHT Ha pabouel cTaHuMmu unu cepeepe (B
naeane, aAMMHUCTPATOP AOMEHA)

\
HOoctyn: 5. Loy HaunHaeTcs!
Monb3oBatenu un ‘ ' ’
XOCTbl

\ J ©Otenable

3noymbiwneHHuk = Yenosek unm BIMNO




NToro: npobnembl 6e3onacHoctu AD

1. Active Directory cnuwkom 6onbLasn un cnoxHas. NocTosHHbIE n3mMeHeHna. Het
NOHMMAaHUSA, YTO U NOYEMY MPOUCXOANT C AoMeHamu nnu necom AD

2. Hert HaBbIKOB, OMbiTa U BPpEMEHU ANS BbIABMEHUS YIPO3 1 OWMOOK KOHGUrypaumm Active
Directory

3. Aneptbl ¢ DC 1 Win-mawwuH 3axnamnstot SIEM, npuBogAaT K IOXHbIM cpabaTbiBaHNAM U
CUHOPOMY «MarnbymKa, KOTOpbIA Kpuyasn o BosIKax»

4. BaxHocTb 3awmTbl AD urHopupyetca unu genpuoputusnpyrotca UT / busHecom

5. C3W, ncnonblyembie onsa MoHUTOpUHra AD, He OOBbACHSAIOT, YTO He TaK U HE MoMOoratoT
YyCTpaHATb Npobnemsl

6. Bpoae nokynaem v nokynaem HOBble NPOAYKTbl, HO MEHTECTEPbI BCE PaBHO
B3/1aMbIBaOT HAC



tel‘lab|e 3awmTa Active Directory c

nomouwbto Tenable.ad
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MpepbiBaHue 6oMbLIMHCTBA aTak 3a OcHoBaHa npu3HaHHbIMK BHegpeHusa B 15 cTpaHaX,
cyeT 6noKnpoBaHnNs natepanbHOro cneuuanuctamu IR, cosparensamm 3atmTa 100+ 30KA34YMKOB C
JBUXEeHUs ytunutbl Bloodhound p 4AM+ AKKAYHTOMM
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BbIABJIEHWE U YCTPAHEHUE
CITABbIX MECT

| BbIABJIEHUE HOBbIX
BAL“-MTA TPAEKTOPUN ATAK

ACTIVE DIRECTORY

N TIPENOTBPALLERVIE BbIABIEHME TEKYLUMX ATAK B
TPAEKTOPU ATAKU PEAINbHOM BPEMEHM

PACCINEOOBAHUA N XAHTUHI
3A YIT'PO3AMA
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*  BbigBneHune owmnboK N pUCKOBAHHbIX
KoHurypaumn Active Directory

*  WpeHTudukauma onacHblx JOBEPUTESbHbIX
OTHOLLUEHUN

* [leTeKT Kaxaoro BaxHoro nameHenuma s AD

* BbligaBneHue cBasen mexny nameHeHnamm AD un
BPEOOHOCHBbIMU AENCTBUAMMN

* BbigBneHue n getanbHbin aHanu3 atak Ha AD

* ConocTtaBneHue ¢ uHgnkatopamum MITRE
ATT&CK npsamMo B onMcaHum MHUMOEHTOB

BE3 ATEHTOB BE3 NMPUBENEMNNA ON-PREM UINA CLOUD PE3YIIbTAT CPA3Y



[Mpobnembl ¢ KoHpUrypaumen AD, koTopble BbiBNSET Tenable.ad

3Hau

(C) Privileged accounts running Kerberos services
(C) Dangerous Kerberos delegation

(C) Use of weak cryptography algorithms into Active
Directory PKI

(C) Dangerous access rights delegation on critical
objects

(U) (M) Multiple issues in the password policy

(C) Dangerous RODC management accounts

(C) Sensitive GPO linked to critical objects

(U) Administrative accounts allowed to connect to other
systems than the Domain Controllers

(C) Dangerous trust relationship

(C) Reversible passwords in GPO

(M) Computers running an obsolete OS

(U) (M) Accounts using a pre-Windows 2000
compatible access control

(U) Local administrative account management

(U) Dangerous anonymous users configuration

(C) Abnormal RODC filtered attributes

(U) Lacking restriction on lateral movements attack
scenario

(M) Clear-text password stored in DC shares

(C) Dangerous access control rights on logon scripts
(C) Dangerous parameters are used in GPO

(V) Dangerous parameters defined in the User Account
Control configuration

(M) Lacking application of security patches

(V) Brute force attempt on user accounts

(U) Kerberos configuration on user account

(M) Abnormal share or file stored on the DC

€HUA TUNOB WHAMKATOPOB B Ha3BaHUAX MHAWKATOPOB
U = User, nonb3osarens
M = Machine, mawuHa
C = Security Component, komnoHeHT 6e3onacHocT

©ONOT AWM R

(C) Ensure SDProp consistency

(U) (M) User primary group ID

(C) Verify root domain object permissions

(C) Verify sensitive GPO objects and files permissions
(C) Dangerous access rights on RODC KDC account
(U) (M) Sensitive certificates mapped to user accounts
(U) Rogue Krbtgt SPN set on regular account

(C) KDC password last change

(U) (M) Accounts having a dangerous SID History
attribute

(M) Rogue domain controllers

(C) lllegitimate Bitlocker key access control

(C) Abnormal entries in the Schema security descriptor
(U) DSRM account activated

(C) Dangerous caching policy on RODC

(C) Certificate deployed by GPO applied on DC

(U) Authentication hash not renewed when using
smartcard

(U) Reversible passwords for User accounts

(C) Use of explicit denied access on containers

©oNO O ALNE

(U) (M) Native administrative group members

(U) Accounts with never expiring passwords

(U) Recent use of the default administrator account
(C) Protected Users group not created or not used

(C) Presence of blocking OU

(M) Inappropriate number of Domain Controllers

(C) Unlinked, disabled or orphan GPO

(U) (M) Sleeping accounts

(U) (M) AdminCount attribute set on standard users
(U) (M) Disabled accounts in privileged groups

(C) Domains have an outdated functional level

(C) Domain using a dangerous backward-compatibility
configuration

(V) Lacking the use of Managed Service Accounts

(C) Lacking the use of Advanced Audit Policy

(C) Lack of Active Directory backups

(U) (M) Regular users can add new computers into AD
domain

(C) Active Directory event logs not centralized

(U) (M) Account naming convention not fully respected
(C) Use of non-canonical ACE




HenonHbin cnncok BIO n atak, oT KoTopbIX 3awmuaeTt Tenable.ad
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Kerberom

Nishang

ANSSI-ADCP
BloodHound

Patator

Impacket
CrackMapExec

Kekeo

SMB Password crawler

. Metasploit

. Mimikatz (DCShadow)
. SMBSpider

. Responder

14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

Mimikatz (LSADump)
Mimikatz (Silver Ticket)
Mimikatz (Golden Ticket)
Mimikatz (DCSync)

DeathStar

Mimikatz (Token Impersonate)
GPOlnjection

Enum

Empire

Password Spraying

Otenable



Apxutektypa Tenable.ad

HaTtuBHble nHTepdenicol LDAP,
Kerberos, SMB/CIFS, DNS,
NETBIOS, DSRU RPC, AD GC Web Portal] ==
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AD domains Intemal customer Tenab'e ad o Blue team & threat hunter

to monitor network
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Customer
on-premise site



SANOFI vz Lagardere

«Mebl He Tonbko BHegpunn Tenable.ad 3a oguH AeHb, HO U
obecneunnu apHeKTUBHbBIN MOHUTOPUHT 6e30NacHOCTU
UHOMBUAYaNbHbIX UH(PPACTPYKTYpP, HE BIIUAS Ha Harpy3ky

« Pa3BepHyB Tena ble ad no crneumanucToB no 6e3onacHoOCTU»

~ Lagardere, 30.000 coTpyaHukos, 40 cTpaH
BCEN KOMIMaHNK, Mbl NOJTYHUIIN

BaXXHeWULLY MHdopmMaLuio o
HaLLUNX PUCKaX» «PeleHne Tenable.ad n3basuno Hac ot

onaceHun no-nosoay 6esonacHoctn Active

Directory, 1 Mbl CMOFNM COCPEAOTOMUTLCSA Ha
350K+ 35+ 85+

NHTerpauum HoBoro 6usHeca»
AKKAYHTOB CTPAH CANTOB VI N : I {f
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Cnacubo!
3akaxuTte TectupoBaHme Tenable.ad

sales@tiger-optics.ru
https://www.tiger-optics.ru/get-demo/tenable-ad/



