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[MnaH npe3eHTauun
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[Moyemy BaxxeH MOHUTOPUHT UB cuctem SAP: uHpopmauus

Cuctema SAP coaepXUT MHTEPECYIOLLYIO 3ITOyMbILLNIEHHUKA MHG)OpMaUNIO,
Hanpumep:

dunHaHcoBble AaHHble, duHaHcoBoe nnaHupoBaHue (FI)
NHdopmaumsa o coTpygHukax, ux nepcoHarnbHble gaHHble (HR)
NHdopmauusa o npoaykrax (PLM)

NHdopmaums o noctaBwmkax n teHgepax (SRM)

NHdopmaunsa o knneHtax (CRM)
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Moyemy BaxkeH MOHUTOPUHT UB cuctem SAP: ocobeHHOCTH

OcobeHHocTn cuctem SAP:
= Kactomusaums — HeT 2-X oanHakoBbiX SAP cuctem

» CroOXHOCTb CUCTEMbI OTpULIATESIbHO CKa3biBaeTCsA Ha ee 6e30nacHOCTMW.
SAP cnoxHble pacnpeneneHHblie cuctemMbl, Bknovarwme B cebsa b/,
cepBepa NMpuUnoXXeHumn, pasnyHblie TUMbl KNUEHTOB. B cTaHgapTHbLIX
HacTpomnkax bonee 1000 napameTpoB

» BbICOKMM pUCK — NepepbiB B paboTe NpMBOAUT K Cepbe3HbIM (OMHAHCOBLIM
notepsm. ObHoBneHuns MO cBA3aHO C BLICOKUM pUCKOM. [1oaToMy ya3BUMbIE
CUCTEMbI UCMOSTb3YIOTCA Ha NPOTSXXEHUN MHOTUX JET
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[Moyemy BaxkeH MOHUTOPUHTI B cuctem SAP: yazBumocTu

[TpMepbl y93BUMOCTEMN:

= 3aronoBkn HTTP n coobuieHns 06 owmbkax no3BonsoT Nony4YnTs MHOOpPMaLUo O
KOHQourypauum SAP Web cepsepa

= 3anyck cnyxobl SAP Web cepBepa He TpebyeT ayTeHTudmkaumm

» Cnyxb6a SOAP RFC nossosnseT BbI3blBaTb PYHKUMOHANbHble Mogynu ABAP
»  Pexum oTnagkum no3sBonseT MaHMnynmpoBaTb AaHHbIMKU 6e3 ayTeHTudukaumm
= Artaku ncnonb3ytowne Brute Force ans nogdopa napons

» WameHeHune NO/Ponen nocpeacTtsom TpaHcnopTa

= BbinonHeHne komaHg OC

» Snifffing (nepexsar) y4eTHbIX 3annucen n naponen

»  Yassumoctn SAP Gateway - HeOrpaHU4YeHHbIN JOCTYMN K CUCTEME
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NMNoyemy BaxkxeH MoHuUTOpUHI UB cuctem SAP: Security Notes

Number of SAP® Security Nofes per Year

o)

675 @

450

225

2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012

KonunyectBo SAP Security Notes cyLiecTBeHHO yBENNYUIOCh 3a nocneaHue 3 roga

AuanorHayka 7



MNouyemy BaxxeH MoHuUTOpUHIr UB cuctem SAP: SAP tools

SAP® tools obxopaT cpeacrtsa 6esonacHoctn SAP®

x
SAP® a SAP® Solution Manager
9 SAP® GRC
g SAP® IDM
o 7
s 1
®
)
s s O] .
- m °
3 5 ERENL
o Q)
< <
(7]

0OS Commands

Debugging Transports
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O630p peweHus agileSl: nopaepxmBaemblie nnatopmbl

CepTndurumpoBaHHOE pelleHne ans MoHuTopuHra SAP

ABAP Systems in Mainstream Maint. (Basis 7.x)

e SAP Netweaver 7.0 EHP 1
« SAP Netweaver 7.3
« SAP ERP 6.0

« SAPCRMG6.0, 7.0 ® T
« SAPCRMG6.0, 7.0

Integration with SAP Applications
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O630p pewweHus agileS|

/AI'EHTbI

Hactpoiika

MnaHupoBaHWe paboTbl

.
>

LleHTp ynpaBneHuAa areHTamu

YnpaBneHune areHTamu
MNpeobpasoBaHne ¢opmaToB COObITUM

NHTepdenc WebDynPro

o

AN

BHelLHAA aHaIMTUYECKaAa YacTb Ha 6a3e SIEM \

NHdopMaLMOHHbIe NAaHeNn, OTYETbI, YBELOMAEHMUA

Koppenaums u aHanus cobbituii 6e3onacHoCcTH

\ ArcSight<st

An HP Company

AN

AuanOrHayka



O630p pewweHus agileS|

WHTerpauuna SAP-SIEM
ABTOMaTM3aLMA

Security
Devices

Email/Web
Gateways

HenpepbiBHOCTb Network

MoHwuTopuHr BCEX cuctem Devices

LleHTpanusosaHHoe

ynpasseHue /\

Application
Run-time

Identity
Mgmt.
Systems

Physical

Databases

= - - - ~ Access

I MCTOYHMKM AaHHbIX SAP I Endpoints

I Security Audit Log I Servers

I System Log | e R == -

I System Parameters | | AHanutuKka 6esonacHoctu SAP I

[ Tables | I MCMNob3yerT: |

| Transport Log I *  DSAG Audit Guidelines |

I Gateway Config & Log I [ = SAP Security Recommendations I

[ Change Documents I I = SAP Pentesting Practises |

I Table Ch Logei [ I LLlabnoHbl 06paboTKK, NpeacTaBAEHNA U OTYETHOCTU |
able Change Logging

[ Access Control | [ KaTteropusaums SAP cobbiTuin B SIEM I

: Security Notes : I OTCNeXKMBaHUE KPUTUYECKMX NAapameTpoB, NPaBua U COBbITUI :

{
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O630p peweHunsa agileSl: npumepbl UCNONMbL30BaHUSA

NcTouHuK CobbiTns/faHHble Mpumepbl ncnonb3oBaHUA
Security Audit Log CobbITnsa 6esonacHocTn SAP cuctem * [onbITkn Nnoabopa naponst  * IameHeHnsa napons
» Co3gaHue * 3anyck oT4eTOB
lynaneHne/bnoknposka
nonb3oBarens
System Log CuctemHbIn xypHan SAP , owmnbku, * Pexxum oTnagku * [lonb3oBaTernb BbIKOYaeT
security, cobbITnua 6e3onacHocCTy. .. * icnonHeHne komaHg OC Table logging
System Parameters  KoHdurypaums SAP * Password policy * SAP Gateway
* SNC encryption status
Tables HaHHble B Tables * Hactponkn Cuctembl 1 « Single Sign-On / Logon
KnueHTa Tickets
* KoHdurypauma RFC * Jltobble gaHHble
Transport Log M3ameHeHus nocpeacTsom transports * lameHeHnsa ponewn

* Transports KpUTUYHbBIX OOBEKTOB, B HEOOLIYHOE BpEMS

Gateway Config & B3anmogencresune ¢ BHELLHUMU * MOHUTOPWHI BHELLHMX BbI3OBOB

Log nporpammamu

Change Documents WMN3meHeHus Business Objects » Ponu, npodounu, User master data

Table Change M3ameHeHus gaHHbIX XpaHUMbIX B * MoHuTOopuHr (master data)

Logging Tabnuuax

Access Control lMpoBepka kOMBMHaUMN OGBLEKTOB * [lapameTpbl Y4ETHLIX 3anncen, KOHPNMKTbI SoD
aBTOpM3aummn

Security Notes Cratyc SAP RSECNOTE » OTCcyTCTBYET peanuaaums Security notes
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O630p peweHusa agileSl: ucnonb3oBaHue DSAG

DSAG : 100+ npoBepok

PekomeHpauma DSAG MpumeHeHune agileSI

1. YnpasneHue [Joctynom, SoD KOH(ANKTbI agileSI nposepsier SAP_ALL asTopusaumo n gpyrme KOH(nnKTbI

2. MOHUTOPUHT CTaHAAPTHbBIX YYETHbIX 3anucen  agileS| npoBepseT cTaTyc BrIOKMPOBKM U aKTUBHOCTb CTAHOAPTHLIX YYETHbIX
SAP 3anucen

3. BbikntoyeHue / nsmeHeHne aBTopum3saumni agileSI koHTponupyeT TpaH3akuuun, Hanpumep, SU24, SU25, SU26, SM01 n
AUTH_SWITCH_OBJECTS n napameTtp auth/object_disabling_active
OTBEYaKLLMIA 3a UBMEHEHUS U BbIKIMOYEHMN NPOBEPOK aBTOPM3aLUN Ha
rnobanbHOM ypoBHe

4. Security Audit Log akTMBmpoBaH? agileS| nposepseT HacTponkn Security Audit Log, Takme Kak ctatyc
aKTMBaLuMm, KOHUrypauuio nocpeacTsom KoHTponsa Table data u Table
Change Logging

5. N3ameHeHnsi cuctemMbl 1 KnMeHTa agileS| oTcnexvBaeT M3MeHeHus

6. MoHuTOopuHr Transport Management System  agileSI kOHTponupyeT transport imports 4ns KPUTUYHBLIX O6BEKTOB, UMMNOPT B
Heobbl4YHOE Bpemsi, U STMS napameTpsbl, Takne kak RECCLIENT w
VERS_AT_IMPORT B TMSPCONF

7. Table Change Logging YcTaHoBKKM cucteMHbIX napameTpos rec/client anga Table Change Logging
KOHTPONMPYOTCS
8. PC Download KoHTponupyeT BbIrpy3Ky AaHHbIX n3 SAP
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O630p peweHunsa agileSl: MOHUTOPUHTI TPaH3aKUUN

MOHUTOPUHT TpaH3aKLUUN U BbISBNEHNE MOLUEHHNYECTBA, NPUMEPDI:

= OnnaTta cyeTta 6e3 permcrTpaunm 3asBkM Ha 3aKyrkKy

= PasHuua B CymMax B 3aKase M cyeTe Npu 0gMHaKOBOM nepevHe
TOBapoB/ycnyr

. nOﬂyLIeHVIe W onnara c4yeTa 40 NoCTyrnJjieHNnAa ToBapoB

»  KOHTPOSib KPUTUYHBIX onepauun (npumep, 3010Tble n3genus)

AuanOrHayka
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O630p peweHusn agileSl: yctaHoBKa

@ Morvtormg seauty of 548 Landscape.

(e CrexalEve
HRAATAYRIIIIREY
»

gﬁn HPF Compa
|
S T
stans ey (SaPiandscaoe. 546 vakeiPronty [Masavun Prorty Qost 0. |
@ vervioseve.. | P00, e whostn. | 0 4
@ vervmon seve. im0 ®
@ vevron s 0, w00

agille Sk

applied ERP security

(57 DapeyiChange | [Ba Logout |
Display bode.

System Landscape. )

Define your System Landscape.
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O630p peweHus agileSl: yctaHoBKa

[NocnepnoBaTenbHOCTb AEUCTBUNA:
mnopt Agents and Core B SAP (MUHYTHI)
mnopt mogynsa SIEM (MUHYTBI)
CospgaHue yyeTHbIx 3anucen gnga agileSI™ (MUHYTbI)
KoHdurypaumsa SAP MOHUTOPUHra (4achbl)
KactomMunsauus aKkCTpakTopoB U COAEPXKUMOTO
MOHWUTOPUHra (gHw)

akwhpE

applied ERP security

Home, Systemlandscape, Services, Tools,
System Landscape

System Information

[ [] New Entry
SAP System ID: * |:|

RFC Destination Name: * | 7

Copy from SID: (] save |
View: | [Standard View] | [ Print Wersion |[ Export « |[ & _System Connection Test || Delete row |
SAP System RFC Destination PING
| a3 AT3 oo
| es0 E60 oca
| T HWT oca
| soL s0L ooa

WebDynPro ABAP
Frontend

AuanOrHayka
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O630p peweHusn agileSl: yctaHoBKa

YnpaBneHue aKcTpakTopamu

OnpepensieM 3KCTPaAKTOPbI OnpepensieM MHTEpBaJibl

AuanOrHayka

View: | [Standard View | [ Print Version |[ Export 4 || [, O=lete row |[ @ Deploy al |[ [f] Extractor Details || (3] Deployment Status Details || &5 Refresh | |

SAP mrstem/{’ﬂtracmr Type \ | Active /]' hter\r.& | Start Date | Start Time | End Date | Status Deployment ||:|
t Table 01 :00:00 0 00:00 oCa
BE Security Audit Log 00:10:00 00:00:00 ooa
BE System Log 00:10:00 00:00:00 o3
BE Profile Parameters 05:00:00 00:00:00 ooa
|- Gateway Log 01:00:00 000 00:00 ooa
|- Table Change Logging 01:00:00 00:00:00 oA
e Access Control List 01:00:00 00:00:00 oA
BE Change Documents 01:00:00 00:00:00 oA

E
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O630p peweHusn agileSl: yctaHoBKa

KacTtoMusaumsa sKCTpaKToOpoB

MoanepXxka perynsipHbiX Bblpa)KeHWI

Service Management @.’e Exlrac@

Service Detail

[ & Back || [7] create New Selection |

SystemD (SD) = |

Copy from SID:
Selection D: | | [ Copy as New Selection |
Use Case: [ |

Table Name: *  [USR02 | [ Get table field names |

| Fields for Selection

[MaNDT ( ~ | [Equal To (= Low) - |[100 ) i |

BNAME —~=dlnia = I |

[UFLAG ~|[nia || I |

[x][na || Il |

GLTGE =lnia ~|| I |

usTYR Dﬂfa ]l |l |

- s | I |

UFLAG n/a - Il |

ACCNT nia - Il |

ANAME n/a ]l |l | (& save |

ERDAT

TRODAT - - -

|:| v| | Print Wersion || Export « ||—ﬂ' Delete Selection ||:E. Delete row
L] |
SystemD (SD) | Table Name | Selection D | Field Name | Use Case | Select Option | Value (ow, from) | Value (high, to) [+]

:| * Tooo 051MaWD07k2zh)3...| MANDT TCUBE 3121
:| * Tooo 051MaWD07k2zh)3... MTEXT TCUBE 3121
:| * Tooo 051MaWl07k2zh)3... CCCATEGORY TCUBE 3121 EQ P
:| * Tooo 051MaWD07k2zhJ3...| CCCORACTIV TCUBE 3121 EQ 2
—| * Tooo 051MaWD07k2zh)3...| MANDT TCUBE 3122

AuanOrHayka




O630p peweHusn agileSl: yctaHoBKa

KacTtoMusaumsa sKCTpaKToOpoB

Bbibop 13 1800 napameTpos

Service Hanﬂgemen@m Log Eﬂ@
Service Detail
| e- Back || D Mew Entry |
System ID (SID): ]
Copy from SID: Search Mes=age Area E m
| = Hide Search Criteria
Message Area and Name: || 7 | |[[E] save | AREA: [LC
SUBID: |
| Start Search || Reset |
Available Area
View: |[Standard View] ~| [ Print Version |[ Export « |[ [ Delete row |
| Meszage Area | Message Name | TXT Logical command "&A" executed for ~> E
Al 1
| Al 2 Logo :‘ LC 2 &C when executing external comma... L |
| Al 3 Trang :I LC 3 &B when executing external progra...
| Av 4 Start|| e 4 8B when calling internal RFC on &A i___
| Al 5 RFC/
A 6 RFC/
| Al 7 User &4 Created
| Al o User &4 Deleted
| Al 9 User &4 Locked
| Al A User &4 Unlocked [=]

AuanOrHayka



O630p peweHusn agileSl: yctaHoBKa

KacTtoMusaumsa sKCTpaKToOpoB
Bbibop 13 1000+ napameTpoB

Service Management < Profile Parameter Extractor >
Service Detail
| (}u Back || D New Entry |

System ID (SID): ]

Search Profile Parameter E m

| = Hide Search Criteria

Parameter Name: |login/ |

| Start Search || Resst |

Copy from SID:
Available Parameters |
Profile Parameter Name: || &) | Parameter Name ]
login/dizable_passzword_logon
legin/failed_user_auto_unlock
legin/fails_to_session_end
View: | [Standard View] v| | Print Version || Export 4 |E Delete row login/fails_to_user_lock

‘ Profile Parameter Name
DIR_&uDm
FM_AUDT

loginfizolate_rfc_swstem_callz

legin/min_password_diff

legin/min_password_digits
auth/checkicalitransaction

auth/new_buffering , ,
login/min_password_Ing
auth/no_check_in_some_cases N e

auth/object_disabling_active
authirfc_authority_check —
auth/system_access_check_off . Cancel
authftcodes_not_checked

csilSAPcsa_lin |E|

AuanOrHayka



O630p peweHus agileSl: nogaepxka SIEM

splunk> Labs’

ArcSight<t

An HP Compan;

— —
o —

LogRythm logpoint
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O630p pewweHuns agileS|

An HP Company

ArcSight<t

[T

ey T — i

Sl

ppied AP secunty
Authentication and Logons
Special Accounts - Users that are not Assigned to a User Group (1441)

Number of users per system that are not assigned to a user group for

user administration.

5] Detect Atacka Overv |
nabled o Prodhctie Sy

fusa e 0 .

Event Priorities n Landscape

[ e

Py Tetsl (Total Logends )

SEINES

1159

1L
i

He

NE Ut R Lk i Cht 150 A B Psaserd ks WAT

- Failed Logins E

o
SE Logon Fates (Rezscas 1, Tipan

>
niv Lonm«mim, Trex

@ —

CASO1  LogoaFates Reasons 1, Tpas A}

T SLEALSI0 B o 5 s oo e Lo

n e
e = A‘-“—\ I
g g g g . ——
- —= == i HBAAD SN0 Ixen BEAAZAVABI IR0 s
. . . . . e ey g System Integrity Violations Overview
e Lot System D # Viiations (Tota Leoands 5)
s g = s [ ) )
Lo 24 System Health B
- =10 6
Bt 6

@ Debogoing enabied

@ Recordiag Disabled

e Tee e < VAV iEasa -3 A T Lea

@ oebugging enabled

Enabled on Productive Systems
Status d p

(A73, 001, SAP-SYSTEM07_A73_00, 31.01.2012) 1)

Suspicious Events
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O630p pewweHuns agileS|

Yiewer g2 x
Connector Connection and Cache Status User Status 52| Database Performance Stal S Events Last Hour
(7] SAP Seaurity Events Visual Analytics () SAP Landscape Critical Events h - Drild &) sAP seaurity Events Detai by SAP System - Drildown [22) SAP Security Global Overview
Critical Events related to SAP Application Server Critical Events related to SAP Infrastructure
Priority  |End Time |EventName Target Address | Target Host Nam| Priority | End Time |EventName Target Address | Target Hd
@B 4 U 2013 17:08:44 MESZ Windows Account Created and Deleted within 1... | 10.0.112.215 | SPAP1.arcnet.cq| GEEMD| 4 Jul 2013 17: 18:48 MESZ Probable Successful Attack - Probable Redirect Attack
S5 )| 434 2013 16:48:40 MESZ agieSI - Changes to critical data detected G| < u 2013 17:18:35 MESZ Probable Successful Attack - Probable Redirect Attack
S| 43ul 2013 16:48:40 MESZ agieSI - Changes to critical data detected S )| 43ul 2013 17:16:21 MESZ agieS! - Login to SAP System from non-internal Networkz... | 10.0.112.206 APPOPA
G| < Ju 2013 16:48:40 MESZ agieSI - Changes to critical data d d CS5_ )| 434 2013 17:12:53 MESZ agieSI - Login to SAP System from non-internal rk 10.0.112.206 APPOPA
CS_ )| 4ul 2013 16:33:40 MESZ agileSI - Changes to critical data detected @8/ 4ul 2013 17:05:50 MESZ agieS! - Faied Login to SAP System from non-internal Net... | 10.0,112.206 APPOPA
(5| 434 2013 16:33:40MESZ | agileSI - Changes to critical data o d S| 4 01317:01:30MESZ | C - Attempt 10.0.112.206
G | < Jul 2013 16:33:40 MESZ agileSI - Changes to critical data detected G| < Jul 2013 16:58:32 MESZ Probable Successful Attack - Probable Redirect Attack
CS_ )| 434 2013 17:06:20 MESZ From cked Target 10.0.112.215 G| < JJ 2013 16:48:06 MESZ Attack From Suspicious Source
EEED)| 43ul 2013 17:06: 13 MESZ Windows Account Created and Deleted within 1... | 10.0.112.211 SPAP4.arcnet.cd| CT5_)| 4 Jul 2013 16:48:06 MESZ Compromise - Attempt
=8 )| 43J 2013 17:00:45 MESZ Attack from Source having History 8| 4Jul 2013 16:47:26 MESZ agieS! - Failed Login to SAP System from non-internal Net... | 10.0.112.206 APPOPA
C=_)| 44l 2013 17:00:45 MESZ Compromise - Attempt G| < Jul 2013 16:35:55 MESZ Probable ful Attack - Probable Redirect Attack
8| 43U 2013 16:33:55MESZ | agieSI - d activities of SAP standard u... @I 4 Jul 2013 16:35:42MESZ | Probable ful Attack - Probable Redirect Attack
G | 4 Jul 2013 16:33:55 MESZ agileSI - Unexpected activities of SAP standard u... CS_ )| 4u 2013 16:33:27 MESZ agileSI - Login to SAP System from non-internal Networkz... | 10.0.112.206 APPOPA
5| 434 2013 16:43:40 MESZ agileSI - Changes to aritical data d d 5| 424 2013 16:30:00 MESZ agieSI - Login to SAP System from non-internal i 10.0.112.206 APPOPA
G| < )ul 2013 16:43:40 MESZ agileSI - Changes to critical data detected @B 4)ul 2013 16:22:47 MESZ agileSI - Failed Login to SAP System from non-internal Net... | 10.0.112.206 | APPOPA
5| 42u 2013 16:41:40 MESZ agieSI - Changes to critical data d d 5| 434 2013 16:18:38 MESZ C - Attempt 10.0.112.206
S )| 4ul 2013 16:29:40 MESZ agileSI - Changes to critical data detected G < Ul 2013 16:15:39 MESZ Probable Successful Attack - Probable Redirect Attack
5| 43U 2013 16:27:41MESZ | agleSI - Changes to critical data d G| 4 Ul 2013 16:05:04 MESZ Attack From Source
)| 4u 2013 16:25:41 MESZ agileSI - Changes to critcal data detected )| 43ul 2013 16:05:04 MESZ Compromise - Attempt
5 )| 43U 2013 16:45:41MESZ | agileSI - Changes to critical data detected )| 42U 2013 16:04:24 MESZ agieSI - Failed Login to SAP System from non-internal Net... | 10.0.112.206 | APPOPA
< m o rl <[ . J »
6/14 10:56:03 - 7/4 17:09:15 (@lovizzv)B v |[6/7 9:56:27 - 7/4 17:19:12 [Slov)izzvll v
Critical Events related to SAP DB System Critical Events related to SAP Client
Priority | End Time |EventName Target Address | Target Host Nam| Priority | End Time |EventName Target Address | Target Hd
CS=_)| 41Ul 2013 17:15:26 MESZ Compromise - Attempt @EEED)| 2 3ul 2013 15:36:10 MESZ Brute Force Logins
B 4d 2013 17:13:40 MESZ Attack From Source 10.0.112.209 C = Brute Force Logins
B 4ul 2013 17:13:40 MESZ Attack from Source having R History | 10.0.112.209 [ = Brute Force Logins
5 )| 434 2013 17:13:40 MESZ C From cked Target 10.0.112.209 @8] 2 Jul 2013 14:55:37 MESZ Brute Force Logins
S )| 4d 2013 17:13:40 MESZ Compromise - Attempt 10.0.112.209 @) 28 Jun 2013 14:51:04MESZ | Brute Force Logins
CS_ )| 434 2013 17:10:31 MESZ Compr - Attempt G| 23 Jun 2013 14:22:12 MESZ Transport - Changes to Auth Objects
5 )| 4Jul 2013 17:09:33 MESZ Compromise - Attempt 10.0.112.213 G| 28 Jun 2013 14:22: 12 MESZ | Suspidous Transport - Changes to Authorization Objects
(S| 44 2013 17:06:02 MESZ Ci From Attacked Target | 10.0.112.213 G| 25 Jun 2013 14:30:04MESZ | Changes to critical data detected
@8 42d 2013 17:03:23 MESZ Attack From Suspicious Source 10.0.112.209 @D | 28 Jun 2013 14:25:34MESZ | Changes brﬂﬂﬂum
()| 434 2013 17:03:23MESZ___| Compromise - Attempt 10.0.112.209 )| 28 00 2013 19:30:04MESZ | Logh 1o SAPomame ey e e et brone or Fost | 10.15,101.33 | sapid
S| 434 2013 17:02: 12 MESZ Compromise - Attempt (5| 28 Jun 2013 14:30:04MESZ | Login to SAP System from non-internal Networkzone or Host | 10.15.101.33 | sap-nx-{)
)| 4ul 2013 16:56: 10 MESZ Compx - Success (5| 28 Jun 2013 14:24:04 MESZ | Login to SAP System from non-internal ck or Host | 10,15.101.33 sap-nx-0
8| 4Jul 2013 16:49:06 MESZ Windows Account Created and Deleted within 1... | 10.0.112.209 SPAP3.arcnet.ca| 5| 28 Jun 2013 14:22:04MESZ | Login to SAP System from non-internal Networkzone or Host | 10.15.101.33 sapnx-0
CE)| 434l 2013 16:48:24 MESZ Windows Account Created and Deleted within 1.., | 10.0.112.213 SPAP2.arcnet.cd|C_S_ )| 28 Jun 2013 14:31:29 MESZ | Compromise - Attempt 10.15.101.33
C=_)| 4u 2013 16:44:18 MESZ Compromise - Attempt 10.0.112.213 @S| 28 Jun 2013 14:31:29 MESZ jon Brute Force Logins 10.15.101.33 sap-nx-Q
S| 434 2013 16:32:33 MESZ C lise - Attempt (5| 28 Jun 2013 14:31:28MESZ | Failed Login to SAP System from non-internal rk 10.15.101.33 sap-inx-()
=) 424 2013 16:30:47 MESZ C ication From Attacked Target | 10.0.112.209 @B 28 Jun 2013 14:23:48 MESZ | Brute Force Logins
)| 434l 2013 16:30:47 MESZ Attack From Suspicious Source 10.0.112.209 CE—)| 25 Jun 2013 16:48:04 MESZ | Brute Force Logins
@B 4ul 2013 16:30:47 MESZ Attack from Source having Reconnaissance History | 10.0.112.209 @B 25 Jun 2013 16:43:28 MESZ | Brute Force Logins
(5| 4u 2013 16:30:47 MESZ Comp - Attempt 10.0.112.209 8| 25 Jun 2013 16:38:05MESZ | Brute Force Logins
< " | rl e m d »
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O630p peweHus agileSl

Yiewer g7
| [ Connector Connection and Cache Status | ArcSight User Status | [ Database Performance Statistics [ Event Thoughput | ESM System Information | [} System Events Last Hour
(&) 5AP Sequrity Events Visual Analytics (] SAP Landscape Critical Events Eventgraph - Drildown SAP Sequrity Events Detal by SAP System - Drilldown SAP Sequrity Global Overview
Moving Average SAP Security Events by SAP Landscape Moving Average SAP Security Events by SAP System SAP Critical Events Distribution by Priority [- -]
Moving Average Fields:[SAP System]
Average Statistics
234
625 14:56124 - 7/4 18110:55
Enp Criticial Events Hierarchy {red=PROD, yellow=Consolidation)
AP Application Server Application Servar
""u-..“"
o
7/4 13:13:09 7/4 14:18:09 7/4 15:23:09 7/4 16:28:09 7/4 17:33:09
Totals Statistics
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EaP LE | | 408
Label By | Device Custom StringS - 340 JS}O
Size By | Defauit -
Color By | Device Custom String2 - 27z
Color Chooser
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Consolidation 5 136
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714 13:13:09 7/4 14:18:09 7/4 15:23:09 7/4 16:28:09 7/4 17:33:09
PROD
Bf25 16:58:07 - 7/4 19:03: 16 [)[itw)[z== | NE '. 6,/20 11:02:09 - 7/4 18:10:55 (@l =lizz |88 ~ |(6/25 16:28:00 - 7/4 18:03:19 (@l ~z=~]E ~
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O630p peweHus agileSl

agileSI™ IBM Qradar:

IBM Security QRadar SIEM

PEEILLETGE Offenses  Log Activity  Network Activity Assets Reports  Risks  Admin System Time: 09:36

Show Dashboard: IT-CUBE agileSl SAP Overview w  [[NewDashbcard [ Rename Dashooard ) Delete Dsshbosrd  Add ltem... ¥ Refresh Paused: 00:00:50 I o3 )

iT-CUBE agile$S| Standard User Authentication Activity by User and [)CE) | T-CUBE aglleS! SAP User Top Destination IPs (Event Count) (ECJE3 | IT-CUBE agiles! Master Account changes (Event Count) @EE8 O
SAP System (time series)
ResetZoom Mar 11 06:32- Mar 11 09:41 Re:
ResetZoom Mar 11 07:07- Mar 11 09:40 60
3

Mar & 08:43- Mar 11 10:10

40

i

20
1

Ii ||\ M W\ 'I

‘ Il le | | I“ “I ” o 06:45 07:00 07:15 07:30 07:45 08:00 0815 ‘EB 30 08:45 09:00 09:15 09:30 9. Mar 10. Mar 11. Mar
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Ewem Commn (Gum)
Evwent: Count (Sum)

¥ Legend ¥ Legend
v
Legend 10.0.1053 [E10.0.10.47 [E10.015.10 [E10.0120200 10022015 10.0.5224 [E10.0.110.83 [ 10.0.250.20 10.0.22030 [ 10.0.2302 pouck EETo2 EJVE ES0A [ SAFC BGE [EODIC

SAPENWD [l DDIC:NWD [ Remainder View in Log Activity
View in Log Activity View in Log Activity

m

IT-CUBE agile Sl Active events Real Time (real-time) DDB
Most Severe Offenses DB iT-CUBE agile Sl User Authentication Activity by User and SAP System {SAP Client) DDB e
%

Offense Name Magnitude

Exploit Followed by Suspicious Host Activity -

Chained preceded by Potential P2P Traffic or

VolP Detected preceded by Large Outbound

Transfer High Rate of Transfer preceded by

Possible Shared Account

Compliance: Traffic from DMZ to Internal

Network containing

DataTransfer.WindowsFileSharing

Slapper Worm —
0OS Attack MS SMB2 Validate Provider Callback
CVE-2000-3102 preceded by OS Attack: MSRPC * Legend
Sewver Service RPC CVE-2005-4250 2 preceded s

by OS Altack: SWB Request Buffer Overflow gend Gateway log entries [l Table content [l Repart Started
preceded by Audit: SMB Guest Login BGENWD [ NWO_CORENWD EICASNWD [l SAPENWD [l SDANWD BGRFCSUPER:NWD [ DDIC:NWD [l NWD_AGENT:NWD SAL_READ:NWD [l Access control violtions [l Successful RFC Call

Unlocked Account Access with Default or Weak WRaY:HWD [l Remainger User Master Record Changed [Ill User Waster Record Changed
Password containing RFC/CPIC Logon — View in Log Adtivity [ Logen Successful Change documents [Ji] S|_RSECNOTE <
Successiul

set Zoom Mar 11 07.03- Mar 11 09:27
7

5
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jque

frustom) (Uni

19%

0715 07:30 07.45

— WP Cllienr

P
®

IT-CUBE Cutom Rules Firing (real-time) EEB View in Log Activity
IT-CUBE User Change Document Actions (real-time) DDB

IT-CUBE agileSI SAP event categories Real Time {real-time) @E8
siACTION (custom) Count

Role added 2
Role deleted 1

B0

View in Log Activity
iT-CUBE agile S| SAP System Configuration Changes and Status (real-
time) DDB
Mo results were returned for this item

View in Log Activity
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O630p peweHus agileSl

agileSI™ Splunk:

agileSl

Search SAP agilesl -

Failed Logins Dashboards

agiles| Critical Use Cases -

Views -

Standard User Accounts 3

Zaved Searches 9 Eha;: Ir;l;g:‘ilg { non- » Debugging Activity per
Top Failed Logins by Use g System 7m ago Failed Logins [last 7 days]
05 Commands 4 gystem eqablement and [— 5 3 4 5 § T 8 9 0
75 Changes o critical data y | authorizations
Adminiztrator priviledge use » _time = System ID = C
50 Change Documents: User /1212 3:24:16.000 PM AT3 r
Master Records 712012 3:22:45.000 PM E60 g
25 Remote System Access Number a._.led logins 712412 3:21-09.000 BM E50 0
Access Control: Segregation
of dufies g TA2M2 3:19:37.000 PM E&0D (
Sap* DoIC Cas SDA SAFSYS S e Users that are not in SK..31 7H2M2 3:18-20.000 PM NWT b
Corporate Directory
Failed lot N ’ TH2M12 3:15:36.000 PM NWT i
1 Failed Logins ) - i
TH2M2 3:15:28.000 PM NWT
; All In One . -
View results TH2M2 2:02:43.000 PM AT3 Q
coming soon e 712112 2:02:41.000 PM AT3 I
TH2M2 1:57:27.000 PM AT3 1
View results
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O630p peweHunna agileSl: cpaBHeHue ¢ ArcSight SAL KOHHeKTOp

ArcSight Security Audit Log koHHeKTOp VS. agileSI™

=  ArcSight SAL kOHHeKTOp He pekoMmeHaoBaH SAP (TpaHsakuma SM20
npenocTaBnsaeT NoSIHy MHOpMaLnIo)

=  SAL cogepXuT TornbKO YacTb 3Ha4YMMOW MHopmMaLum

= TpebyeT Hanuuma 3HaHn SAP

=  Bo3moxHocTn ArcSight no aHannay SAL cobbITi orpaHnyeHbl
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O630p peweHun agileSl: cpaBHeHune ¢ ArcSight SAL KOHHeKTOp

Security Audit Log — coobLueHnst HeobxoaMMO UHTEPNPETMPOBAaTb
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O630p peweHunna agileSl: cpaBHeHue ¢ ArcSight SAL KOHHeKTOp

Security Audit Log nokasbiBaeT YTO 4YTO-TO NPOU3OLLSIO

YTO MMEHHO NPOM30LLSTIO MOXHO Y3HaTb TOMbKO COMOCTaBMB WMHAGOPMaLMIO C APYrMMu
ncTovHnkamu, Takumm kak Change Documents nnu Table Change Logging

User Master Record changes: SAL does not show what happened exactly - time range: 12h |

pev ] 2 3 4 5 68 7 &8 9 10 nexts << Yro-TO NpOMn3OLWNO>>
_time = changed by = Action =
7/17/13 7:59:57.000 PM SDA

User Master Record T0O2 Changed
TATA3 7:59:57.000 PM SDA

User Master Record T0O2 Changed

Change Documents of User Master Records - time range: 12h

<< Y10 UMEeHHO npoumsowno>>
|:|'e.'n2 3 4 5 6 7 & 8 10 nexts

_time = Usger Account = Action = From value = To value =

TATA3 7:59:58.000 PM TOZ Profile deleted SAP_ALL

THATA3 7:59:55.000 PM TOZ Profile added SAP_ALL
AuanOrHayka
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O630p peweHunna agileSl: cpaBHeHue ¢ ArcSight SAL KoHHeKTOp

ArcSight SAL
KOHHEKTOp

Ucnonb3osanme
TONIbKO YacTu SAL

agileSI™

SAP Certified

MonHoe
ncnonblosaHue SAL

10 AONONHUTENBbHBIX
UCTOYHMKOR

“Pacwindposkay

Kofos SAP

[onosnHutenbHble NCTOYHUKKM agileSI™

Table Data

System Log of SAP systems

Profile or System parameter settings
Gateway Log and Settings

Table Change logs

Access Control, SoD Conflicts

SCDO Change Documents
(generally)

Change Documents in regards to
Changes to User Master Records
Transport: import of objects; import at
unusual time frame; STMS settings
SAP security patch recommendations
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BbiBoAbI

Bnarogaps aBTomaTtusaumm npouecca MOHUTOPUHIa KPUTUYECKUX
coObITMM U NapameTpoB Ge3onacHocTH, agileSl obecneunBaer:

» [loCTOAHHLIM aHanu3 cuctem SAP Ha npeaMeT Hannuus aKCnyaTaunoHHbIX
ysI3BMMOCTEN, OLUMOOK B KOHpUrypauum, npeBbilLEHNS NOSTHOMOYNHA,
MOHUTOPUHT KPUTUYECKUX TPpaH3aKUNU U OeNCTBUIM Nonb3oBaTtesien

=  ABTOMaTM3auUMIo Npolecca cbopa, koppensauun, Busyanusaumm nHhopmaumum
N bopMnpPOBaHUS OTYETOB

=  CHWKeHWe 3aTpart Ha ayauT 1 NpuUBMeYEeHne OpPOorocTosawmx akeneptos SAP
= O6HapyxeHne atak Ha cuctembl SAP

= Bo3moxHocTb obpabaTtbiBaTb CObbITUA Be3onacHocTu cuctem SAP
cneumnanmuctamm SOC
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Hawu KOHTaKTbI

Cnacnbo 3a BHMMaHume

117105, r. MockBa, yn. HaratuHckasa, 4. 1

TenedoH: +7 (495) 980-67-76
dakc: +7 (495) 980-67-75

http://www.DialogNauka.ru
e-mail: npetrov@DialogNauka.ru
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