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AuanOrHayka e %. O komnaHuu «OuanorHayka»

* 3A0 «[unanorHayka» cozgaHo 31 aHBapsa 1992 roga.

Yupeantenu - CI1 «dunanor» n BelMUCNUTESBbHbIN LEHTP
PAH.

[lepBbIMY U caMbIMUN N3BECTHLIMY OTE€YECTBEHHbIMU
npoayKTamMmu, NOCTaBAAEMbIMM KOMNAHMEN, ObInn Aidstest,
ADInf, Sheriff, Doctor Web n DSAV.

C 2004 roga no HacTtoswee Bpema «[uanorHayka» -
CUCTEMHbIN UHTErpaTop, KOHCYNbTAHT 1 NOCTaBLUUK
KOMMMEKCHbIX peLlleHnn B capepe 3anTbl MHOpMaL M.




Ba3oBble NOHATUA

* UHdopmauusa orpaHnyeHHoro goctyna (MOL) -
NHpopmMauma npeacrasnaoLlan LeHHOCTL A4 ee Bnagensua, 4oCcTyn K
KOTOpOVI orpaHn4mnBaeTcd Ha 3aKOHHOM OCHOBaAHUU

UHcanaep (BHYTPEHHUMN 3NTOYMbILLNEHHUK) — COTpYaHMK
KomnaHun, yneH kakon-nndo rpynnel nogen, nmetowen goctyn Kk NOL,
HeOOCTYNHOW WKUpokKon nyonunke. MoxeT gencTeoBaTtb U3HYTPU

KomnaHum

BHeLwWHNN 3N10yMbIWMEeHHUK (XakepCcTBO, BPeAOHOCHbLIN

KOJ[) — NoCTOpOHHEE N1LIO, AeNCTBYoLLee LieneHanpasneHHo 13
KOPbICTHbLIX MHTEPECOB, MECTU NN U3 NOOOMNbITCTBA, BO3MOXHO B
crosope ¢ gpyrmmu nuuamu. [leuctesyet n3BHe, 3a NnepuMeTpom
KomnaHun.




YTto aABNsieTcHd UeHHbIM OnSA
KomnaHun?

o

NapThe
....... e s @ Ycnosus paboThbl )

N CxeMbl paboThl

- ot

CTpaTequeCKme MyiaHbl, HOBbIE€ MNMPOAYKTHhI,
N3IMEHEHUA, MAPKETUHIOBbIE aKLIUNU

[lepcoHanbHble AaHHbIE,
HR v npoyee




AuanOrHayka B Komy 3To MoXeT ObITb
a | UHTEpPECHO?

* BHewWwHUN 3N0oyMbILLUNIEHHUK — KpaXa nHpopmaummn ¢
Lenbio nepenpoaaxm (Xxakepbl, KOHKYPEHThI)

« XakepcTBo (MCMosfib30BaHME pasfnyHbIX YA3BUMOCTEN),
BPE€OOHOCHLIN KO

 Web, Emall

* BHyYTpPeHHUM 3noyMbIWNEeHHUK (MHCanaep) — BbIrOAHO

npoaaTb, OTKPbITb cBon BusHec, NonpoCcuTb NOoBbILLEHUA

* [lpamon gocTtyn K AaHHbIM
« Web, Email, USB, IM (Skype, ICQ)

Chwm G
Japamenme OC, Eﬂc;;ﬂ;inﬂﬂwr' ROH$#ryprpoaasHAn, Aoctyn k MO,

COYAAHME HAHANI cnafibie napon, BHIBOL, 33 NEPHUMETD
YASBAMOCTH ...

Emall ¢ BHpyCom
VRABMMOCTEM

OCHOBHbIE 3Tanbl aTaku




AuanOrHayka .. g MocnepcTBuA OT yTeuek

[Tpsimble, PMHaAHCOBbIE YObITKM (YXO4 KITMEHTOB K
KOHKYpEHTaM, NoTeps KOHTPAKTOB M T.4.)

[ToTepsa NOSANbLHOCTU KNMEHTOB, NAPTHEPOB,
penyTaunoHHbIN yuiepod

[ToTepa nponsBoaAnTENbHOCTU (HapyweHne busHec-
npoueccos B KomnaHum)

[TlpecnenoBaHue no 3akoHy (Wtpadbl, cyaedHble
pa3bupartenbCcTBa)




CTOMMOCTb yTeuku

[1o 3anagHoOn cTaTUCTMKE CTOMMOCTbL YTEYKN O4HOWU 3anucu
~ 200$ (npsimble ybbITKM, 3aTpaTbl Ha pelleHne npobriemMsil,
ornoselleHne, cyaebHble TSXOb! 1 T.N.)

OueHnTb penyTaunoHHLIE PUCKN KpalHE TPYOHO
* [lo pa3sHbIM oueHKkam oT 5% rogoBoun BeIpy4YKM 40 noTepu busHeca.

3akoHonpoekT Ne 12389-6 «O BHeceHun nuameHeHun B
KoAll P®».

* Cr.13.11. HapyweHue ycTtaHOBIIEHHOro 3akoHogatensctsom PP
nopsaaka obpadotkm MNAH:
o [nga gomkHOCTHLIX nuy — ot 30 000 go 50 000 pyo.
« [Onsa opugnyeckux nuu— ot 200 000 go 500 000 py6.

* [loBTOpHOE HapyLleHue:
* [nga gomkHOCTHLIX nuy — 50 000 py6. nnu guckeanudukauma oo roga
« [Onsa opugnyeckux nuy, — ot 500 000 go 1 000 000 py6.




3auem 3awmuaTtbca?

MunHuMmn3aumna puckos

CooTBeTcTBUE TpeboBaHmam (Compliance)
o ®3 o lOH
» CornaweHusa c KOHTPareHtamMmu
- PCIDSS
- 1SO 27000

[ToBbileHNe adhdekTMBHOCTU BnsHeca (yBennyeHme
BbIPYYKHN)

YMeHbLUEHNE CTOMMOCTU NPOAYKTOB U YCRyr




OCHOBHbIE 3Tanbl NPOEKTa
NOCTPOEHUA KOMMJIEKCHOW
CUCTEMbI 3aliMTbl OT YyTeYeK

NoeHTudpukauma wmn knaccudukaumsa WMOL, onpeneneHne coOCTBEHHMKOB
NHdopMaLmn, busHec-nNpoLecchl

Mpuoputesaums WO no cTeneHn pucka, TpeboBaHMsM ayouta W
pPerynsTopos

Onpepenexnve nNonUTUK XxpaHeHusi, obpaboTkm 1 nepegaymn, Kak Yactb obuiero
noaxoaa K 3awmte N0

Beibop n pa3BepTbiBaHNE )
CUCTEMBI 3aLUMTbI OT yTeudek

Pa3paboTka OOKyMeHTaumn, 7
oOy4eHue COTpYaHUKOB | |

I peBeHTnBHOE aBTOMaTtun4eckoe > HopmaTBHO-MeToAMECKoe

obecnevyeHne

pea 0% pO BaHuMe MHAOPMALIMOHHOI 6E30NacHOCTU

PerynsapHbll KOHTPOSIb U OLEHKa
9do(peKTUBHOCTH

HAMPABJIEHUSAA U1 MEPbl OBECMEYEHUS WH®OPMALMOHHOW BE3OMACHOCTU

Kagposoe obecnevueHve
MHOpMaLMOHHON GesonacHoCTH

TexHonornyeckoe obecneveHve
MHpOpMaLMOHHON 6e3onacHoCTH




HTTR

AuanOrHayka | s .. JOKYMEeHTbI

Monokenua kopnopartvueHol MonuTurk
wHhopMaumoHHoR GE30NacHOCTH

. OetanwavpoBaHHbie nonoxeHna MonUTHEN WHOOPMALWOHHOR
acTHie NMonuTukn h
- 6230NacHOCTY, NPUMEHWUTENLHO K OTABNLHLIM 0BNACTAM

OnucaHWe COAePXKAHMA, NOCNeOOBATENLHOCTH ABHCTEHI U
PernamenTil i MHCTPYKUM : TBETCTEEHHOCTH AOMKHOCTHLIX MKUL NPUMEHUTENLHO K OTAENBHbIM

npouegypam

DopMbl, 3aNKCK CauaeTensCTEA BhINONHEHHOW AEATENLHOCTH




AuanOrHayka e A TexHuka

crnonb3oBaHne COBPEMEHHbLIX PeLIeHU Ans BbIBEHNS
yTeuek MO/

AHanunsaTtop nHopmMmaLum Ha OCHOBE MHOIMX anropuTMoB
OEeTEKTUPOBAHNA N UBMEPEHNS CTEMEHU CXOXECTU

OxBaT BCEX OCHOBHbIX KaHanoB 6GM3HEC-KOMMYHUKaLINN
ABTOMaTU3MpPOBAHHAasi cuctemMa yydeTta n o6paboTkm MHUVMAOEHTOB
OTyeTbl ANs 3agay ynpaeneHus puckaMmn Ha nNpeanpusaTum

ObecnevyeHne aHTUBNPYCHOW 3aLUMTbl, peanusauymna
CUCTEMBbI YNPaBIEHNA YSA3BUMOCTAMU, PETYNSIPHBIA aHann3
npasun M3, nocTpoeHne cncTtembl ynpaBneHns 4OCTyn

Co3gaHue cuMcteMbl MOHUTOPUHIaA MHOpMaLUOHHON
be3onacHocTu




AUanOrHayka

ObyyeHne agMnHNCTpaTopoB 6e30MacHOCTH,
OTBETCTBEHHbIX 3@ YCTAHOBKY U 0OCnyXXnuBaHue cpeacTtB
3aLmnThbl

Oby4yeHue nonb3oBaTtenen, paboTaroLmnx Co cpeacTeamm
3almThl

ATTecTtauus cneunanmcToB No pesynbTaTtamM nporpaMmmbl
00y4eHus

YkoMnnekToBaHue nogpasaeneHni npeanpuaTus
COTPYAHUKAMW, OTBETCTBEHHbIMU 3a BbINONTHEHWe paboT no
3awuTe oT yrpo3 6e3onacHoOCTy




Bo3Bpat niBectuuyum (ROSI,
ALEwnT.n)

ROI — nnoxo npumeHnma onsa oueHkmn cuctem Vb

ROSI — oueHka 3aTpaTt noTeHunanbHoro yuepba (yTeudkm) K
cTonmocTu BnageHmsa cucrtemon (TCO)

* Heobxogmma oueHka puckoB, YTOObI MOHMMAaTb BO3MOXHbIN yuLepO
Npu yTeudke TeX UITN UHbIX JaHHbIX

ALE — yuyntblBaeTca CTOMMOCTb O4HON YTEYKN U

KOJMNYECTBO yTE4YEK B o
 Heobxoanmo 3HaTb CTOMMOCTb OAHOI0 MHLUMAEHTa
* Heobxogmmo nmeTb CTaTUCTUKY NO MHUMAeHTamMm B KomnaHum




CpaBHeHue Websense ¢
InfoWatch

AuanorHayka

Websense Data Security Suite InfoWatch Traffic Monitor Enterprise

TexHonorna ungpoBbIX OTNe4YaTKoB JInHrBucTmnyeckun aHanmsaTop
PreciselID™ (mexgyHapOoAHbIA NaTeHT),  FloKanbHOM pa3paboTku;

27+ anropnTMoB Ono3HaBaHUA TEXHOSIOMMA LMGPPOBBLIX OTNEe4YaTKkoB
KOH(pUaeHUunansHou nHopmaumnm (BbInyLLeHa B kOHLUe 2009 roga)

O6HapyxeHune NO[ n3 CYB[l metogamn OTCYyTCTBYET
LMPPOBbLIX OTNEYATKOB

SMTP, HTTP/HTTPS, FTP, ICQ, Skype, SMTP, HTTP/HTTPS, ICQ, ceTteBasd u
CeTeBasi U NiokarnbHas nevyaTb, CbeMHbIE  JIOKanbHas neYyaTb, CbeMHbIE HOCUTENN
HocuTenu

Ayout n obHapyxeHue NO[ B ceTM nHa oOTCyTCTBYET
pabounx ctaHumnsx

[octaTo4yHo ncnonb3oBaHusa CYB MS  KMcnonb3oBaHue npombilurieHHon CYB[
SQL Express Oracle 11g

Cpe,EI,HFlFI TPYAOEMKOCTb BHEAPEHUA Bbicokas TPyAoEMKOCTb BHEAPEHUA




Hu3kaa TCO v CnoXHOCTb

e T Websense Data Security
\] Suite

INngnpyrowasa Ha pblHKe TexHonoruda DLP ang
OOHapyXeHUss, MOHUTOPUHra 1 3aLlLnTbI
KOH(pUAeHUManbHbIX JaHHbIX

EaovHble nonnTtuku
[Mpeaonaraet yHUPULUNPOBAHHbIN

YnpaBrieHne BcemMu acrnekramm _
. NSI Email BrnokupoBka
nonuntukn Data Loss Prevention = _———— ———
SOX WndppoBaHue

MoLLHblIE BO3MOXHOCTH B New Design T —

MOHUTOPUHIA rno OTCJlIEXNBAHUIO PIl % MMevaTb 1\ OnoBewexune

BCEX N3MEHEHUN OaHHbIX %"  HPIAA Removable Media MoaTBepxaeHne

(XpaHMBbIX U NpuU NepemeLleHnn) PCIDSS Custom Channel Mpunoxexue

PHI PFI Ba3bl AaHHbIX BoccTtaHoBneHue
CepBepa

Mou,yanaﬂ dPXUTEKTYpa No3BosdAeT (

ueH'rpannsoaaHHoe ynpaBrneHue n OTYETHOCTb
Hanobonee rMbko cooTBEeTCTBOBAaTb

Tpe6OBaHI/IFIM noKynartesid N\,

[MpocToe pasBepTbiBaHUE U
MEeHbLLEE YNCIO0 CepBEpPOB



KOHTEeKCTHbIV aHanu3

Websense User Service
> Mﬂ,eHTI/I(*)I/IKaLI,MFI nonb30oBaTend

KOHTEKCT

+

KnaccudmkaTtop

v

PreciselD

Ctatuctnyeckmin aHanus

CsoncTtBa channa

PerynsipHble Bblpa)KeHUs

KaTteropun / Cnosapu

Websense Web Intelligence
> onpegeneHue nonyvyartensd




AuanOrHayka

Websense Data Security

TexHonoauu udeHmuoukayuu A0




LindppoBkle Machine
OTneYvYaTKn Learning




[oTOBbLIE NONMUTUKHU

PasnnyHble KnaccugukaTopbl |
e I

e Pe ryﬂﬂ p Hbl€e Bbl pa>Ke HUA, Select ine peioa bk regions B onude e youc Bl prafieences,
USh

KIno4yesBble CIioBa, CJlioBapin ¥ canada

0 Europe

bonee 1100 rotoBbIX MOJIUTUK @ Dvodetast

L] africa

«N3 KOpO6KI/I>>, B TOM Yucne iiff{{??ft?d - e

Gelect the industries to incude in your template preferences:
Brazil r

|D|n ﬂ P ¢ Y Finance and Banking
Dﬂ'ler Insurance
[ Marufacturer
[] software
[] Hardware

A ) L] Teleo
YO00HbIN MacTep HaCTPOMKM | v

NONUTUK -

L] netal

OnpepenseT TUNbl JaHHbIX
Hanpumep: INAH, PCI




AuanOrHayka V- 2 LindbpoBblie oTneyaTku

* LindpoBble oTnevaTkm — BCe pexnume ang YTeHus:

* bas gaHHbIX

« CeTeBbIX KaTanoros
« SharePoint

» SalesForce.com

* [Nloaknto4veHmne K base gaHHbIX Yepe3 ODBC
* CHATMe umndpoBbLIX OTNeYyaTkoB HeNocpeacTBeHHO ¢ b1
» IlaHHble He noknpgatoT b

* NHKpemeHTanbHble 00HOBNEHUSA 6a3bl OTNEYaTKOB NPU pocTe
ncxoaHowu 6asbl




AuanOrHayka BbicoKkass ycTOMYNBOCTDL
| K N3MEHEHMI0

AGREEMENT AND PLAN OF MERGER
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N3meHeHue

3alwmiéHHoro camna = . muna gaina m @]

AGREEMENT AND PLAN OF MERGER

This AGREEMENT AND PLAN OF MERGER (this
“Agreement”) is made and entered into as of October 3. 2006
(the “dgreement Date™) by and among Companv Technologies, 3a wyMneHue
Inc.. a Delaware corporation (“deguirer”). Neon Corp.. a ( 1 )
Delaware corporation and a whollv owned subsidiary of ﬂ O O d In g
Acquirer (“Merger Sub”), and Outreach . Inc.. a Delaware
corporation (the “Company ™).

RECITALS

A The Boards of Directors of Acquirer. Merger Sub and
the Company have determined that the Merger is advisable and
in the best interests of their respective companies and KonupoeaHue
stockholders, have approved and declared advisable this "

Agreement and. accordingly. have agreed to effect the Merger U ecmaskKa
provided for herein upon the terms and conditions of this
Agreement.

B. Concurrently with the execution and delivery of this
Agreement_ and as a condition and inducement to Acquirer’s
willingness to enter into this Agreement, (i) the Company and
each Company Stockholder listed on Exhibit A-1 is executing

and delivering to Acquirer a voting agreement in the form of CKpblmble

O0aHHbIe

Click to add title

WU3smeHeHue |- 8 _ S| s 7 Bempausaembie
cmpyKkmypbl | ettt | | B g gatnbli
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¢ yﬂO6Hb"7| ; File Edit View Fav >
Qe - © - ¥
Hayvano s [ crmampe | B o

| i | public
\ - J
|'_rj Secret L
-

* MacwTtabupyemocTtb , -

¢ HeobxogmMmo Tonbko ykasaTb
KaTanor ¢ JOKyMeHTamu

* MapkeTuHroBsbie

_“ O MaTtepuansbl
* BbICOKag TOYHOCTb “

[ByxaTanHblA noaxon

OT1an 1 — onpepenexnvne Tuna
NaHHbIX

JTan 2 — onpeneneHue,
SBNSETCA NA
KOH(puaeHUmManbHbIM




AuanOrHayka |l OCR Detection

McnonbayeTtcs e E
MEXaHN3Mbl ONTUYECKOro = = | -
pacno3HaBaHus e T

System 3
Authorization 5 | System Modules

-H & D35 Server on [}
Archive & Endpoint Ser
Policy Updates & Palicy Engne

OnpepenerHne KN B e Ry

KapTUHKaX M
* Screen captures Howl—=
Scanned checks
Scanned receipts '
Fax pages

nT.M.

BAY  TouwseBek.

TOWNEBANK
£05 LOBANT S 23056 28504 ém
-1 = 1k

« [HoctyneH ana Web,
Email n xpanmnuuy




AuanOrHayka BPE.. - UpeHTndUKauns
«MeAmneHHbIX» yTeyek

* MoeHTndukauma yteyek 3a NnpoMexyToK BpeMeHH

<*Within 2 Hours

From: John Doe Sent: 3:01 PM
To:  Joe Smith
Co

0‘0 i
Subjeck Customer Information

From: John Doe sent: 3:14 PM
To:  Joe Smith
Cc

From: John Doe Sent: 3:01 PM From: John Doe Sent: 3:17 PM
T Joe Smith To:  Joe Smith

(o Co

Subjec: Customer Information

From: John Doe sent: 4:45 PM
To: Joe Smith
Joe,

Bbicokoe ce
Here is a customer information: BO3D,€I/ICTBI/I€ sublect: Customer Information

Joe,

From: John Doe sent: 4:50 PM
To:  Joe Smith

Cc

l{ Subject: Re: Customer Information

Joe,

Here is another customer information:
Jane Brown CCN: 1234-2345-3456-4567




AuanOrHayka e HApyrue TextHonormm
i | Websense

« Pacno3HaBaHue TunoB pannos — okoso 400

dopmMaToB

* Hanpumep, BoO3MOXHa 6nokMpoBKa 3aumdpoBaHHbIX dhansos,
nokymeHToB CAIP u pannos 6a3 gaHHbIX

« PaboTta co ceoncTtBamMmu dpannos (UM, TUM, pasmep)




AuanOrHayka

CeTteBass DLP

llepedaya
(Data-in-Motion)




AuanOrHayka .. BapuaHTbl KOHTpONS

« CmoTtpum — He « CMOTPUM 1 TpOraem » CeTeBble NPUHTEpDI

Tporaem § e Mpokewn anst Web &
« Bugum BXoasLLMi 1 ETP

nexoaaunm 5 « MTA gns Email
He3almMgpoBaHHbIN e ActiveS
TDACYIK ctiveSync ans

Mobile

2 Y (] (B




KaHanbl n pearnpoBaHue

CeTeBad

\
@) Email

- CereBas

- nevyatb =

il -~ Custom
Channels

PEAKUUA B SABUCUMOCTU OT KAHATA

Audit

*Block
- Alert

Notify

Audit
Block

ﬁ\l Quarantine
L_" Encrypt**

Alert
Notify

- Audit
Audit Audit

— A . Block
Block lg Block (A) oo
Alert | Alert ~

Notify - Notify Notify

* TpebyeTcs Npokcu
** TpebyeTcs W03 WndpoBaHns




AuanOrHayka BVE- 3 TruWeb u TruEmail DLP

PoaHasa nHTerpayms ¢ npomelilineHHsiM DLP onga peweHnm
Web n Emall

PabotaeT Ha NAK Websense V-Series

He TpebyeTcsa CTOPOHHUX pPELLEHNN NPOKCU U LLNH30B
LLndppoBaHug

r/ 4 /
I’ | |
| {
\ \ ,,
? ! . = 1

i A———

—

\"“ B — - ‘-\_
—— 3 —

Web Security Gateway Email Security Gateway TRITON Security Gateway

[MpombiwneHHbin DLP ans e [NpombiwneHHbI DLP ans WHTerpuposaHHas Web &
Web Email Email DLP

NHcnekumna SSL *  Wcxopsuwee wndgposaHme e WHcnekuma SSL

PaclumpeHHas 3awmTa ot Email «  Vicxopsiuee WwWudpoBaHue
Be6-yrpos e Anti-virus / Anti-spam Email

URL Sandboxing e PacwupeHHas 3awmTa oT Beb-
yrpos




AuanorHayka

Competitor Alerts

Data: HIPAA
Source: 10.14.222.21
Channel: Web

Destination: 92.10.219.62

n

Web Linking Service

NuTerpaunsa Websense Web u Data
Security.

PaspelueHue IP nctovyHuka u
Ha3Ha4YeHus1 B peasibHOM BPEMEHMN.

Dramatically Reduces Operational
Bottlenecks:

Manual look up of source and destination
IP address

Approx. 10 minutes each

Hundreds to thousands web incidents a
day




AuanOrHayka

Endpoint DLP

AUcnosnb3oeaHue
(Data-in-Use)




AuanOrHayka

MUHTepHeT

CeTeBoe
XpaHunuue

KaHanb! yTe4ykn Ha ypoBHe
APM

Meaua
ycTpoucTBa

/.

USB doneLwku

JlokanbHbIe
npuHTEp

CeteBOM
npuHTep 1

MpuHT

cepBe
PBEp CeTeBoOM

npuHTEp 2




IeTekTupoBaHue u
pearmpoBaHue

e

_f’ Endpoint DLP

'.

3 2, = CvbemHble
- @ Tpunoxenns vyCTDOVICTBa

BAPUAHTbI PEATUPOBAHUA

Permit Permit
Confirm Confirm Alert/Log
Block Block Scripts

Email 7\ Encryptto 3 Encrypt
Quarantine USB Tombstone

Alert Alert Quarantine
Notify Notify EDRM




AuanOrHayka

* KOHTpOSib NPUNOXKEHUN:

¢ Copy/Cut/Paste
dannoBbIn JOCTYN
Print Screens

* [lpnmeHseTca K
KOHKPETHbIM rpynnam
NPUNOXEHUN

] New..~| K Delete|

Ie!

“

Create or view a list of application groups you want to manitor on the endpoint, aside from those on the default Websense list.

O

Hame

Browsers

CD Burners

Email

Encryption Software

Office Applications
Online medical (online
P

Packsaing Software
Partzble Devices

5aas (onling

2 [

Applications

Firefox IE ,Chrome ,Safari ,Opera

Alcohol 120% ,CD4Mate  Acoustica MP3 ...
Eudora Microsoft Office Outiook Peg...
Windows Privacy Tray File Encryption...
Flash FXP 3.6 buld 1240 Leech FTP ...
AIM MSN messenger (live) ,Windows Me. ..

Notepad ,Adobe Reader Wordpad ,Opend...

AllegianceMD INGENIX ,ECLIPSYS Cli..
eMule BitComet Ares Azureus KaZaa...
WinRAR. , 7-Zip File Manager WinZip
Faquirt BTStackServer WCESMgr Irftp
HostAnalytics Intacct ,CRM.com Nets...

5

Description

Software that interprets HTTP content...

Software that enables to burn fles o...

Software that enables the sending and...

Software that is used for encryption ...

Software that enables the sending and...
Software that enables the sending and...

Software for data reading and writing
Online medical records

Software that enables file search and...
Software that is used for packaging a...
Software that is used to communicate ...

Software as & service applications

Endpoint Operations
CutfCopy Paste File Access
File Access

Paste File Access

File Access

File Accass

Paste File Access
CutfCapy

Cut/Copy ,Downlozd
Paste File Access

File Access

File Accass

Cut/Copy ,Downlozd




 BapwmaHTt 1. Tpebyetcsa DLP
Endpoint
* PoaHoe wngposaHue ¢ nomoulbtoDLP
Endpoint
He TpebyeTcsa naponb
Ans pewndpoBaHus Tpebyetca DLP

 BapwuaHT 2. lNopTtatnBHoe

lwmncppoBaHue
PogHoe wundpoBaHmne ¢ nomoLbioDLP
Endpoint

YTunurta gna gewmdpoBaHust KOnmpyeTcs I
Ha USB

[Monb3oBaTenb 3agaeT naposib

[elwmndpoBaHme ¢ BHELLHUX CUCTEM C
MCNOSIb30BaHNEM YTUNNUTDI
gewimgppoBaHnd

Nonb3oBaTenb 3agaeT
napornb




AuanOrHayka .. S KoHTtponb LAN

KOHUAEHUMaNbHbIX JaHHbIX

* [lpenmyuiecTBa: |
-

* YnpasneHue i/
pacnpocTpaHeHneM JaHHbIX

¢ KOHTpOSb MECT XpaHeHMUs /ﬁ

Y
>
y.

&
‘Nsuﬁ;repoint 2010

(KoHTpOsb rpanuny, NCI1OH,
Hanpumep)

MuHnMHn3zauymsa
HeaBTOPWU30BaHHOIoO AOCTyna

YnydlweHHoe ynpasneHue
OaHHbIMK




AuanOrHayka BWE-.. 3awuTa areHTa

& Websense Endpoint

o @DYHKUNKN 3aUTLI areHTa:

« Cnyxba He MOXeT ObITb © cotrat e
OCTaHOBJSIEHA B OCHACTKe _ .'
“Services” T e

I_IpOL"eCC 6yﬂeT E Endpoint Settings

nepesanyLleH, ecnu 6bin .
NPUHYANTENBHO 3aBepLUEH o

Discovery

OTKNoYeHVe 3aWnTbl AN ¥ ey

Files scanned:

3agad obcnyxusaHus

 Vcnonb3oBaHue
aAMWUHUCTPaTUBHOIO Naposid




KnueHTnl
Endpoint

NoapepxnBaembie
nnat¢gopmbli

Windows 7 32 & 64 bit
Windows Vista 32 & 64 bit

Windows XP 32 & 64 bit v. 7.7.2 (ABrycT 2012)

Windows Server 2008 32 & 64 bit ° Eﬁtfgovab'e media

CD write

Discovery
MAC OSX 10.6 — Snow Leopard — File Access
32 & 64 bit Endpoint LAN

MAC OSX 10.7 — Lion — 32 & 64 bit ° Endpoint Email
Trusted Applications

Linux - USB and Discovery Anti-Tampering

Windows Server 2003 32 & 64 bit



AuanOrHayka

Websense DLP

XpaHeHue
(Data-at-Rest)




BapuaHTbl aHanusa

] - Discovery B cetn
- NpoBeneHne yepes LAN/WAN
- YnpaBneHue ¢ nomoLsio PacnmcaHus

- JlokanbHbIM Discovery
- Camoe bbicTpoe Discovery

- Ynpaengaetcsa yepes PacnucaHue,
ytunundaumio CPU, anekTponutaHue

- Ilydwee BapuaHT
- lcnonb3oBaHue nobon KomouHaumm




AuanOrHayka (. PacnucaHue

* ['Mbkasa HacTpomnka pacnucanms 3agad Discovery
* EpnHoxabl unu MNoBTopsitoLMecd B onpeaeneHHble gHn/4Yachl

Click to select the hour(s) to perform the scan. Re-dick to dear selection.
Click a day to select the entire day. Click an hour to select that hour for all days.

2 1 2 2 4 &5 &6 7 & 9 0 M 42 4 2 3 4 &5 &6 T g 9 oMW M 12
am am am am am am am am am am am o am pmopmopm o pm o pm pm pm pm pm pm pm o pm - am

(Al allvllvllvllvllv||v||v||v||v||v||v||v||v||v||v||v||v||v||v||v||v||v||v||v|
(LI NN |
(LTS NN v
(LEC NN v
|
|
|
|

LTI N D
[Fri | || || || || | N N DD
|32t | | N N D
m-----l { N

Legend: |:| Do not scan - Scan

Mote: If you select maore hours than the scan takes, this scan does not repeat, It restarts next day.




PN TV 3 s ~ PacumpenHbie BO3MOXHOCTH
). “B® peakuMu Ha MHLUMAEHT

Action Plans > Action Plan Details

5 Save As...|

* Remediation Scripts — ;
*  J[JOCTYMHO HECKOSBbKO FOTOBbIX CKPUMTOB S

configured, generate notifications.
* HactpauBaemeble ot et
Run remediation script: Notify Manager
(] Run endpoint remediation script: |

« [ocTynHble oencrems T

Classification Tag Apply EDRM** Purge/Delete

Move/Quarantine Encrypt**
(Microsoft FCI)

** TpebyeTcs CTOPOHHEE peLleHne




AuanOrHayka

Websense DLP

YnpaeneHue u omyemHoCcmb




AuanOrHayka V- 2 KoHconb TRITON

Eﬂ.l/l Haga Web-KoHcob ang anﬁmﬁON UNIFIED SECURITY CENTER

yNpaBNeHUs BCEMU peLleHnsMu — == Y. vate sccuty, Juemaiscastn ]l

| Main | Settings

@l Incidents & Reports |

PoneBoe ynpasneHue u - :
OTYETHOCTb e ’ o
0 Your subscrintion is walid

yl_l pa BJ'I e H VI e M BCG M M E Policy Management &P 35 data usage polides are confi

Data Usage Policias @' 16 discovery policies are configy

KO M n O H e HTa M M D L P Data Discovery Policies g E:::::;;i;:;::: :at::;i:
Kananbl TruWeb n TruEmail DLP
] ] Content Classifiers
Ente rpnse Su Ite Resources Incidents by Severity
HacTpovrka oTaenbHbIX MOAYNEen [ sttus & Logs . e

va

Data Security
- Data Security Gateway Fstonatimiil |
Endpoint Status
 Data Endpoint i

1 Systemn Log .
® Data DISCOVG ry ; e : Last data uzage incident received at:
udit Log |

Data Discovery Tasks
Data Usage Incidents - Data«¢




CrtpaHuua Today

» Heckonbko Dashboard’os

* [loka3biBaeT coCcTosAHME:
System Health n akTuBHOCTH

Ton HapyLeHHbIX MONUTUK MO
Cepbe3HOCTH

Ton KaHanoB yTEeYKM N0 CEPbLE3HOCTH
Ton HapywuTenen nNoaNTUKK

Ton MecCT xpaHeHus
KOH(pUaeHuUnanbsHon MHdopmaunm




AuanOrHayka g . YnpaBneHne cuctemom

WERSENSE®

TR'TON UNIFIED SECURITY CENTER “ Y C03ﬂaHme non MTMK
( Web Seaurity I Data Security I Email Sequrity T,
e | * BbIbop crnocob naeHTupukaumnm

o g{';. (KJ'IaCCI/ICbI/I KaTo p)
@ Incidents & Reports !

BbliGop KaHanoB Anst MOHUTOPUHra
TR PacnucaHue 3agady Discovery
@ Policy Management @'35datausaue:unl|uesarecnnﬁ yCTaHOBKa Cepbe3HOCTM n peaKL"V"/l

Data Usage Policies @ 16 discovery policies are confia
@ Data Security s linked to Vieb 5

a 4l essential seitings have been

Data Usage b

Data Discovery ¥ System Alert Summary

Data Discovery Policies
Data Discavery Tasks P
: ° accriegosaHne MHUMOeHTOB
Content Classifiers  Data Usage Incidents - Data ¢ 'D' L" 'u'
Resources Incidents by Severity
= . 130
4% -Status & Logs : RIE

{n e OTYeTHOCTb

Today ; 51

T
Systam Healfth

Endpaint Status

Traffic Log
System Log

) Last data usage indident received at;




EovHasa cTpyKkTypa nonuTuk

[TonnTnka MoxeT ObITb nMPMMEeHEHa K O 4HOMY UJTA
HECKOJIbKMM KaHaJlJlaM

B0O3MOXXHOCTM rpaHynNnMpoOBaHHOIo pearMpoBaHust B
3aBMCUMOCTM OT KaHana u cepbE&3HOCTU UHUMOEHTA

Select an action for each channel:

Email: Quaranting Endpoint HTTP HTTPS: Block
Block Endpoint application: Confirm

Always permitted Endpoint removable media: | Encrypt

Permit Endpoint LAMN: Confirm

Endpaint printing: Permit

Plain text: Always permitted
Metwork Printing: | Block Block
Confirm




puMmeHeHne noJimtTuK B
3dBUCUMOCTU OT
8 TRITON s oo Ut o i [T [ | M e CTO n On O)I(e H M ﬂ

ity )| ovtn ety |y e ] e el
tua 0w s Suplr AR | Db

| Reting

Dats Lcas Provantion
sk o (AU W B D iy S T
Dty bWl

by Mansgmmant iz 5 User name: admin [0
i ) TRITON e e e
[P Poices 1] e —

Pk ; Data Security D apances | (3} TATON Setings | 2 b «
Contant Camfir -

' . Main | Seitings P (] Deploy
Riairces o\ "

atslsg > Web DLP - Destination by Severity (last 7 days]

) Reporting i [l User name: admin
. TRITON "wieo secuny cenren
Data Logs Prevention >

Woble y v@mwwwum (st 7days) DateRange: Last TDays. | Web Security | Data Security H Emal Security =0 Appliances. ‘ @TE}T@UMHBE @".-’h’ .

Decavery »

Severity and —
Main | Settings
Shown are the destinations of the most severe Web DLP nodents by the geographical ragions where they accurred. .
g = ; - Web DLP - Destination by Severity (last 7 days)
o M = > Wel - Destination by Severity (la: ays,
017 Polcis ; Reporting
Discaveny Polcies F

4 Data Loss Prevention >
Content Classfiars 3

» Mabie s ¥ (3] Report: Web DLP -Destinaton y (ast 7 days) Date Range: Last 70ays
Resources

Discovery L W&h Channel - Destination by Severity and Geolocation
i Status Shown are the destinations of the most severe Web DLP inddents by the geographical regions where they occurred,

Today e ; @ Policy Management

System Haakh | ] DLP Policies W

Endgont Status N Discovery Polices A T
Californiz

Woble status - Total incidentst 13

Content Classfiers

Traffic Lag High:0
G igh:
System Log * Resaurces Medium:13
. 3 Low0
Audit Log — i

Select the destinationis}to include in the filter then click . Today
|Jsz the Display field to change destination types, Use the

System Heath
; : E Endiiant Status
Display:  Geoaraphical locations v |_'| .

Ay - Pk :

You caninglude withars. @

Available List: [ ZIWEET R Selected List-
Courtry incude (€) | Exciuce (1)
7] Botswana All

Brazi

[ Burei
Bulgaria

[ Burkina Faso
[ Buma

B oo 2t




AuanorHayka

OTpen kagposB
KnueHTtckasa cnyxba
MapkeTuHr
Byxrantepus
OTtaen npopax
KOpugnueckum otgen
Texnopnepxka

MHXxeHepbl

UcxoaHbin Koa
BusHec nnaH
nAax
CnusaHusa n nornoweHunsa

MHcopmauums o 3l

Horosopa

TexHu4yeckasn AOKyMeHTauus

Pe3synbTaTbl cpaBHEHUM

MocTaBLMK
MepcoHanbHbLIN BE6 canT
v
Bnor
MokynaTtenb
BpeooHOCHbIN canT

USB
KoHKypeHT

AHanuTukK

ABTOMaTU3auus
pearnpoBaHus

MNMepepaya cpanna
Web
ICQ, Skype

Peer-to-Peer

MevaTb

CbeMHble yCTponcTBa
Print Screen

KonupoBaHue/BcTaBKa

Ayaunt
BnokupoBaHue
OnoBelyeHue
YpnaneHue
} WudpoBaHue

KapaHTuH

NoaTBepxaeHue




AHaAU3 UHUUAEHTaA (Aorvka)

AHannTuk
MHUMAEeHTa

Compliance
Manager

PykoBoauTtenb PykoBoguTtenn BHyTpeHHUM
otaena otgena ayauTop

MapLupyT OCHOBaH Ha
Cepbe3HOCTU U NMpuopuTeTe

MHUMOEHTAa
Huskuin =y Ayaut / OnoselleHne

Cpeﬂ,HMVI- ﬁ OcTtaHoBka / pynna perMPOBaHMH
BbiCcokui PaccrnenoBaHue (CSIRT)




Yn paBJieHne MHUNnAeHTaMu

MpwHsTve Mep

>€, — = | # Settings| (Z) view~ | ~|(m ~|(En | @ Refresh
¥ (@) Report: Inddents Manage Report

Showing 66 incident(s) i
|D‘m EI]Hostname E]‘FileFulPath [=] | Policies i [=] | File size E]]mcidentnme v [0 -

196903 | win-gbjme6tStkd C:\test\SC3. bt | General Sensitive Informati... ! | 53.15 KB 22May. 2012, 09:35:11PM

200287 | win-gbjme6tStkd | C:\test\Sam's. txt PCI Audit for discovery | 258 22 May. 2012, 09:34:58 PM

197101 | win-gbjme6tStkd C:\test\Order Information.docx PCI Audit for discovery 45.81KB 22 May, 2012, 09:34:52PM

197501 | win-ghjme6tStkd | C:\test\My CON.txt PCI Audit for discovery 338 22May. 2012, 09:34:44 PM

200251 | win-gbjme6tStkd | C:\test\My Card. txt PCI Audit for discovery 41B 22 May. 2012, 09:34:39 PM

196828 | win-gbjme6tStkd | C:\test\MR 1.docx General Sensitive Informati... 13.66 KB 22May. 2012, 09:34:32PM

197907 | win-gbjme6tStkd C:\test\Formal_Structured_p... General Sensitive Informati.. i 54.26 KB 22May. 2012, 09:33:47 PM

197961 | win-gbjme6tStkd | C:\test\Client List.PDF General Sensitive Informati... 14.59KB 22 May. 2012, 09:33:09 PM

197896 | win-gbjme6tStkd | C:\test\CC Form.doc PCI Audit for discovery ! 28.5KB 22May. 2012, 09:33:01PM

196967 | win-ghjme6tStkd | C:\test\Backup\SC3. txt General Sensitive Informati... 53.15KB 22May. 2012, 09:32:55PM

197747 | win-gbjme6tStkd C:\test\Backup\PC1.txt PCI Audit for discovery 338 22May, 2012, 09:32:45PM

196953 | win-gbjme6tStkd | C:\test\Backup\C3. txt PCI Audit for discovery 258 22May. 2012, 09:32:33PM

197739 | win-gbjme6tStkd | Ci\test\Backup\C2.txt PCI Audit for discovery 418 22May. 2012, 09:32:29PM

197066 | win-gbjmestStkd | C\test\0ld\SC3. et General Sensitive Informati... 53.15KB 22May. 2012, 09:32:25PM

Cnncok
WHUNOEHTOB
>

]
=]
=]
O
g
]
]
]
]
g
8
]
=]
]

Incident: (4| 197961 [»| Severity: @ High Channel: <0 Discovery Discovery Type: File System Tune Policy
Display; Violation triggers v Properties History
(@ Rule: PCI : Credit Cards - Default ® ~

® Credit Cards (Default) (Script) U] File paih 53C: \test\Client List. POF
4916 00 X% 7425, 4532 3000¢ 30xx 7895, 4916 %0 . win-gbjmeststkd

@ Rule: Sensitive Private: EU Credit Card Number () ize: 14.59K5
22 May. 2012, 09:24:41 PM GMT+0300
® EU Credit Cards (Script) 10 H 22 May. 2012, 09:24:41 PM GMT+0300
4916 x00¢ 3000x 7425, 4532 3000¢ 3000 7895, 4916 300 . 106094732588880 14282
@ Rule: PCT Audit: CCN without validation ® : 5-1-5-32-544

lncldent Details
® Credit Cards Pattern (Script) 10
4916 xxxx XXXX 7425, 4532 x000x xxxx 7895, 4916 xx» . P’
New

Tpl/lrrepbl @ Rule: PCI Audit: Wide ® .: 80 Discovery <€
HapyLleHnd > Crecit Cads Extra-iice) (Srpt) 1 : e WHUMACHTS

4916 30000 XXX 7425, 4532 3000¢ Xxxx 7895, 4916 00 : FCI Agent on WIN-GBIMESTSTKD
- 22 May. 2012, 09:33:04PM
(@ Rule: PCT Audit: CCN with CvV Incident time: 22 May. 2012, 09:33:09 PM
® PCT Audit: CCN with CVV (Saript) 1 “”‘9“? =3 e
5234 30000 000 0108, 2014 Incident tag:

@ Rule: Sensitive Private: US Credit Card Number () FCI Discovery Task

® Credit Cards (Default) (Saript) 0 MDVE*Y TYP'-‘ Fle System
4916 2000 XXXX 7425, 4532 3000 XxxX 7895, 4916 0

@ Rule: PCT Audit: CCN - High Accuracy (6]

® Credit Cards (Default) (Script) 10
4816 000¢ X000¢ 7425, 4532 X000¢ X000¢ 7895, 4916 %00

@ Rule: Credit Cards - Default




AuanOrHayka B ... YnpaBneHue MHUUOEHTOM
). C UCNOJIb3OBaHUEM NOMuThbI

* BbIbop goencreum
13 OMoBEeLLEeHUs: e
* U3MeHeHune :Emfm,
Cepbe3HOCTH T o [ Actions
Change severity to: ~ High Medium Low

Manager:
1P Address: 10.23.33.2
Hostname: jamesd

Severity: o

ackanauus T Crgesatisto: New InProcess Cosed
Sbjct A mesage from the compeny Escalate to: Source's manager
Ha3Haqume More Actions: Release all  Assign lgnore Add comments

Violation Triggers
@ Rue: Non Acceptable Usage

UrHopmMpoBaHne B

D Rule: Credit Card Number

Policy: My policy
. 3 Values:  1234-1262-4783-3487 ; 8378-3474-384.

History

Dat {ame Deta
30 Mar. 2008, 11:22 AM Jackt assigned incidents to Dave Smit}
29 Mar. 2008, 10:25 AM donc assigned to jackb
26 Mar. 2008, 10:35 PM donc incident received

Actions

Change severity to: ~ High Medium Low

Change status to: New In Process Closed

Escalate to: Source’s manager

More Actions: Release all  Assign Ignore Add comments

Release by Reply
You are authorized to release this quarantined message.
To release this message, simply reply to this email making sure that the following Quarantine release code appears in the body of your reply.

Quarantine release code: <!-- __Block Start__ Do not alter this block #%H~BBB EVrPjCgnn9se6t+ZImt3MUrSziB/DFW/sZ
n8jyB6rAqpBAIURYCv/IPIAIK2IrLyjeotzWhbL WV +PPKAGNBXg6hmin3ZpSIWN//rCxymIVOmfdMKWOBXsXgloTgOv +qKkSGHO
UkdOzr ToQT+JRIQBC Vb2Ww8ICSvBIaDUKIG= bbbvH%# ___ Block End___ >




how All

« [laeT npeacTaBneHune ..,

| Gengral Emal

Ton Web nonyyaTensx ni s
Wah Chat

Ton Email nonyyatenen i .

L ategorized
Ton NCTOYHUKOB, COBEPLLI womi ey

Intermet Radio and TV

Ton HapyLLEeHHbIX NOnnTY =
 Busioassand Eccromy
* Wcnonb3yetca onqa:. i
Financisl Data and Services
— [lpuoputesauymm mepornpi ek s il

CHWXXEHUIO pucKa Ertinnan
Fehirerce Mabirislz

OnpeaeneHnsi HeoBXoau (2
pabOoTHMKOB -

| Tnatard Messaging
THOHWHra NoNUTUK hgr Quesonil

Prafessional snd Werker Cromizabions

Onpenenexus «Henpan;m;ﬂmu
Strearring Media
npoLeccoB o
.
[1EeMOHCTPALNN COOTBETC sy susiss
Hoaled Businers Appleations
TPEOOBAHNAM PErYNATOP! suye e o ssnsi s
| Phishing and Other Frauds
| Parsonaks and Dating
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CBoaHble oTyeTbl AnA
PpyKOBOACTBA

Top 5 Channels

MoryT 3anyckaTtbCA Mo pacnmcaHuio - o
Ton nHUMOeHToB 3a nocnegHue 24 yaca
NToroBble ot4yeTbl 3a 30, 60, 90 aHen

FTP 189

® Email
@ HTTPHTTPS

TpeHOoBbIE OTYETHI
N opyrve...

Incidents by Severity

Severity Incidents
% WJ Report: Top Yiolated 30 days Date Range:Last 37 Days § @ High

42887

Top 20 Policies @ Medium 39660

This section lists the policies that were violated the most, @

40,000 -

Low 12784

30,000 -

20,000 -

- I I.l.llll
o) | ——
.Bwo

»"}\?‘?*“ "»"’s&efﬁf‘*é@f g

;,-é“ @f’ ct" &sﬁ‘ ‘ -5 @ High
“ “ + e @ Medum
 Low

Policy i ium | (0 Low
Encrypted Files

Acceptable Lse - Obscenities & Racism
Newada SE 227 and MRS G034
HIPAA

California SE 541 and AE 211
US PHI

FCRA

Indiana HE 1101

Shio HE 104

California A 1293

PIPEDA,

GLBA

Metwork Security Information
FFIEC

RTH/AEA Numbers

California SEL

heck 21 Act

Pennsyluania S8 712

EIM

Sodial Security Mumbers

]
£
£
=

12 1010 o 1o 1o 1o o
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AuanOrHayka o

Cny4yanHble

’ [lpeaHamepeHHble
(He3noyMbILLNEHHbIE)

Drophox

NHcangoep

BHellHnn
3MNOYMbILLSTEHHUK

Yrpos3bl

'ﬁﬁ OBYYEHUE PABOTHUKOB

[oTOBbLIE LLAOMNOHbI,
OMNOBELLEHNA/NOATBEPKAEHNSA, CAMOCTOSATENbHbIN
penua

BUOUMOCTb

YHUKanbHble cOBNaaeHuns, 4ENCTBUSA MO
Cepbe3HOCTU MHUnAeHTa, Source n Destination
Awareness, Drip DLP

PACLUMPEHHOE
OETEKTUPOBAHUE

Drip DLP, koHTposb npunoxeHun, OCR
pacrnosHaBaHue

WEBSENSE SECURITY
LABS (ACE)

Hewmndpposanme SSL, URL kateropuu,
reosiokauusi, HeaBTOpnU3oBaHHOE
LuncppoBaHme

Ly SECURITY LABS




AuanOrHayka

Data Security

NUHmeepayuss mexHosnoauu




UH(PPaCTPYKTYpY

AuanOrHayka . A UHTerpaums B UT-

DLP — 370 Email Encryption Digital Rights
Management

KpaeyrosnbHbIN
KaMeHb nporpamm rno P
3awnTe gaHHbIX @xway

LIQUID MACHINES

-

SECLORE.

ArcSight<C

o Labs
OcHoBaHHbIN Ha Q e

CTaHgapTax ‘ ' &% documentum
obecneunBaet I a
COBMECTUMOCTb C

PELLUEHUAMU TPETbUX

KOMMNaHUW (Open API 1 e
ICAP) \

Blue@Coat
P Database

Proxy

ZIXCOrp. —

Encryption




UHTerpauusa ¢ Microsoft FCI

ObecneynBaeT knaccudunkauunto JaHHbIX

Microsoft File Classification Infrastructure ncnonb3syet
Websense DLP gns knaccudukayms KOHTEHTA Kak OH
COXpaHSIETCS Ha cepBepe

KoHdmaeHUuanbHble JOKYMEHTbI TETMPYHOTCSA Ha OCHOBE

koHTeHTa (PCI, SOX, HIPPA)

Microsoft Dynamic Access Control HaszHa4aeT
['pynnam/Ilonb3oBartenam npasa goctyna kK KU

— [P

Ao




ApxuTeKTypa

AuanOrHayka .
NMaccuBHbLIN MOHUTOPUHT

Internet ——1

\

(— Internal Network W

Enterprise Desktop

e Ceeeey: -

Websense Web Security Switch
Gateway / V10000 l
or 3rd Party Web Proxy

Span  Standard

;:E%t switch port \ ﬁ
g

) o ==

ICAP
o DSS Protector Websense DSS
Management Server

Websense DSS Protector
{Monitor Only Mode)

(1) HTTP, HTTP/S  (2) HTTP, SMTP, FTP, IM, other




Npumep. UHTerpaumus c
SharePoint

WoeHTudukaumna K

OnoselleHue 3eLeHme

MNMonutnkn n
npasuna

ehsense
Data Security

Pyrkosogurens
Bnageneu nHbopmaLmm

AgmWHWCTPATOR
Websense

oTne4yaTkoB

Microsoft ) :
SharePoigt”? PaABNEHNE, NomNT

oTne4vyaTkn

MHUMOEHTE

Monezogatent

OtnpaBka KM WHTepHer

Websense Data

bsense Data Security Gateway
Endpoint

APM nonbaoeaTens

[TpocTble 1 yaobHble MexaHu3Mbl MHTerpauum
cucTtembl B MIHPaCTPYKTYypy ans pabotbl ¢ KU




Toxe camoe, TONbKO
KapTUHKa nocrnoxHee ©

Co3paHue KNaccMUKaTopa M-

—— ~¥Ynpasnswliee Bo3geiAcTBME qpnurmu/npaamn
~—~ .«

: : AOAMUHUCTpATOP
PykoBoauTens / Bnageney uHbopmaumn o Websense

CHATHe

LleHTpanu3osaHHoe i LMdPOBbIX OTNEYATKOB
XpaHeHWe JOKYMEHTOB

Pabora ¢ MHLI,VI,ELE‘H‘TDM OnepaTtop

Websense Websense

Monb3geaTenb Microsoft ' Data Security
Otnpaska KW SharePoint y

- -YnpaeneHue, undpoBblie OTMNEYATKHM, MONUTUKM, MHLULEHTbI

ik

“  Nepepava KN yepes:
Web, Email
OTKpbITbIE KaHanbl CBA3N.

Websense Data

. WHTepHeT
Security Gateway

MNepepaua KK yepes:
Webmail, HTTPS, IM (Skype, 1CQ)
3akpbiTble KaHanbi cBA3M (SSL)

CvemHoe
YCTPOWCTBO




| AuanOrHayka

PeweHune Websense DLP

Makembi




AUanOrHayka

Data Security Suite

LAN Storage Control
USB Portable Decrypt.
Applic. Data Controls
Mobile Email DLP
Monitor & Respond
Scan & Remediate
Data Risk Mgmt.

Data Identification

TRITON Console @

“*Appliance or Software

Data Endpoint

LAN Storage Control

USB Portable Decrypt.

Applic. Data Controls

Mobile Email DLP
Monitor & Respond
Data-in-Use

Data Identification

TRITON Console ()

< Software

NMNakeTbl Data Security

Data Security
Gateway

Mobile Email DLP
Monitor & Respond
Data-in-Motion

Data ldentification

TRITON Console 1))

«*Appliance or Software

Data Discover

Scan & Remediate
Data-at-Rest

Data Identification

TRITON Console ()}
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» Symantec

Security Division of EMC
—Websansa

" Mohfes

® CA Technologies

o Trustwave © Verdasys

e
Code Grean Networks |Fidelis Cybersacurity Solutions

&
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=
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MSE‘:““ » GTB Technologies
» InfoWatch
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PUHAHCOBbLIN CEKTOP

Ig BTH dkb VPAACUIE Peneccanc KpeanT @ EBponabaHk
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AUanOrHayka

KoMnneKkcHbIM Noaxos K MOCTPOEHUI0 CUCTEMbI 3aLUThI

* bornee 90% yTe4ek 3a npoLwnbIN rog, corriacHo oTyeTy Verizon,
MO>XHO ObINO NpPeaoTBpaTUTb NCNONb3YS AOCTAaTOYHO AeLleBble
cpeacTtBa 1 cnocobbl 3aLWnThl

PykoBOOCTBO KOMMNAHUU:
* MunHnmmnsauma domHaHCOBbLIX NOTEPL, PenyTaunOHHbIX PUCKOB

Otnen VB:

* [NpegoTtBpalleHne n paccriegoBaHne MHUMOEHTOB, CBA3aHHbIX C
yTe4KoM KoHJmnaeHummanbHou nHpopmauymm

Otnen HR:

* BbiaBneHne HebnaroHageXHbIX COTPYAHUKOB. JIOSANbLHOCTL
nepcoHarna

Otnen UT:

o CHwKeHne Harpy3ku Ha coTpyaHukoB VT, npuBnekaroLwmxcs K
paccnegoBaHNIo MHUNOEHTOB




AuanOrHayka e “w Cnacubo 3a BHUMaHue

Bonpochbi1?

3A0 «lnanorHayka»
TenedoH: +7 (495) 980-67-76
dakc: +7 (495) 980-67-75

PomaH BaHepke
http://www.DialogNauka.ru
e-mail: rv@DialogNauka.ru




