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OueHkKa 3alULLIeHHOCTU

TpaanumnoHHble noaxoasbl
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OueHkKa 3alWULLIeHHOCTU

CkaHep ys3BUMOCTEN
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OueHkKa 3alWULLIeHHOCTU

Py4yHOW neHTecCT
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OueHkKa 3alWULLIeHHOCTU
PeweHunsa BAS
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OueHkKa 3alWULLIeHHOCTU

ABTOMaATU3NPOBAHHbIN MEHTECT
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Pe3ynbTaT 00beanHEHUS
C aBTOMNEHTECTOM




CKaHep ys3BUMOCTEMN

* LleHHOCTb CKaHepa:

o [lo3BonAaeTt 6bICTPO HANTU HOBbIE KPUTUYHbIE YA3BMMOCTU
* JlononHuUTenbHaA LEeHHOCTb aBTOMNEHTeCTa:

o ObHapyrKunBaet AUHaAMMNYECKUE YA3BUMOCTMU

o [MoKa3biBaeT No/Hble BEKTOPbI aTak M NOATBEPKAEHHbI
pe3ynbTaT IKCnayaTauum

o CHUXXaeT KoNnyecTBo CPOYHbIX 3a4a4 Ha UCTPaBJ/iIieHNe

O IJKOHOMMUT pecypcbl noapasaeneHnn T n NB

AUanOrHayka



[lpoueccobl b

[10 BHeapeHNAa aBTONEHTECTA

CKaHupoBaHue 3aKpbITHe
Ouepenb 3a4aM o
Ha YA3BMMOCTHU VA3BUMOCTEMU

! Ha UCIMPaBJ/iIeHNE -‘
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[lpoueccobl b

[locne BHeOpeHUs aBTOMNEHTECTA

CKaHunpoBaHue
Ha YA3BMMOCTU

3aKpblTne
Ouepenb 3a4aM o

VA3BUMOCTEMU
Ha ncnpasaeHue -‘

bAsTomamqecmﬁ

NeHTecCT
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Py4HOW NeHTecCT

* LleHHOCTb pY4YHOro neHTecTa:
o Ob6HapyXeHune ya3BMMOCTEN B KACTOMHbIX MPUNOHKEHUAX
o [lMocTpoeHune HecTaHOAPTHbLIX BEKTOPOB aTakK

° Iﬂ,OI‘IOI’IHI/lTel'IbHaﬂ LEHHOCTb aBTOlNEHTECTa.
O B coTHU pa3 6onee BbICOKasA CKOPOCTb MPOBEPKU
o bbicTpoe TecTMpoBaHME MACCOBbIX BEKTOPOB aTakK
o LWnpoknun oxeaTt macwtaboB NnpoBepKn 6e3 cnenbiX 30H
o MrHoBeHHas BM3yanunsaumua pesynbtatos paboThbl

o [lpon3BonbHaA perynapHOCTb TeCTUPOBaHUA

AUanOrHayka



BAS

* LleHHOCTb BAS:
o TecTupoBaHMe nepmumeTpa
o [lpoBepKa MHANBUAYANbHbIX CPEACTB 3aLLUTHI
° |ﬂ,OI‘IOI’IHI/ITEI'IbHaFI LEHHOCTb aBTOlNEHTECTa.
o [MonHbIM macwTab NnpoBepKn BCen MHPPACTPYKTYPb
o PeanbHada skcnayatauma ya3sBUMOCTEN N CNabbiX mecT
o TecTnpoBaHue c yyeTom Bcex cpeacts b

o [onHble BEKTOPbI aTak M NOATBEPXKAEHHbIN pe3ynbTaT
3KCNAyaTauum

AUanOrHayka



OKOHOMUYECKNIN P deKT
OT BHeApEeHUS
aBTOMEeHTecTa



OKOHOMMUYECKNIN PP EKT
JSD 4.35 million

Average total cost of a data breach

CpeaHAA CTOMMOCTb MHUMAOEHTA 0
Data Breach B 2022 ropay: 3370

S 4.35M

Percentage of organizations that have
had more than one breach

JSD 4.82 million

Average cost of a critical infrastructure
data breach

* Cost of a Data Breach Report 2022, IBM Security

PENTERA Automated Security Validation platform (ASV) — nepBada u eguHcTBeHHas B Mupe nnatgopmMa asToMmatusaumm neHrecra

Reaching an all-time high, the cost of a data breach avera
USD 4.35 million in 2022. This figure represents a 2.6%
Increase from last year, when the average cost of a breacl
USD 4.24 million. The average cost has climbed 12.7% fr
USD 3.86 million in the 2020 report.

Eighty-three percent of organizations studied have experi
more than one data breach, and just 17% said this was th
first data breach. Sixty percent of organizations studied st
that they increased the price of their services or products
because of the data breach.

The average cost of a data breach for critical infrastructur
organizations studied was USD 4.82 million — USD 1 milli
more than the average cost for organizations in other indt
Critical infrastructure organizations included those in the

financial services, industrial, technology, energy, transpor
communication, healthcare, education and public sector

iIndustries. Twenty-eight percent experienced a destructi
ransomware attack, while 17% experienced a breach bec
of a business partner being compromised.

AUanOrHayka



OKOHOMMUYECKNIN PP EKT

JTroboe 3anTHOE peleHune
CHUKaeT ywepb

mMmeHee yem Ha 7%

* Cost of a Data Breach Report 2022, IBM Security

Artificial intelligence platform
DevSecOps approach
Formation of IR team

Extensive use of encryption
Employee training

Extensive tests of the IR plan
Business continuity
Insurance protection
Participation in threat sharing
Identity and access management
Security analytics
Board-level oversight

Red team testing

XDR technologies

Multifactor authentication
Pen and vulnerability testing
CISO appointed

Extensive use of DLP

Crisis management team
Managed security services
Remote workforce

IoT or OT environment impacted
Security skills shortage

Lost or stolen devices
Third-party involvement
Compliance failures

Cloud migration

Security system complexity

-$500,000

Impact of key factors on the average total cost of a data breach
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-$136,992 ——
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I $152,465
I $201,354
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OKOHOMMUYECKNIN PP EKT

Average cost of a data breach with incident response (IR) team and IR plan testing

$7.00
$6.00 $5.71 i
$5.09
PerynapHoe TectMpoBaHue oo :
NpoLeccoB pearmpoBaHUA Ha o B
MHUMAEHTbI CHUXKaeT yuwepb MO e s vo B
$3.32  ¢3.25  $3.26
o $3.00
Ha 45%
$2.00
$1.00
$0.00 _ . | _

of the IR plan IR plan testing nor IR plan testing
m 2020 m2021 =m 2022

* Cost of a Data Breach Report 2022, IBM Security

Figure 23: Measured in USD millions
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EcTb BonpocChI?

Mbl rOTOBbI OTBETUTD:
villin@-citum.ru v.solovev@dialognauka.ru
+7(903)765-3862 +7(915)387-9139



