OYHKUUOHAJIbHbIE BO3MOXHOCTU
COBPEMEHHBbIX SIEM-CUCTEM

YexapuH PoanoH
PykoBoauTenb NpoeKkTos
AO «[wnanorHayka»

AuanorHayua



O komnaHuu «AuanorHayka»

« CospgaHo B 1992 rogy CI1 «nanor» n
BbluncnutenbHbiM UeHTpom PAH

* [lepBbiMN U CAMbIMN N3BECTHbLIMM
OTeYeCTBEHHLIMU MPOAYKTaMU,
NnocTaBnsieMbIMU KOMMaHWEN, ObINN PEBU30OP
ADinf, Doctor Web n Aidstest

* B HacToswee Bpema AO OuanorHayka
ABNSAETCH CUCTEMHBIM UHTErTPaTOpPOM B
obnactn nHpopmaLMoHHON 6e30nacHOCTU

AuanOrHayka 2



ConepkaHue

« Obwwme ceegeHna o SEM\SIEM ArcSight
* ApxutekTtypa cbopa cobbiTnn ArcSight
« ArcSight Quick Flex - beicTpoe noakrnoveHne HeCcTaH4apTHbIX NCTOYHMKOB

« ArcSight Logger - HacTpanBaemoe XpaHeHue XypHarnos, ObICTPbIN MOUCK,
OTYETbI U ONOBELLEHNSA

« ArcSight ESM - mogenb cetn, Mogenb nosib3oBaTtens, Koppenauns -
npaBswuna, pearMposaHne, JUHaMU4YeCcKmne CrnucKum

« Bsaumopenctsune Logger u ESM
« ArcSight Marketplace - «ky6ukny» ona SIEM

AuanOrHayka 3



OBLWME CBEOEHUA O SIEM

Auanor-Hayka



TexHOnoruu

« LMS "Cucrema ynpaeneHus xxypHanamum" (Log Management System) —
LEeHTpanu3oBaHHasi cuctema cbopa n xpaHeHnsi cobbITUN,
npenocraensaowas equHbin MHTepgenc 4ocTtyna K noyyYeHHbIM K
XPaHUMbIM OaHHbIM.

« SLM/SEM "Cuctema ynpasneHuda cobbiTusammkypHanamm NbB"
(Security Log/Event Management) - no cyTu cMctema ynpasreHus
XXypHanamu cobbITU, HO C MMHMMAIbHBLIM aHannM3oM JaHHbIX.

« SIM "YnpasneHue gaHHeiMu NIB" - cuctema ynpaBneHna aktuBamu,
opueHTupoBaHHasa Ha Ub. CoagepXxut ceegeHunst 0o ysa3BUMOCTAX
XOCTOB, pe3yrnbraTbl aHTUBUPYCHbIX CKAHUPOBAHNA U T.0.

« SEC "Koppensauus cobbitnn MB" (Security Event Correlation) -
CucTtema ans novcka v BbisiBNEHUs LabnoHOB NOBTOPAOLLIMXCA
OEeNCTBUM B XXypHanax cobbitumn Ub.

« SIEM "Cuctema ynpasneHnsa MHopMaLuoHHOW 6e30MNacHOCTbIO "
(Security Information and Event Management) - Cuctema,
BKIItoUatoasa B cebs BO3MOXHOCTU BCEX NEPEYNCIIEHHBIX CUCTEM,
npegHa3sHa4vyeHHas ans ueHTpannu3oBaHHOro yrnpaBneHnsi cobbITusmMm
N AaHHbIMU Vb.

AuanOrHayka



OCHOBHbIE TPEBOBAHUA K SIEM CUCTEMAM

Auanor-Hayka



TpeboBaHus

1. CH6op cobbITMK N NonyvyeHne cBeaeHNN U KOHTEKCTE
cobbITnm

. Hopmanuaaumsa nony4veHHbIX gaHHbIX

. Koppenauuga

. Npuoputesauunga

. OnoseLleHnd

. OTYyeTHOCTb U B3yarindaun4d

~N O O B~ W DN

. lokymeHTO000pOT

AuanOrHayka 7



CemenctBo npoaykroB HP ArcSight

KoHTponb KoHTponb MoOHUTOPUHF YnpasneHue
[0CTyMNa K ceTam YYETHbIX 3anucen NPUNOXKEHNI aKTMBaMu

HP ArcSight
Koppenauua oy
Express OTYéTbI
KoHconnpauus HP ArcSight
A Logger

C6op AaHHbDbIX HP ArcSight Connector

UCTOYHUKU cObbITUN

AuanorHayka 8



[ToTOKM AaHHbIX

Network devices & applications ORACLE w
F Sysiog
_ \AQ < - e | a
“ &~ 68 Karver ’ Files

€ - XIT
Connector Appliance ArcSight SmartConhectors

ArcSight
O—— ) y Logger
: H (optional)
ArcSight NCM/TRM G
(optional) ) a X | ESM Console B
CORRE | v Q
Storage g O

Console
ArcSight Pattern
Discovery D
(optional) V

anagement

AuanOrHayka
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C6op cobbITUMN

CoObITuA
s 2923292202 s 2
& - o - o 5 o _ o - o _ ©o o 4
) CREE BRI RS-
g3 2325283383
"o o XEE LleHTpanv3oBaHHoe
. ynpasJsieHue/06HOBIEHUNE

Filtering TAggregationJ

A

ﬁ . Q ° P2 ORep 'OQW!B@

Cache/Batch Encryption

ArcSight Connector

ArcSight Monitoring

11
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Hopmanu3sauus

OpuruHan...

Mar 17 2017 12:16:03: %PIX-6-106015: Deny TCP (no connection) from

10.50.215.102/15605 to 204.110.227.16/443 flags FIN ACK on interface outside
Mar 17 2017 14:53:16 drop gw.foobar.com >ethO product VPN-1 & Firewall-1 src
XXX.XXX.146.12 s_port 2523 dst xxx.xxx.10.2 service ms-sql-m proto udp rule 49

PesynbTar

3/17/2017 . . . /Informational/
12:16:03 Deny Cisco PIX /Access /Firewall /Failure Warning

3/17/2017 . . . . /Informational/
14:53:16 »)(o.) Checkpoint  Firewall-1/VPN-1 /Access/Start /Firewall /Failure Weriilie

Bbiroga: bbiCcTpbIM aHanM3 1 NOUCK HE3ABUCUMO OT

AuanOrHayka 12



Hopmanusauus

Apr 22 1k:53:45 tweek
sshd[129851: Failed
password for root from
192-1k4-40.247 port

h

0S/390
OwunbkKka Bxoaa

UNIX

User Name: Isystem

Ow

Password:

Log On to Windows

Copyright @) 1985-2001
Microsoft Corporation

User name; [ Administrator

Password |

Logon Message

" The system could not log you on. |
again. Letters in passwords must b

OwunbkKka Bxoaa

Oracle

noka Bxoga

Windows

Owmnobka Bxoaa

HID-kapTbl

Bxopa 3anpeLyéH

Event | Details | Annatations | Payload | ”

Event | Details | Annatations | Payload | H
Event | Details | Annotations [ Paylozd | |

Event | Details | Annctations | Fayload | ||

Event | Details | Annotations | Payioad |

|E| k\'linimal M

= Mame Value

: _nEvent
B+

3 Jul 2005 13:16:53 COT

F - EMstart Time

3 Jul 2005 13:16:53 CDT

| _:ﬂEnd Time

i3 _mnggregated Event Count 1
" E8carrelated Event Count 0
[—j--[]Eategnry
----[]Category Significance {Informationalfvarning
----[]Category Behavior I nukhenticationWerify
- |#]cateqory Device Group {Physical Access System
f:l ----[]Category Qutcaone IFailure
= ----[]Category Object Location
E‘ =- % Threat
: i 5----%Prinrity El
: =0 = [Epevice
=M . - [Hevice Address 10.1.1.253
- [ElDevice Yendor PAS
- [ElDevice Product Badge Reader
- =) !-:-;Device Custom
_I:—:I—r B--E ... ® Device Custom Stringl,Location |[Lobbey
=-EAAttacker
----Ef'_.ﬁnttacker ..+ deskbopZ7 .2 east, arcnet . com
— - EA Attacker ...|10,0,113,27
B_uﬁj,'ﬂ [—j--ETarget
L - [=]7arget H... |hrwehil br.east. arcnet, com
Elrarget a... [172.16.1.10
[ ﬂDevice Cust... T

AuanOrHayka
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QuickFlex - bbiCTpOe NoaKrYeHne TeKCTOBbIX MICTOYHUKOB

HoBbIn cnocob co3gaHust napcepoB ans Flex-areHToB ¢ BO3MOXHOCTSMM:
» bbicTpasa paspaboTka

* KoppeKkTHOCTb

* [MnbKocCTb

* YnpolieHne obcnyXmBaH1Usa U CONPOBOXOEHNS

*  CHWXeHNs1 NOpPOroBoro ypoBHS Anst Hadana paboTbl

Quick Flex Parser Tool npeacraBnseT cregyrouwme BO3MOXHOCTU A9 aHanusa
doannos:

« [logcBeTKa TekcTa cOODLEHUN B OKHAaxX Base Regex U Token Filter
Manager AN OLUEHKN NpaBUIibHOCTM pa3bopa coobLleHNa TOKeEHaMU

» [loacBeTka TekcTa coobLEHUN B OKHE Log View AN oTobpaxeHus
norukn pasbopa coobuleHnsa TokeHaMmn n onnsTpaMmm TOKEHOB

» [padmyeckasi cTaTUCTUKa NOKPbITUSA COOOLLEHNN CO34aHHBIMU TOKEHAMK B
OKHe Log View

« TecTupoBaHusa paboTOCNOCOGHOCTM TOKEHOB U AeTanbHOe onncaHmne
BblSABMEHHbIX OLLINGOK

AuanOrHayka 14



QuickFlex: Ha4yano paboThblI

Quick Flex [Aruba / Mobility Controller / Version: 1 1 File | Base Regex Editor | Token Filter Editor | Token Manager | Token Filter Manager | Help
Total Logs: 177 Base Parsed: 0 Base Unparsed: 177 Complete:0 Incomplete: 177 Next Unparsed > Go to > Q @
—_—

# 71| Total"177" Log Lines (C Refresh Matched Token Filters
b & Oct 21 07:43:48 172.16.0.254 aaa[452]): <125022> <WARN> |aaal Authentication failed for User admin, Logged in from 172.16.0.87 port 20817, Connecting to 172.16.0.254 port 4343 connection type HT... -+ 0
2 Oct 21 07:43:53 172.16.0.254 aaal452]): <125024> <NOTI> |aaal Authentication Succeeded for User admin, Logged in from 172.16.0.87 port 20818, Connecting to 172.16.0.254 port 4343 connection typ... =** 0
3 Oct 28 02:19:07 172.16.0.254 aaal452): <125025> <INFO> |aaal Radius Authentication is disabled 0
- Oct 28 02:19:07 172.16.0.254 aaal452]: <125032> <NOTI> |aaal Authentication Succeeded for User admin, Logged in from 172.16.0.87 port 13875, Connecting to 172.16.0.254 port 22 connection type S.. *** 0
5 Oct 17 08:40:03 172.16.0.254 authmgr[486]): <132023> <ERRS> lauthmgr| 802.1x authentication is disabled in profile Station 00:0c:f1:28:99:60 00:0b:86:33:a8:70 0
6 Oct 17 08:40:03 172.16.0.254 authmgr[486]: <132030> <ERRS> lauthmgr| Dropping EAPOL packet sent by Station 00:0c:f1:28:99:60 00:0b:86:3a:a8:70 0

Base Regex  Token Filter

Token Filter Coverage Token Filter Stats

B No Token Filter Match 177

=
Hewlett Packard HPE Security Quick Flex v1.0.0 | © 2016 Hewierr Pack
Enterprise

AuanOrHayka 15



QuickFlex: ocHOBHOe perynsapHoe BbipaxeHue

Base Regex Editor

Log View  Token Filter Editor ~ Token Manager  Token Filter Manager  Help

Raw Log Valid Regex and Matched entire Log Line 0

-~

Oct 21 07:43:48 172.16.0.254 aaa[452]: <125022> <WARN?> |aaa| Authentication failed for User admin, Logged in from 172.16.0.87 port
20817, Connecting to 172.16.0.254 port 4343 connection type HTTPS

Base Regex

O\AENs 2\ 2OWA I\ DWAINID A" (DN O\ [0-93-fA-F1[0-9a-fA-FI\ {5} 0-93-fA-FI[0-9a-fA-Fl@\d+\\d +\\d+\\d+|.*?
@\d+\\d+\\d\\d+H) DDA L, 4D\IN\s* < Qd{5,6D > \s <(DBUG|INFOINOTIWARNIERRSICRITIALRT) >\s*CZ:(ZANs* (LI N\s"\D?:\ < (2
ASHNs+2\d+H\\dH\\d-+H\\d+D\> ) D\s+(.* l

(*): The regex must be valid and match the entire log line.

%0 Matching details Tokenize

AuanOrHayka 16



QuickFlex: aTanbl paboTbl

List of New Tokens Used in Base Regex

. TokenO
. Tokenl
. Token2

. Token3

. Token4
. Token5
. Tokené
. Token7

Mapping List

~+ nNew X Delete
Q

AuanOrHayka

Mapping Details

Assionment * event.deviceProcessName

Device Process Name Q
Description

Operation

None {b Av4

Arguments *

Operation: None
Process
Arguments: token_name

Base Regex Editor

Message ID Token

TokenO

Base Token List

TokenO

Tokenl

Token2

X

Log View

Message Token

Token Filter Editor ~ Token Manager

[0 Matching details

Avd TokenO RV 4
Token Details
Q Token Name *
Hosfname|
Type
v
Regex

(OWwAI\DWAID

Description

Assignment

Q

Data Capturing Setting

Additional Data O

Token Filter Manager  Help

17




QuickFlex: pe3synbraT

Generated Parser File

regex=2\d{4M\s+)2CN\2MWANTWWWAL TN W U WIWTHCAN(2:[0-9a-fA-F1[0-9a-fA-FI\\W {5 H0-9a-fA-F1[0-Qa-fA-F1@\\d+\\ \\d - \W\d+\W W+ 2@\ d =AW Wd A+ VWD) 27N
[N, ADWIWANS* <(\WNd(5,61)>\\s < (DBUGIINFOINOTIIWARNIERRSICRITIALRT)>Ws*C:C:AN WS (WIS WD AN« (:C2ANS+ M s+ (AN - A LW DM ()

token.count=8

e Iname=Hostname
token[OLtype=String
token[1].name=TProcess
okenl11type=String
oken[2].name=Accesspoint

okenl31Lname=Processid
oken[31type=Integer
okenl4].name=Id
okenl[4]type=Siring
oken[51.name=Severit
oken[51type=Siring
oken[6].name=Process

token[7].name=Msg
token[71.type=5String

additionaldata.enabled=true

AuanOrHayka 18



Flex-areHT: AONONIHUTEeNIbHbIe BO3MOXHOCTM

« (ObpaboTka COBLITUIN, COCTOALLMX U3 HECKONBLKUX PasHbIX CTPOK:

Mon  2013-09-16 -00:07:38:  ————————un

Mon 2013-09-16 00:10:11: SecurityPlus AntiVirus processing c:\mdaemon‘queues'local\md50003493074.msqg. ..
Mon 2013-09-16 00:10:11:
Mon 2013-09-16 00:10:11:
Mon 2013-09-16 00:10:11:
Mon 2013-0%-16 00:10:11: Message subject: Kompnasma "EBanTex" Hoemml kypc "TpubBomarsHocTHika. OCHOEBH CMasHEAHMA MamvHE M obopymosasma.™
Mon 2013-05%-16 00:10:11: HMezsage ID: «d041a922-le42-1le3-fcB8c-00leBc490aadftgel. ru>

Mon 2013-0%-16 00:10:11: Start SecurityPlus AntiVirus results

Message return-path: bushurovavnébaltech.ru
Message from: bushurovavnébaltech.ru
Message to: moskin.aocfcomp.ru

* * X X ¥

Mon 2013-05%-16 00:10:11: * Attachment tl.rar is infected by Troyan.Horse.dl

Mon 2013-0%-16 00:10:11: * Total attachments scanned : & (including multipart/alternatives and message body)
Mon 2013-0%-16 00:10:11: * Total attachments infected 1

Mon 2013-0%-16 00:10:11: * Total attachments disinfected: 1

Mon 2013-09%-16 00:10:11: * Total errors while scanning : 0

Mon 2013-0%-16 00:10:11: * Total attachments removed : 0

Mon 2013-09%-16 00:10:11: End of SecurityPlus AntiVirus results
Mon  2013-09-16 -00:10:11:  ——=——————=

« [lony4yeHne gaHHbIX 00 OAHOM COObLITUM N3 Pa3HbIX CTPOK XKypHana:

[18/Jul/2005:12:30:20 -0400] conn=8 op=0 msgld=BZ - BIND uid=admin
[18/Jul/2005:12:30:25 -0400] conn=7 op=-1 msgld=-1 - LDAP connection from 10.0.20.122
to 10.0.20.122

[18/Jul/2005:12:30:30 -0400] conn=8 op=0 msgld=82 - RESULT err=0

AuanOrHayka 19



Flex-areHT: AONONIHUTEeNIbHbIe BO3MOXHOCTM

° 3anooc OAaHHbIX N3 BHELWWHNX NCTOYHUKOB:
type=sqﬂ
field.addrs.as.nunbers=tcrue
field.getter=o0ldFileHash
field.=setter.count=2

field.=zetter[0]=targetlUserPrivilages

field.=setter[l]=ocldFilePermi=s=sion

jdbc.class=org.gjt.mm.mysgl. Driver

jdbc.url=jdbc:mysgl: f/localhost: 3306 /arcsight

jdbeo.username=root

jdbc.password=CBFUSCATE . 4.0. 2 :HTIWgEnTJ3=gLck7jQ3FPRA==

jdbc.query=select inn,name, nameshort from "ARCSIGHT"."egr™ where inn in- (?\wd0007)

e TabnuyHoe cooTBETCTBUE:

event.externalld, event.deviceSeverity, set.event.deviceExternalld, set.event .message, Set.event.priority, set.event.deviceFacility,

553,Audit_ success,WN 035 05535,06napy=®eHa aTaka © NOBTOpeHMEM NakeTos, &, Access, PCIDS510

672, Budit_failure,WN 035 0672F,Heynmadsas NONHTEA EBHOau9M Gunera NpoBepEM NOMMMHHOCTM, 4, Access, PCIDS510

672, Budit_ success,WN 035 06725,Bunas BuneT nposeprM NommmMHHOCTM, 2, Access, PCIDS510

673, Budit_failure,WN 035 0673F,Heymausas NONHTEa EBHnauw Gunera coy=mbu, 4, Access, PBCIDS510

673, Audit_success,WN 035 06735,¥mauHas NonuTka Bunauw Gunera cmy=Bu, 2, Access, PCIDS510

674, Audit success,WN 035 06745, Bunaxseni Guner ofzosnesn, 2, Access, PCIDSS10

675,Audit_failure,WN_D3S_06?5F,Omn5Ka NpeOEapMTENsHON NpoEepEM, 4, Access, PCIDSS10

678, hudit success,WN_035 06785, ¥ueTHan SanMck CONOCTAENEHA LAA EX0O2 E CHMCTeEMYy, 2,Access, PCIDS510

679, hudit failure,WN 035 0679F,¥3 He yOamock CONOCTAEUTE INA EXOHA E CHCTEMY, 4, Ahccess, PCIDSS10

680, hudit failure,WN 035 0680F, KoHTpomnep OoMeHA HEeYOARYHO NHTANCA ODROEEDMTE - ORHHHE LNA EXCOR B 2KKAyHT  , 4, Access, PCIDSS510
680, Audit_success,WN_035 06805, KoHTponnep AOoMeHa YOad¥HO OHTAACHE OROESPMTE AaHHHE OAA EXofa E akKKayHT, 2, Access, PCIDS510
682, Audit_success,WN_035 06825, Ceanc nepencARmodeHd K- CTaHIMM, 2, Access, PCIDSS10

683, Audit_success,WN_035 06835,Ceanc OTKRMDWEeH OT CTaHIMM 2, Rccess, PCIDSS10

640, Audit_success,WN_035_06405,Msmenenwe ofmeft Basu manmwmx ¥3 ,2,Account, PCIDSSE

643, Audit_success,WN_035 06435, sMeHeHMe OOMMTHMEM ONA fgoMeHa, 6, Privileges, PCIDSS7
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XpaHeHue un nouck: ArcSight Logger

Monitor ¥ | > Summary w7 Tools - |l | " System Overview I
-
[ CPU Usage
100%
& s0x
E
s
g
g oxd N ey A |
18:00 20:00 22:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00
Time

e [ 107 0 o 05

I AILEPS In [ All EPS Qut
600
400
-g 200
V]
13:00 13:30 14:00 14:30 15:00 15:30 16:00 16:30
Time
Receivers ¥ Configure  Forwarders £} Configure
Receiver Current E.. Current Bytes/S.. Maximum... Total Events Forwarder Current EPS  Current Bytes/S.. Maximum ... Total Events
TCP Receiver 25¢e/s 206,898B/s 11.020e/s 31,785,301 events * There are no
forwarders to
Apache URL Disabled Disabled Disabled Disabled |z display
Access Error Log
Audit Log Disabled Disabled Disabled Disabled
SmartMessage Oefs 0B/s Oefs 0 events
Receivar %
Total 25e/s 206,898B/s 11.020efs 31.785.301
events Total Oefs 0B/s Oefs 0 events
Storage Groups £3 Configure
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XpaHeHue un nouck: ArcSight Logger

‘ hd m Advanced

Configuration s

1104

m m
EPSIn: 1 EPSOut i3 CPU: D% admin o

System Admin Take me to... (Alt+o)

~ I

@ ArcSight Logger Summary Analyze ~ Dashboards Reports Configuration ~ System Admin Take me to... (Alt=0)
W B ) 5 3w | Alfields IZ| Current week IZ|
Logger and deviceEventClassld = memory:100 |
@ ArcSight Logger summary Analyze s~ Dashboards Reports s
7,455 events (Scanned: 126,413 events, 00:02.547) ¥
B K | L~ | Alfieds [z] | testiominutes |-
Logger | chart count by name
0
Mon 00-00-00 Won 12:00-00 Tue 00| _
27 events (Scanned: 31,353 events, 00:01.231) | ¥
@ Time (Event Time)
Selected Fields (5) = 1 2015/06/26 16:56:00
deviceEventClassid 1 @ 2  2015/06/26 16:55:3 a0
ievebroinct ) E 3 2015/06/26 16:55:00 80 # (Roon
= 704
deviceVendor 1
@ 4  2015/06/26 16:54:00) &0 Default Reports
deviceVersion 2
50 - T
@ 5 2015/06/26 16:53:00 4 Device Monitoring
name | 40
i Anti-Vi
@ 6  2015/06/2616:5200 £ 30 et
H 20 CroseDe
@ 7 2015/06/2616:51:00 I 104 l fasstevite
B 8 2015/06/26 16:50:00 ’ pataase
: g?;s?& g, % "“5‘2@ Firewal
@ 9  2015/06/26 16:49:00) H;
Identity Management
4
Show RAW Dz-IPS
< Network
name ~tount Operating System
Root Disk Space Remaining 1
VPN
Storage Group Space Used 64
Foundation
Successful login 1
SANSTop S
TCP_CLIENT_REFRESH 1
4 |||

© Errors Detectedin Anti-Virus Deployment

© Failed Anti-Virus Updates

Chart Settings ﬂ

Actions:
Quick Run with default options

Runin Background

o Toplnfected Systems

Run Report

© Update Summary

List Published Qutputs

O Virus Activity by Hour

Create Dazhboard Widget

Customize Report

[l CopyReport
Copy Report asLink

Cut Report
Properties

(!-) Download Report
View Description
* Add to Favorites

-
[ Delete Report

Less a

Properties:
Name: Topinfected Systems
Type: Adhoc

Format: HTML

AuanOrHayka
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Bonpochbl, BONpPOCHI...

KakoW 3To ceperc? Kakue e coodlleHWA OT Hero
NOCTYNAKT? Ha kKX ells cucTemax oH padoTaeT? whois? MecfaHHLe XocTa
OpraHyzauMu? KTo agMUMHUCTpaTop, KTo

Enagensey?

YTo 2lWg NpoMcxoguno B 3To EpeMA?
MpWENWINTENEHD B 3TO BpEMA?
KaKas 370 EpeMeHHan 3oHa?

\agpece?
I'oe Gbin UCTOUHKME?

DMS uma? Opyrie imeHa? JaHHble

UTO elg NpoUXoaMno Ha 3TOM XOCTE

YTO 3T0 33 CRpBNCT
ECTe NW Mo yNoMUHIHWA
B OpYTHX #ypHanax?

-

¥

Mar 20 08:44:35 pcx02 sshd[263]: Accepted password for root from 216.101.197.234 port 56946 ssh2

*

1

Karko# |P y naHHod cucTeme? EcTe y Hed
elWe umeHa? [ ge oHa pacnonoskeHa? Ko
AOMHHHCTPATOD T

UTO eWe Ha Hed NpoHCXoOUnoe?

Kakoi 370 nonesoeaTent? OTRyYOE oH
NOQEMCUMNCAT 13 K3KoH OH OpPraHuEaLun
‘orgena? Kakue ¥ HEro ponuinonHoMouMs?

YTto 310 38
HoMep? YTo OH
ofosHauaeT?

|

Kakol 3m0 nopT?
37O CTAHOAPHLIA
nopT? [oe ewe oH
BCTPEUYaETCAT

AuanOrHayka
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Moaenb nonb3oBaTens\ moaenb pecypca \ ceTeBas
Mozenb

CeTeBas moaenb

New York Region
192.0.2.4
W2KNY101
1IS Webserver ’ PEWNYIO
192.0.2.0 -
NAT: 192.0.2.1 192.0.2.5
192.0.2.
192.0.2.7
192.0.2.11
Wy
v
e i i
192.0.2.1

LINNY103
Apache ’

192.0.2.2
NAT: 192.0.2.3
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Moaenb nonb3oBaTens\ moaenb pecypca \ ceTeBas
Moaenb

InspectfEdit R
| Event Inspector | 5 AssetTestasset | Bl Asset10.31.38.12 - MAILO1| b ActorUsert

Aftributes | potes

Moaenb nNosib3oBaTeis 5 Actor R
*UUID Usert I
#* Full Name Usert L
First Mame MeaHoE 3
Last Name MBaH o
Middie |nitial PegoToBMY
ConocTtaBneHue Monutnkn DM e trer
KTo cTouT 3a faHHbIM KakoBo BnusaHue DN
NOrnHom? coObITUA Ha OM3Hec? Employee Type rar
Status
Title BemyLumwil 3RoHOMKCT
Company
Org
Department COTasn asanusa MHEHCOELX NoKasaTensl
Ponb Mpodunb Manager Cwgopos W.E. Z
CooTBeTCTBYET Nnn nofib3oBaTerns (Name)
aKTMBHOCTbL POnu C Yem oBLIYHO (Description)
COTPYAHMKA? paboTaeT AaHHbIN = Account Altributes 57 %
nonb3oBartesnb? Authenticatar Account 1D
Cracle useri
S ABS |.Ivanow
Docs Ivanov fin
Windows: IvanovIF

= Role Attributes o5 3¢

Role Mame Resource Name Role Type
Analist |aBS User
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Moaenb nonb3oBaTens\ moaenb pecypca \ ceTeBas

Mo4deJlb

Moaenb pecypca

Peno3utopun
pecypcoB

BaxHocCcTb

pecypca

KputuyHocTb
YazsumocTu pecypca

NonsepxeHHOCTL Hackonbko KpUTHyeH
pecypca aTakam AaHHLIN pecypc

ansi 6usHeca?

Aftributes | Categories | Atemate Interfaces | Vuinerabiities | Notes|

E Asset
¥* Name 10.31.38.12 - MAILD1
¥* |P Address 10.31.38.12
MAC Address 00:50:56:a7.05:55
Haost Name MAILO1

! attributes | Categories | aternate Interfaces | Vuinerabistes | Notes|

in ko

qF Add... & Edit 3 Remove (2 Refresh

E co Local Asset Categories

1|/ Asset Categenies/Site Asset Categories/Application/Wireshark 1.10.0 (B4-bit) -
[0 Asset Categones/Site Asset Categones/Application/Micresoft Exchange Client Language Pack - Chine| |
/Al Asset Categones/Site Asset Categones/Application/Microsoft Pragmatic General Multicast

1Al Asset Categories/Site Asset Categones/Application/Microsoft Exchange Client Language Pack - Englis
1Al Asset Categonies/Site Asset Categonies/Application/Mware Tocls

1Al Asset Categones/Site Asset Categones/Application/Microsoft Exchange Client Language Pack - Gujan:
1Al Asset Categones/Site Asset Categones/Application/Microsoft Office Proof (English) 2010

Al Aocat Matannnec/Tite Aocat Matanndac! Annficafinn Micrnen® Mfce Charad 22 bt MU (Russian) 2010

| attributes | Categories | Aternate Interfaces | Vuinerabiities | notes| r Language Pack _ Chin

t Access Connection M:

'3 emove 3
on Add... # Edt ¥ Remove 2 Refresh MU (Russian) 2010

Vulnerabiiiies . Language Pack - Kanns
/Al Vulnerabiliies/CVE/CVE - CVE-2005-1794 Language Pack - Portug ~
/Al YVulnerabiliies/ CVE/CVE - CVE-2008-0217 _| 3

/Al Vuinerabilities/CVE/CVE - CVE-2009-1532 .
/Al Wuinerabilities/CVE/CVE - CVE-2009-1917
/Al Wuinerabiliies/CVE/CVE - CVE-2008-1918
/Al Vuinerabilities/CVE/CVE - CVE-2009-1918
/Al Wuinerabilities/CVE/CVE - CVE-2009-2510
/Al Wuinerabiliies/CVE/CVE - CVE-2009-2511
/Al Vuinerabilities/CVE/CVE - CVE-2009-3555
/Al Wuinerabilities/CVE/CVE - CVE-2009-3671
/Al Wuinerabiliies/CVE/CVE - CVE-2009-3673
/Al Vuinerabilities/CVE/CVE - CVE-2009-3674
/Al Wuinerabilities/CVE/CVE - CVE-2009-3676
/Al Wuinerabiliies/CVE/CVE - CVE-2009-3678
/Al Vuinerabilities/CVE/CVE - CVE-2009-4074
/Al Wuinerabilities/CVE/CVE - CVE-2010-0017
/Al Wuinerabiliies/CVE/CVE - CVE-2010-0018
/Al Vuinerabilities/CVE/CVE - CVE-2010-0020
/Al Wuinerabilities/CVE/CVE - CVE-2010-0021
/Al Wuinerabilities/CVE/CVE - CVE-2010-0022
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Busyanusauus

NHTepdenc peanbHOro
BpeMeHW C reorpadpuyeckmy =
pacnosnioxeHnem o6beKToB
N NpeacTaBlieHNnEM
OTKINOHEHUN B napameTpax
besonacHocTu

OTobpaxeHne cobbITUK NO

Security Intelligence Status Report For Last 24 Hours

8am PST Friday March 19, 2005

Business Area: Sarbanes-Oxley

3 Real Troe Event Viower | TFiie | @ Dwmml
a'ﬁ)]almm|mm|m1m|
%
i‘} "I“" [
P o
~—
,,,,,, But No Damage
5 | ERNSS—
2, mulll i
-
= o P tam lam Sem Tam
em
o = (= d

nogpasaeneHnsm nnm i .
o« J he = 4
yCTpoiicTBam K @
BbiGop Mexay onacHOCTbIO & ’t,, >
coObITUSA UK ero 3 s
KaTerOpMeM |lHot B Warm O Coldl ‘{J%
VHTYUTUBHO MOHSATHBIN 10 Online, uncompressed — L e
MHCTPYMEHTAasTbHbIN il
NHTepdenc A NoarotToBKu g o e
TabnnyHbIX 1 rpadnyecknx f ol
Offline, archived 19313565107
OTYETOB O Ge3onacHocTu 2 2 S
WK nokas KapTbl ° Storage Options
HapyLleHnn 6e30nacHOCTU
27
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Busyanusauus

= il e L
B arcsight Console 3.5.2.4529.0 [localhost:admin.ast] F
File Edit Vews Tools Window Help

E ArcSight Console

Section 11 Overview

o ?

|ID-CEHE & Be x| F
Yiewer
] Live] 150 Sections Overviewl Section 9 Overview

Section 10 Overview

ol

O(E

Section 11 Overview

Rules Attackers and Targets

IS0 Section 11

o Yiolation

&

223 17:39:03 - 2/26 19:56:03

Last 20 Rules Fired

MName
|Same User Using Different User Names to Log-on ~
Same User Using Different User Names to Log-on
|Same User Using Different User Names ta Log-on
Same User Using Different User Names to Log-on
|Same User Using Different User Names ta Log-on
User Logged in from Two Locations

|Same User Using Different User Mames to Log-on

NHaaAaRANRITIASR

Accaas i Racwoned

&
g [=T

formation Systemsl Vulnerabilities Overview | Information Leaksl

\ Same User Using Different User Names to Log-on - s split on source ] Rendered in1 s, Nodes:29, Edges:30 | Layout: Organic Layout
3/6 11:32:00 - 3/ 12:28:17 |Same User Using Different User Names ta Log-on [@llox]z=~]l
Last 20 Rules Fired User Logged in from Two Locations LY
Name |Same User Using Different User Names ta Log-on
Malicious Code Detected User Logged in from Two Locations fal
Malicious Code Detected |User Logged in from Two Locations
Malicious Code Detected Same User Using Different User Names ta Log-on - - 4
36 11:32:00 - 3/6 12:28:32 o lc o | icar | icing Dif! il b Yoo b P i b l Rendered in s, Nodes: 16, Edges: 18 I Layout: Organic Layout [@lov]z=
Top 20 Rules Fired 2/23 17:39:04 - 226 19:56:03 () lzz ] +|(2/23 17:33:03 - 2/26 19:56:03 o=l ~ ey
Name Total Top 20 Rules Fired Top 20 Targets in Rule Firings
EMalicious Code Detected 83 Mame Total Target Address Total
gCSI':;Z:;::ieB;L::uimieo:oSg;:tsem f [ same User Using Diff... to Log-on 6971 HEunknown 13021
R e S Ouser Logged in from Two Locations 4339 O10.0.112.203 400
Ouser Account Deletion 2000 O192.91.254.205 300 |2
D access Rights Removed 1661 - 1192.91.254.209 200 l
B192.91.254.201 200
10.0.112.211 200
H10.0.112.205 200
2/27 13:00:00 - 3/6 13:00:00 10.0.112.207 100 [@lo~z=>8 v
Data last refreshed: 3/6 12:28:32 10.0.112.213 100 [v]

J ‘2) [12:24:43] You have unacknowledged notifications!

(@)l

[ B

2/19 - 226 20:00:00

219 20:00:00 - 226 20:00:00

Data last refreshed: 2/26 19:49:31

=

[raka last refreched: 9719 7:40:

[

0|
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N oKkymMmeHTOOOOpOT

e OTanbl: 06paboTka NHUMOEHTOB B
COOTBETCTBMIU C 3apaHee 3afaHHbIM,
npeaHa3Ha4YeHHOM AS19 COBMECTHOM
paboTbl NpoLeccom

« AHHOTMpOBaHWE MHUUAEHTOB ANsi bonee
MNOSIHOro aHanusa

*  WHTerpaumsa co CTOPOHHUMK CUCTEMAMMU
OOKYMEeHTOoDopoTa

"r Flagged as Similar I » "'

Fallow Up

» F, : .
-4 'r Final }‘

» "r Momitoring I

] Stage:Final |
Attributes | Ngtesl
El stage
# Mame Final
Subseqent Stages Closed
User required v
Comment required -
Can be skipped v
= Mark Similar
Mark. sirnilar required -
tMark. Similar Stage Final
= Configuration flags
Hidden: True
Closed: False
E Common
Resource ID RqaHINFoAARCASo BRI Glg==
External ID
Alias
Description Investigation has concluded
Version ID AAAAATY JguSby 13w
Deprecated -
= Assign
et
Matification Groups
= Parent Groups
all Skages LAl skages)
Creation Information
Last Update Information
Creation Information ‘
Qi Cancel | Apply | Help |

= |

AuanOrHayka
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JononHutenbHble MOAYNU

« CooTBeTCTBME CTaHOapTam
« PCIDSS
« HIPAA...
« ABTOMaTU3aUUS U NHTErpaums
« Threat Detector
« User Behavior Analytics
« System Monitoring
* Reputation Security Monitor

 Domain Name System Malware Analytics
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ESM + Logger

AUP Master
e ——————— =
Manager Database

Co6bITUA, NpeacTaBnsloMEe UHTEPEC ANns
Alﬁ:;?n::vg;ﬁ::lgo:nb:ml- Koppensauuu, oTnpasnsiorca us Logger B

6pa 32 ns nocryna k ESM ESM ansa koppensynn. Co6bitusa

pay PLF(: :r "TgA ! Koppensiuuu oTnpasnsatoTcs ob6paTtHo B

99 ) I Logger ana AonroBpeMeHHoOro XxpaHeHus.

2 Arsgh

P ansars
Connector

AHanNUTUKun Logger Appliance

Bce SmartConnector’bl
ynpaBnsiloTCcA yaanéHHo Yyepes
Connector Appliance wau ESM

Manager.

Cob6bITHA Cco BCcex
SmartConnector'os
oTrnpasnstoTca B Logger.

o e — —— —— —— —— —— —— — — — —— —— — — — — — — — —

AUP Master

ArcSight SmartConnectors
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Logger + ESM

AHaNUTUKN UCMNOJIb3YIOT
ArcSight Console nnu web-
6paysep ansa pocryna k ESM,
Logger n CA.

O6pa6oTaHHble ESM cobbiTusa
nepecbuiaroTca B Logger ans
AOJITOBPEMEHHOr0 XpaHeHus.

Connector

Appliance
Onuus

AHanuTukn

Manager Database

Cob6biTnA co Bcex Bce SmartConnector’sl ynpasnsitorcs
SmartConnectors yAanéHHo yepe3 ESM Manager wam
OtnpaBnsatoTca Ha ESM. I Connector Appliance.

ArcSight SmartConnectors
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ArcSight Marketplace

* [akeTbl NpaBun\pnabLTPOB

* HecTtaHOapTHbIE areHTb!

*  WHTerpaums co CTOPOHHUMM CUCTEMAMMU
e [onoNHUTENbHbIE YTUNUTbI

Browse by category

[ NEW ITEMS |
Activate Activate Product Classic Packages SmartConnectors Partner
Packages Packages Integrations
@ View 29 items © View 16 items © View 8 items © View 1 item © View 61 items
Products Resource Center Utilities and FlexConnectors NEW!
Tools
© View 11 items © View 16 items @ View 10 items © View 27 items © View 33 items
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ArcSight Marketplace

All Categories (185)
Partner Integrations (61)
NEW! (33)

Activate Packages (29)
FlexConnectors (27)

Activate Product Packages
(16)

Resource Center (16)
Products (11)

Utilities and Tools (10)
Logger (8)

Classic Packages (8)
FalseCONNECT (1)

SmartConnectors (1)

Utilities and Tools

Urilities and Tools

All products ~
Sort by Newest
HPE FREE

IPv4 Internet Dark Zones Update
Hewlett Packard Enterprise

ArcSight
, Utigﬁes
Tools
& 480
HPE FREE

Activate Customer Base Template
Hewlett Packard Enterprise

NEW!
Customer Template

Base

& 43

Downloads

All versions v All companies

A-Z

HPE FREE

Tool Commands Web App
Hewlett Packard Enterprise

ArcSight
, UTiEﬁes
Tools
& 221
HPE FREE

G7 to GY Migration Tool
Hewlett Packard Enterprise

 m—

Hewlett Packard
Enterprise

& 93

~ | Clear filters

HPE

ArcSight Activate Templates

Hewlett Packard Enterprise

ArcSight Activate

Templates

& 173

HPE

Activate Package Installation

Checker
Hewleft Packard Enterprise

ArcSight

/ UTiEies
Tools

&> 72

FREE

FREE
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Bonpochbi?

Tel: +7 (495) 980-67-76 pob. 151

Web: www.DialogNauka.ru

E-mail: Rodion.Chekharin@DialogNauka.ru
117105, r. MockBa, yn. HaratuHckas, 4.1
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