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ABSTRACT

Implantable Medical Devices (IMDs) typically use propri-
etary protocols with no or limited security to wirelessly com-
municate with a device programmer. These protocols enable
doctors to carry out critical functions, such as changing the
IMD’s therapy or collecting telemetry data, without hav-
ing to perform surgery on the patient. In this paper, we
fully reverse-engineer the proprietary communication pro-
tocol between a device programmer and the latest genera-
tion of a widely used Implantable Cardioverter Defibrilla-
tor (ICD) which communicate over a long-range RF channel
(from two to five meters). For this we follow a black-box
reverse-engineering approach and use inexpensive Commer-
cial Off-The-Shelf (COTS) equipment. We demonstrate that
reverse-engineering is feasible by a weak adversary who has
limited resources and capabilities without physical access to
the devices. Our analysis of the proprietary protocol results
in the identification of several protocol and implementation
weaknesses. Unlike previous studies, which found no secu-
rity measures, this article discovers the first known attempt
to obfuscate the data that is transmitted over the air. Fur-
thermore, we conduct privacy and Denial-of-Service (DoS)
attacks and give evidence of other attacks that can compro-
mise the natient’s safetv. All these attacks can he nerformed
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B 2016 rogy B HECKOSIbKMX
MoAenax KapAnoCTUMYIISITOPOB
OOHapYy>Xnnm cMepTesibHO
onacHble YS3BUMOCTMW.

C nx nomoLbto
3M0YMbILMEHHUK MOT NOMYYNTb
yOaneHHbIN OOCTyn K
NMMNIaHTUPOBAHHOMY NaUNEHTY
KapAMoyCTPOWUCTBY, a 3aTeMm
OTNpaBnATb EMY
NPOWN3BOSIbHbIE KOMaHAPBI.

Hanpumep, OH MOr yCTaHOBUTb
HEKOPPEKTHbIN CepaeyHbIN
PUTM 1 NPOCTO YOunTb
nauneHTa.


https://www.esat.kuleuven.be/cosic/publications/article-2678.pdf

n MpocnywaTtb HOBOCTH

VI3 3/1eKTPOHHBIX TPYJAOBbIX HEKOTOPBIX
pOCCHSIH HauaJj MponajaaTh CTax

m g 2 0 a1 a IZi MNMocT Jlykaukoro

MocTt He npo Wb, a Nnpo KpUBOPYKUX MPOrpaMMmUCTOB U
apXUTEKTOpPOB OAHOro $oHAA, KOTOPbIA He NoAyMarn, YTo Npu
NVKBUAALMN KOMMNAHUW, 3aNncb O HE NUKBUAMPYETCS U3
3N1eKTPOHHbIX TPYAO0BbIX KHUXEK BCeX, KTO B 3TON KOMMNaHUN
paboTan. Ho camoe neyanbHoe BO BCE 3TON NCTOPUUN He

pyKC Tb NPOrpaMMepoB 1 cnaboMmymume apxmTekTopos, a To,
YTO B C/lyyae LeneHanpaBieHHOro BO3enNCTBUS Ha CUCTeMy,

AoKasaTb YTo-TO byaeT HepeanbHo. O6paTuTe BHUMaHwue, YTto NOP
OTKa3blBaeTcs NpUHMMaTL B KayecTBe JoKa3aTeibCcTBa ByMaxHyto
TPYAOBYIO, @ Kak MHaye AokasaTb ¢akT paboTbl HENOHATHO. Ecau
KTO-TO 3aX04eT co34aTb HanpsiXXeHHOCTb B obLiecTse "MamMa He

~

roptoii", To He Hago byAeT KpacTb AEHbIM CO CYETOB rpaxAaaH,
AOCTaTOYHO 6yaeT 06HYNNTL BCe UX 3NEKTPOHHbIE TpyAoBble. A BOT
TOrAa Mbl AeACTBUTENIbHO BEPHEMCS B KAMEHHbI BeK

13 3eKTPOHHBIX TPYAOBLIX KHMKEK CTajia ucue3aTb MH(popMalus o craxke paboTsl Ha
NMUKBUAUPOBAHHBIX NMpeanpusaTusax. M3-3a aToro HeKOTopbie poCCUsIHE PUCKYIOT
ocTaThbcsl 6e3 MonoKeHHOM meHcuu, nuiueT «Pugyc».

https://lenta.ru/news/2021/08/27 /staz/
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ManHuHr egbl unu «Marepouka» rnasamm xakepa

UHdopmaymoHHaa 6e3onacHoOCTb*

AnexkcaHap PoroxwuH 25 map 2020 8 22:14
N3 necovHuupbl

Hagoenu CNUCaKuA C BbIPyYai KapTbl EBbIe HEMOHATHO Kem! OGbACHNUTE 3 Nepebix CNUCaH

NPUNOXWN rae A CaM CNUCbIBAN, NPy YeM 34eCb 3HaueK OAHOKNAcCCHUKOB? O6paTtunca 9 ma
BBeAeH ne MapTa ¥ ONATb KTO-TO ux criucan 24! ONATb 2 HeAenn XAaTh YTo O Ha CneayrLWni AeHs Cnn
MocMoTpeThb BCe n3obpaxeHuns

HanucaTb 3TOT NOCT MeHsl BAOXHOBMMA CTaThs, KOTOpas [aBHO BUCUT Ha Xa ¢ mm— b b emew e wmew e eeeew
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i Lodbabotbione i dbopibiey MATEPOUKa, MOXET Bbl NogckaxeTe? Myrn 0cobo He nomor. MoCTORHHO NPUXOART KOAbI No
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[OCT P 56939—2016. 3awuta nHGopmauumn.
PaspaboTka 6e3onacHOro nporpammHoOro

obecneyveHunsa. Obwme TpeboBaHUA

5.1.3.1 Paspabotuuk NO gomkeH onpeaennTb TpeboBaHnsa no

SELEFANSHOE ATEHTCTHO

6e3onacHocTu, npeabaBnsaemble K paspabatsiBaemomy M10.

5.2.1nqa opraHn3auun paboT, BbIMNOMHAEMbIX B MPOLECCaX XXU3HEHHOIO HAUNOHARLHUA rocT P
POCCHRCKO A 56939—

uvkna MO, n nogTBEPXKAEHUSA COOTBETCTBUSA TPEOOBaHNAM HAaCTOALLEro SEAEPAUMM 2016

cTaHgapTta gokymeHTauus paspabotyumka MO gomkHa cogepxaTtb
nepeveHb onpeaeneHHbix TpedoBaHnn No 6e3onacHOCTU, NPeabABASEMbIX

K paspabatbiBaemomy [10. SR
PA3PABOTKA BE3OMNACHOIO

Mepbl no pa3paboTke GeszonacHOro nporpaMmMHOro obecnevyeHus, NPOrPAMMHOIO OBECTMEYEHUA

noanexawime peanvsaumnm O6wue TpeGomanus

PIT.TRPEER PPN

[Mpun BbINOMHEHUN NPOEKTUPOBAHNS apXUTEKTYPbI NporpaMmmMbl paspaboTymk
MO pomkeH peanusoBaTth criegyowme Mepbl:

* MOAenMpoBaHue yrpo3 6e3onacHocTn MHopMaLmm:

* YTOYHEHUE NPOEKTa apXUTEKTYPbl NPOrpamMMbl C y4ETOM Pe3ynbTaToB
MoZenMpoBaHus yrpo3 6e3onacHoCcTn nHopmMaumm



Gartner. Secure Design and Threat Modeling.
Application security requirements and threat

management (ASRTM).

Threat modeling and security requirements gathering are advocated as
secure design practices which help application teams anticipate —
and eliminate — potential threats and design flaws before code is written.

Despite this, the time required to carry out these activities as manual tasks
makes them a poor fit for agile and DevOps practices. This, coupled with a
general lack of application security skills and expertise, has resulted in few
organizations routinely including formal (versus ad hoc) threat modeling in
application development projects. Security requirements are often broadly
set across all projects instead of adapted to the specifics of each
application technology stack, overburdening low-risk projects and not
properly securing high-risk ones. These requirements are often not
updated to reflect new technologies or are not detailed enough to cover
technology specific implementation details and secure coding practices.

ASRTM can be integrated into a wide variety of SDLC tooling, as well as
with GRC tools, helping to bridge the gap with GRC teams.

Gartner
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Co3aaTb M HanoNHATb 6a3y TpeboBaHUM

FOCT P 56939-2016
«3awmTta HPopmaumun. Paspabotka besonacHoro
nporpammHoro obecneyeHma».

NMonoxeHne baHKa Poccnun ot 4 nioHa 2020 r. Ne 719-1
«O TpeboBaHUAX K obecnevyeHuto 3aWmTbl MHPOPMALIUK
NPW OCYLWECTB/IEHNM NePeBOAOB AEHEXKHbIX CPeACTB U O
nopaake ocyuwecrsneHma baHKom Poccnum KOHTpoAA 3a
cobnogeHmnem TpeboBaHUM K obecneyeHnto 3auUThbI
MHOOPMALIMKM NPU OCYLLECTBIEHUN NMEPEBOAOB
AEHEXHbIX CPeacTBY.

Mpukasz ®CTIK N 17

Android:
OWASP Mobile ASVS + Testing guide
Google Android Security Tips

iOS
OWASP Mobile ASVS + Testing guide

I0S Security

Web
OWASP Web Testing Guide

Payment Card Industry Data Secusity

Standard

12


https://www.owasp.org/index.php/OWASP_Mobile_Security_Testing_Guide
https://developer.android.com/training/articles/security-tips
https://www.owasp.org/index.php/OWASP_Mobile_Security_Testing_Guide
https://www.apple.com/business/site/docs/iOS_Security_Guide.pdf
https://owasp.org/www-project-web-security-testing-guide/
https://ru.pcisecuritystandards.org/minisite/env2/

YuuTtbiBas Bce TpeboBaHUA CTAaHOAPTOB,
PYKOBOACTB U YYLLUMX NPAKTUK

ma|  lNpumep: OWASP Web Security Testing Guide v4.1

O Stars on GitHub 1k % Follow @owasp_wstg 339

[ Main H Release Versions

The Web Security Testing Guide (WSTG) Project produces the premier cybersecurity testing resource for web
application developers and security professionals.

The WSTG is a comprehensive guide to testing the security of web applications and web services. Created by the
collaborative efforts of cybersecurity professionals and dedicated volunteers, the WSTG provides a framework of
best practices used by penetration testers and organizations all over the world.

roe 6bin Beb6UYMK 6 net Haszaa un cenyac!) HakoHel,
0bHOBM/I0 CBOE PYKOBOACTBO NO TECTUPOBAHUIO
H6e3onacHOCTM BEO-NPUNOKEHUN...»

«OWASP cnycTta 6 net (TonbKo BAYMaMNTECD, /:\1 ';B

13



YpoBHU Tpeb6oBaHUN N0 UHPOPMALMOHHON 6€30MaCHOCTHU

=
=
. ®okyc Ha KoMnnaeHc DOKYC Ha OLOHK o
5 1 OpraHM3aLmio y S y ®dokyc Ha peanusauuio g
3 npoueccos UB P B ROLS a
(%)
(=}
3akoHoOaTeNnbCTBO BHyTpeHHWe TpeboBaHms Cneuunanm3npoBaHHble
Tpe60BaHMA PEryNATOPOR opraHu3aummu TpeboBaHna ans:
OTpacnesble ny4wmne - A3blKa
d el - nnatpopmbl
& CraHpapTbl 2 - bpeiMBopKa
MepeBoa Ha A3bIK MepeBopg Ha A3blK
nHPOpMaLMOHHON pa3paboTymKoB
6e30NacHOCTU U CUCTEMHbIX
aAMUHUCTPATOPOB

ARTVI®VILLINHD 14



[Tomep: npunoXeHune anAa KIMeHTOB

MHTerpaLI,MFI C KOpnopatnBHbiMmn CMCtemMmammt U
© dBTOPU3aUNA Hepe3 JOMEHHDbIE YyYeTHble 3aNnCH.

Bxopsuye (657 )

 Ompaererie ,ﬂ,OCTyI'I K NMPOeKTHbIM AdHHbIM 3aKd34MNKOB

E YepHOBVKM

03 Graw  Ownomims U nNepCoHalbHbIM AadHHbIM K/IUEHTOB.

@ KopaunHa  OuucTtutb

I,_\] OTtmeyeHHble hiarom

Mobile Application Security Requirements - Android

O HenpouTaHHble

ID MSTG-ID Detailed Verification Requirement Levell Level2 Stat

& C chaitnamn Vi Architecture, design and threat modelling

YYETHAS 3AMCH All app components are identified and known to be needed. v v

(_:] By Security controls are never enforced only on the client side, but on the respective remote endpoints. v v
Ahigh-level architecture for the mobile app and all connected remote services has been defined and security has been addressed v v

e in that architecture.

A osnpasrenvie Data considered sensitive in the context of the mobile app is clearly identified. v v

. All app components are defined in terms of the business functions and/or security functions they provide. v N/A
Athreat model for the mobile app and the associated remote services has been produced that identifies potential threats and v N/A
countermeasures.
All security controls have a centralized implementation. v N/A
Thereis an explicit policy for how cryptographic keys (if any) are managed, and the lifecycle of cryptographic keys is enforced. v N/A
Ideally, follow a key management standard such as NIST SP 800-57.
A mechanism for enforcing updates of the mobile app exists. v N/A
Security is addressed within all parts of the software development lifecycle. v N/A
Aresponsibledisclosure policy isin place and effectively applied. v N/A




MneanbHbIM KOHEYHbIU
pe3yabTaT

Sl Kak HainTv camoe curbHOe pelueHue
TeOpUIo 3afiayun, He pellada ee?

peLleHunA o
M306pETaTeNbCHNX [ eHpux AnNbTLIVITIED HALUEN Takow

3afau Cnocoo.

B 50-e roabl oH npeanoXxun Ao peLieHnd
3agayn cpopmynmpoBaTb camblin
XKenaHHbIW OTBET, NYCTb AaXe

N HEBbIMONMHUMbIA, N HAa3Ban ero

NKP — NpeanbHoe KoHeyHoEe PelueHue

16



http://www.triz.natm.ru/istoria/alt_triz.htm
http://www.triz.natm.ru/base/base07_1.htm

BeepeHue
B TPN3 —
TEOPUIO

peLueHnn

3agay

Kak cpopmmnpoBaTtb
TpeboBaHua no Ub kK MO
M caenatb X NOHATHbIMU
AN KOMaHAabI?

KoppekTHble TpeboBaHusa rno Nb

K 'O dbopmupytoTcs KomaHgamu
CaMOCTOSATENIbHO N aBTOMAaTU4YECKU

START

Security Trainings and Requirements Tool
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3. Kak ybeauntbcs, 4to
TpeboBaHMAa nNo Nb akTyanbHbI



MNoagep»KnBaTb 3HAHUA aKTyabHbIMMU

N3meHeHUnsa B CTEKE TEXHO10TUM SANS

O6HOBNEeHMA CTaHAaPTOB
Adp Newsletters

ObHapyKeHHble YA3BMMOCTHU
https://www.sans.org/newsletters/

[My61MYHbIE UHUMAEHTDI

ObpaTHaAa cBA3b OT NPOLLECCOB
TeCTUPOBaHMUA TPebOOBAHMIN: NEHTECT,

[MCU, SAST/DAST n apyrue metoabl

Mopaepauusa, ysegomneHus ob usmeHeHumaAx

19


https://www.sans.org/newsletters/

Onpeaenntb NPUOPUTETbI N HYXKHbIN 00beMm
3HAaHWUW ANA BaLLIKUX pa3paboTynKos

1. Python 6. C++
2. JavaScript 7. R
3. Java 3. SQL
4. CH 9. Swift
5. PHP 10.C

https://geekbrains.ru/posts/2019
lang _trends
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Kak ybeanTbcsa, 4to
TpeboBaHMA no MNb Bceraa
aKTYa/NbHbI?

BeepeHue
B TPN3 —
TEOPUIO

TpeboBaHNA 0OHOBNAOTCA
peLLeHnn | S~
haobperarenscin aBTOMaTU4eCKM Npu JItobOM N3MeHeHNN
3apa KoHdourypauum IO, ctaHgapToB
M HOPMAaTUBHbIX AOKYMEHTOB.

N3ameHeHuna cpasy BUOHbI
Y UHXXEHEPHbIX KOMaHA

© Jira Software
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CaenaTtb MmannuHr TpeboBaHUM

OWASP: owmnbkn nogcnucrembl ayTeEHTUPUMKALUN

NONKHbI 0bpabaTbiBaTbCcs 6€30NacHO N HE NO3BONAIOT
aTaKkytowemy soutu B AC.

CtaHpapT baHKa Poccuun: gonKHbl ObiTb ONpeaenexsil,
BbIMOJIHATbLCA, PErNMCTPUPOBATLCA U KOHTPONUPOBATLCA NPaBUAA
N npoueaypbl: UAEHTUPUKAUNN, ayTEHTUDUKALMM, aBTOPU3aL NN
CyObeKTOB A0CTYMNa, B TOM YNC/E BHELHUX CyObeKTOB AOCTYNa,
KOTOopble He ABNAITCA PaboTHMKamm opraHmnsaumm 6C PO, u
NPOrpamMMmMHbIX Npoueccos (cepsncos).




Kak ybeanTbcsa, 4to
TpeboBaHMA no MNb Bceraa
aKTYa/NbHbI?

BeepgeHune
B TPU3 —
TEOpUIo
peLLeHus
n3obpeTaTeNibCKUX
3ajau

TpeboBaHUA U3 pasHbIX CTaHOapPTOB

N OT PasHbIX perynsatopoB
aBTOMAaTU4YECKM COMOCTaBMSIOTCS

B eAuHble, pedepeHCcHbIe TpeboBaHUS
6e3 npoTnBopeunn n AyonmpoBaHus

START

Security Trainings and Requirements Tool
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START AU
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4. KaK Hay4YnTb pa3paboTyMKOB
nncaTtb be3onacHbIN KoAa,



@UUJHSQ PROJECTS CHAPTERS EVENTS ABOUT Search OWASPorg  Q

OWASP Top Ten ® Watch 151 ¢¢ Star 548

[ Main H Translation Efforts H Sponsors H Data 2020 1 The OWASP® Foundation works to
improve the security of software through its
community-led open source software
projects, hundreds of chapters worldwide,
tens of thousands of members, and by
hosting local and global conferences.

The OWASP Top 10 is a standard awareness document for developers and web application security. It
represents a broad consensus about the most critical security risks to web applications.

Globally recognized by developers as the first step towards

more secure coding. Project Information

NEW Website
= Flagship Project

Companies should adopt this document and start the process of ensuring that their web applications minimize ]
& Documentation

these risks. Using the OWASP Top 10 is perhaps the most effective first step towards changing the software

A .
development culture within your organization into one that produces more secure code. $23 Pullider

© Defender

Current Version (2017)
A1:2017-Injection: Injection flaws, such as SQL, NoSQL, OS, and LDAP injection, occur when untrusted data is Hoerice
sent to an interpreter as part of a command or query. The attacker’s hostile data can trick the interpreter into Other languages — tab ‘Translation
executing unintended commands or accessing data without proper authorization. Efforts’
A2:2017-Broken Authentication: Application functions related to authentication and session management are Twitter
often implemented incorrectly, allowing attackers to compromise passwords, keys, or session tokens, or to Code Repository

exploit other implementation flaws to assume other users’ identities temporarily or permanently.
rennmn






PROJECTS CHAPTERS EVENTS ABOUT

) ownsp.

OWASP WebGoat

Search OWASP.org

® Watch

6

% Star 8

https://owasp.org/www-project-webgoat/ |,

| MH Goals | Lessons || Start H WebWolf |

4= === 5f software through its

https://www.hackthissite.org/

B WEBGOAT

Learn the hack - Stop the attack

WebGoat is a deliberately insecure application that allows interested developers just like you to test vulnerabilities
commonly found in Java-based applications that use common and popular open source components.

Description

Web application security is difficult to learn and practice. Not many people have full blown web applications like
online book stores or online banks that can be used to scan for vulnerabilities. In addition, security professionals
frequently need to test tools against a platform known to be vulnerable to ensure that they perform as advertised.
All of this needs to happen in a safe and legal environment.

Even if your intentions are good, we believe you should never attempt to find vulnerabilities without permission.
The primary goal of the WebGoat project is simple: create a de-facto interactive teaching environment for web
application security. In the future, the project team hopes to extend WebGoat into becoming a security
benchmarking platform and a Java-based Web site Honeypot.

WARNING 1: While running this program your machine will be extremely vulnerable to attack. You should
disconnect from the Internet while using this program. WebGoat's default configuration binds to localhost to

ad open source software
dreds of chapters worldwide,

tens of thousands of members, and by
hosting local and global conferences.

Home

Home page

Downloads

Standalone jar
Docker Image

Code Repository

Source code

Helping the Goat!

Report an issue
Contributing to WebGoat
Forking WebGoat in GitHub
Solutions

Sy ooe J o


https://www.hackthissite.org/
https://owasp.org/www-project-webgoat/

KaK HayuyuTb
Pa3paboTYNKOB
nmncaTtb 6e3onacHbIN Koa?

BeepeHue
B TPU3 —
TEOpUIo ~
peLeHunn N
n3obpetaTeNbCKUX
3ajau

Kaxabln pa3paboTynk BMecCTe C
TpeboBaHMAMM BUONT KOHKPETHbIE
npuMepbl U NPaKTUKN peanu3aymu.

START

Security Trainings and Requirements Tool
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1. O6paboTka BXOAHbIX AaHHbIX
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2.1 [letanbHble TpeboBaHUA

2.2 JkpaHupoBaHue npu paborte ¢ SQL

2.3 KoanpoBaHue u 3KpaHumpoBaHue npu pabore
c 6pay3epamu

3 3awmuTa ot noaaenku 3anpocos (CSRF)

4 be3onacHas nHnumanulaums XML-napcepos

5 3arpy3ka ¢annoB Ha cepeep

6 AyTeHTUdUKaAUMNA, ynpaBneHme ceaHcamm
M BOCCTaHOBNEHMUE Naponeu

7 ABTOpM3auua U pasrpaHuyeHue gocryna
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5. AHTUUWKMHr. START

Security Trainings and Requirements Tool: cncrema ynpasnefus
TpeboBaHMSAMN MO MHDOPMALIMOHHOM 6Ee30MacHOCTU N 0byYeHUs
pa3paboTtumnkoB MO BonpocaM 6e3onacHOM pa3paboTku
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NMpumepbl TpeboBaHMM NO MHPOPMaALMOHHON 6e30MacHOCTHU
n3 AHTUdUWKnHr. START Ha atanax DevSecOps

T =TunTpe6oBaHua K = KputuuHoctb M = UHCTpPyMeHT

BbinonHeHHble Ha 3Tanax npou3eoacTea N0 TpeboBaHWS NO3BONAIOT B NONHOM
Mepe NPUMEHSATb MEXaHU3Mbl 6€30MacHOCTM Ha 3Tanax ero aKCnayaTauuu.

Mpunoxenune obHapyxunsaet [lonxHo ocyLlecTBNATbCA yBeAOMNEHWE
MNepenaya nHdopmauumn Mexay 1 pearupyert Ha Hanuuue root nonb3oBaTens B Cnyvae BbiBNEHUS
KOMMOHEHTaMW NPUNOXEHNA U APYrMn wnu jailbreak. B cnyyae sbissneHuns NOMbITOK BXOAA B NPUNOXeHUa(Kak
NPUNOXEHUAMN AO/KHA OCYLUECTBNATLCA nnbo yBeaomnan Nonb3osarens, YCMEeLWHbIX, TaK U He YCMeLHbIX)
TOMbBKO MO 3aLUMLLLEHHbIM NPOTOKONAM
LML P Ha NpoeKT AoMKeH GbiTb nnbo npekpallaeT paboty 13 HEOBbIYHOIO OKPYXEHUA
T [lokyMeHTaumoHHoe / TexHuyeckoe 3:2”:;3:&“;"997 no sawute T TexHuueckoe T TexHuueckoe
K Bbicokas K CpepHsas K Huskas
W AHanu3 fokyMeHTauum / T. OprahusaumonHoe U PyuyHoe ¢yHKUMOHaNbHoe U PyuyHoe ¢yHKUMOHaNbHOE
PyuHoe TecTupoBanue no b K Bbicokas TecTupoBaHue TecTupoBaHue

BbisgneHune

MOHUTOPUHI
1 aHanuTuKa

MOHUTOPUHI
M aHanuTuKa

PaspaboTtka PearnpoBaHue

B npunoxeHun peanusosaH SSL pinning [1ns noakntoueHus OnepaunoHHas cucTeMa Ha 6ase KOTOPOW TMpUnoXeHne MHGopMUpyeT

1 coeauHeHne C cepeepamMu, KoTopble npunoxenus B KoHTyp ClI/CD GYHKUMOHUPYET NPUNOXEHWE AONXKHA 6bITbh nonb3oBaTenemn o0 BCex BaXHbIX

npeanaraioT apyro ceptudukat unm Heo6xoauMO NPOBECTH HacTpOeHa B COOTBETCTBUU C peKOMeHAaUUAMU [EeNCTBUAX C UX YYETHOM 3anuUChio.

KoY, AaXKe eCnu OHW noanucaHbl npeaBapuTebHYIO BeHAopa no o6ecneyeHmio MHGopMaUMOHHOM [Monb3oBaTenu MoryT npocMaTpusaTh

DOBEPEHHbIM LEHTPOM cepTudUKaLmm MHTErpaumio ¢ cUcCTemMomn 6e30nacHoOCTU CMUCOK YCTPOMCTB, NPOCMaTpmUBaTh

(CA) He ycTaHaBnM1BaeTCS. CTaTUYecKoro aHanu3a DOMNONHUTENbHYIO UHpOpMaumio (IP-
NPUNOXEHWUI T TexHuieckoe aapec, MECTOMONOXEHME U T.A.), U

T TexHuuyeckoe

K CpepHsis 610KMPOBaTb KOHKPETHbIE YCTPOMCTBA.
K Bbicokas T TexHuyeckoe S
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NMpumeHeHne AHTUdUWKMHI. START B npoueccax DevSecOps

DopMUpOBaHMeE LWABNOHa aHKETbl
C YY4ETOM aKTyasbHbIX
[N19 OpraHU3aumMn PUCKOB

AHanu3 obpaTHON CBA3N

OT UHCTPYMEHTOB NpeAoTBpaLLeHUs
YA3BUMOCTEN U aTaK Ha NPUNOXEHUS
ApnanTaums 6a30Bbix TPE6OBaHWI

C Y4eToM oTpacneson cneunduku

MU CTaHAAPTOB OpraHn3auum &
O;fﬁ”igi:x;x;pm aKTyaNeHbix pTosop AHanu3 06paTHOM CBS3U
A P OT UHCTPYMEHTOB BbiABNEeHUA
ABTOMaTUYECKoOE ¢opmmp03aHme MOHMTOpI/IHr peanusaumm YA3BUMOCTEN aTaK Ha NPUNOXKeHUA

TpebosaHuit no b HOBbIX TPE60BaHWN

; lp 7

MOHUTOPUHT MOHUTOPUHT
1 aHanuTUKa 1 aHanuTUKa

Paspa6oTtka dL > PearupoBaHue

DuKcaums TEXHUYECKOro

[0/ra U CPOKOB ero
MpeHTudMKaumMa Npo6emMHbIX yCTpaHeHus
pPa3paboTuMKOB U NPOEKTOB

Mpuoputuzaumsa TpebosaHui

MHbopMupoBaHue koMaHa 06 PekomMeHpaummn no cnocobam BbiSBNEHUE HOBbIX YIPO3 CneLndnUyHbIX

U3MeHeHUn Tpe6OBaHMl7I U KOHTPOJTb U UHCTPpYMEeHTaM NpoBepKUu LNS HaxoAsALLEerocs B aKCnayaraumm no

BbIMONIHEHWUS NPUHATOrO B OpraH13aLmm Tpe6oBaHuit

npoLiecca NPoM3BoaCTea ABTOMaTMH?Ckoe bopMMpoBaHKE HOBbIX
ABTOMaTUYeCKOE POPMUPOBaHUE TpebosaHui no VB n nipopmMmuposaHue

OnucaHune cnoco6os peanusaumnm nporpamMmbl 1 METOAUKU UCTbITAHUI KOMaH/bl pa3paGoTKu

TpeboBaHWUi

ARTVI®VLLHP
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Yek-nucr: TPeboBaHug no
MHCbOpMaLU/IOHHO

1 6eson
AN NPMnoxen 2

Cneumnann3npoBaHHbIN
Habop TpeboBaHUN

Nno nHdopmMaLMOHHON Be30NacHOCTH
anst MOBUIbHbIX NPUNOXEHNN
Ha A3blKke NPOAYKTOBbIX KOMaHA

START

Security Trainings and Requirements Tool




[[paMOTHble COTPYAHMKN, pa3paboTumnkm MO

N NHXEHEPHbIE KOMaHAbl — Bdllla Jiy4yllasd 3allUTa.

ObyyanTte U TPEHUPYUTE CBOUX NOAEMN.

START AUANAOT

Security Trainings and Requirements Tool

ask@antiphish.ru marketing@dialognauka.ru
www.antiphish.ru/products/start  www.dialognauka.ru
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