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Pentera Ransomware Ready

Kak noaTBepOnTb FTOTOBHOCTD K
OTPaXXeHUIo aTak
LLINopoBasIbLLMKOB?

PENTERA

https://www.pentera.io
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Ha npoTaxkeHnn nocneaHnx AecaTManeTmin Mol
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PENTERA Automated Security Validation platform (ASV) — nepBaA n eanHCTBEHHAA B MMpe niiatdopma aBToMaTu3aumm neHTecTa
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3a 2020 roa, cymma BbinaavyeHHbIX BbiIkynos — 6onee S 300 maH!1

3a nepsble 4 mecaua 2021 roga cymma BbinaavyeHHbIX BblIKynos — 6onee S 81 mau?
CpeaHui pasamep Bbikyna — S 220 2982

CpeaHAAa CTOMMOCTb BOCCTaHOB/IEHMA nocse aTakm Ransomware B 2021 roay — S 1.85 maH?

[MouTn nonoBuHa Bcex atak B 2020 roay npuwiack Ha 3 cemenctsa — Maze, REvil, Ryuk?
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1Chainalysis, 2021 2Cloudwards, 2021 3Group-IB, 2021
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PENTERA Automated Security Validation platform (ASV) — nepBaA n eanHCTBEHHAA B MMpe niiatdopma aBToMaTu3aumm neHTecTa
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PENTERA Automated Security Validation platform (ASV) — nepBaA n eanHCTBEHHAA B MMpe niiatdopma aBToMaTu3aumm neHTecTa



CneunanbHbiu moaynb Pentera ASV

[lpoBepKa B 60eBbIX YC/TIOBUAX
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| PENTERA  Apr.16,2021  Detailed Report

Cyber Resilience Name
Score Description

Type
Time & Duration

Included IP Range(s)

A_I_ Action Approval Score

Resilience Score Card

©}

Jo

72 Total Action Approvals

Critical Assets

Gained access to 10of 23 critical assets: 156 Computer(s), 2 User(s), 3
Network service(s) and 3 Web application(s)

Credentials and Account Takeover

Gained access to 1accounts: 1 Domain user(s)

Sniffing

Sniffed 9 credentials and performed 17 relay attacks

AV/EDR Bypass

Bypassed AV/EDR and opened remote command
sessions on 15 host(s)

Detailed Report

Security Validation

Penetration Testing (Black Box)
Apr 08202118:24 - Apr 08 2021
192.168.80.00/ 24

20/24-83%

Critical

Low

High
L | |

Medium

1,550 Total Actions

2 Approved (32%) Not Approved (68%) ® 206 Successfull (65%) 304 No Results(35%)

Obxopn,
AV/EDR

YA3BMMOCTU U
NOCTUMXKEeHuUA

PekomeHoauum no
yyYLLIEeHWIO 3aLUunThbl



HoBbiu Wa6s510H TeCTUPOBaAHUA
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YTO 3TO AaeT 3aKa3uuky?

BO3MOXXHOCTM U nNpenmyLiecTBa CUCTEMDI

PeanbHoe BoCcnpounsseaeHue
aKTUBHOCTM Ransomware B cetu

be3onacHbI N KOHTPOIUPYEMBIN

NPOLLeCcC TeCTUPOBAHUA Pentera ASV
RansomwareReady
OugeHKa YCMeLwHOCTM KaxKaoro Module
lIara aTaku

[TpoBepKa 3PpPeKTUBHOCTHU
BHeApPEeHHbIX peweHnn Ub

MaKcnmanbHO TOYHAA OLEHKA
PUCKa ANA OpraHn3aumnm

KOHKpeTHble peKoMeHaaumnm no
NOBbILLIEHUIO 3aLLULLEHHOCTHU

[OTOBHOCTb K OTpPa*KeHwuto
peasbHOWU aTaKu

HenpepbiBHOE yay4ylleHUe 3a CYET
NOCTOAHHOM 0O6pPaATHOM CBA3U
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Moaoynb Ransomware Ready

[lemoHcTpaumAa cuctemoil

PENTERA Automated Security Validation platform (ASV) — nepBaA n eanHcTBEHHaA B MUpe nnatdopma aBToMaTu3aumm neHTecTa



[Mnatdopma PenteraASY %

[ TMNOTHbLIN NPOEKT Y Bac octanucb BOnpochl?
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