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BBeneHue

“» APT (Advanced Persistent Threat):
v Advanced ([MpoaBnHyTas) — «3r0yMbILLNIEHHUK Yalle yMHee»
v Persistent (HenpepbiBHas) — « 3NOYyMbILLNIEHHUK AOCTUraeT ycnexa»
v Threat (Yrposa) — «ATaka MOXeT ObITb B IIOOON MOMEHT»

Malware APT

DVANCED
@ ERSISTENT

HREAT
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dTtanbl APT-aTak
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Oobwaa ctatuctuka no APT-atakam™

0’0

*» 2019: OTKpbITblE BOEHHLIE Onepaunn B KNbepnpocTpaHCcTBe, TEMa
KnbepbesonacHOCTU BbiLLMA Ha NEPBLIN NSiaH B NOANTUKE

% 2020: “remote”-aTtaku Yyepes/Ha NpoToKOonbl yaaneHHOro JocTyna

/v 1l e
GLEL Servers

Gateway

WEB —_— 11l_ee

EN

=

&

CLIENT

LAN

INTERNET

*CornacHo gaHHbIM N3 OTKPbITbIX UCTOYHMKOB

Hyper-V

Workstations

*‘ Remote Desktop
» Connection

Username:  None specfied
The computer name field is blank . Enter a full remote computer
name

< pon g b

RDP Brute-Force
ATTACKS
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Ton naponewn | 2020

Position Password Number of users Time to cracki it Times exposed
{5 123456 2,543,285 Less than a second 23,597,311
2. 1 123456789 961,435 Less than a second 7.870,694
3. (new picturel 371,612 3 Hours 11,190
4. 1 password 360,467 Less than a second 3,759,315
51 12345678 322,187 Less than a second 2,944,615
(SR 11111 230,507 Less than a second 3,124,368
TR 123123 189,327 Less than a second 2,238,694
8. ¢ 12345 188,268 Less than a second 2,389,787
°. 1 1234567890 171,724 Less than a second 2,264,884

10. (new senha 167,728 10 Seconds 8,213

AuanorHayka 7



Oobowasa ctatuctuka no APT-atakam™

%+ 2019: oTKpbITbIE BOEHHbIE Onepauun B KubepnpocTpaHcTBe, TeMa
Knbepbes3onacHOCTM Bblila Ha NEPBbLIN NaH B NOAUTUKE

J

% 2020: “remote”-aTakn yepes/Ha NPOTOKOMbI yaaneHHOoro goctyna

v" Mionb: Garmin 6bin atakoBaH wudpoanbimkom WastedLocker
v ABrycT: ObHapogoBaHa nHdopmaumsa o Banomax rpynnupoBkm RedCurl
v" CeHTAOpL: Fancy Bear (APT28) atakn Ha npaBuTenbcTBo AsepbanaxaHa

*CornacHo gaHHbIM N3 OTKPbITbIX UCTOYHMKOB
Auanor 8



Oobowasa ctatuctuka no APT-atakam™

%+ 2019: oTKpbITbIE BOEHHbIE Onepauun B KubepnpocTpaHcTBe, TeMa
Knbepbes3onacHOCTH Bblila Ha NEPBbLIN NaH B NOAUTUKE

J

% 2020: “remote”-aTakn yepes/Ha NPOTOKOMbI yaaneHHoro gocryna

v" Mionb: Garmin 6bin atakoBaH wudpoanbimkom WastedLocker
v ABrycT: ObHapogoBaHa nHdopmaumsa o Banomax rpynnupoBkm RedCurl
v" CeHTAOpL: Fancy Bear (APT28) atakn Ha npaButenbcTBo AsepbanaxaHa

BonbLUMHCTBO aTak MOXHO ObIfio n3bexatb NP NCNOMNb30BaHUU
Anti-APT n EDR pelueHunin

*CornacHo gaHHbIM N3 OTKPbITbIX UCTOYHMKOB
Auanor 9



) FIRESYTE
kaspersky

~OSITIVE
TECHNOLOGIES

HOBOCTU U3 MUPA APT
4TO HOBOTO MPESJ/IATAIOT PASPABOTHMKM ANTI-APT PELLEHWI?

AUuanorHavea 10



FireEye

) FIREEYTS

FireEye — amepuKkaHcKasa KoMMnaHus, BbiMycKarLlas cpeacraa 3allnThbl
NHopMaumm ot atak HoBoro nokosneHns (APT). OCHOBHbIE peLleHUS:
FireEye EX — cnctema 3awmTtbl 35IEKTPOHHOM NOYThI

FireEye NX — cuctema Beb-3awmTbl OT BPEAOHOCHbLIX NporpamMm
FireEye CM — cuctema LeHTpanmM3oBaHHOro yripasrneHus

FireEye HX — cuctema 3alinTbl KOHEYHbIX YCTPOMUCTB

\/ \/
0‘0 0’0

\/
0’0

4

o
*

% FireEye FX, PX, AX ...

0
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FireeEye | NX

CuHxpoHunsauusa Active Directory gna SmartVision

<+ SmartVision — INTELLIGENCE o POINT OF PRIVILEGED LATERAL
. GATHERING ENTRY ACCOUNT MOVEMENT
dyHKumoHan FireEye ACCESS
NX |'|O & Data Center ——
NPOTVBOAENCTBUIO Y — & __CEEp
@ = p B LOCATE
aTtakam Tuna «lateral & =z - 9 ASSETS
movements » o Hacker g — AND DATA
N7 -
ADMIN
COMMAND &
CONTROL CENTER
DATA IS I‘\
EXFILTRATED '\ 0/

AuanorHayeka 12



CunHxpoHunsaumus Active

FireeEye | NX

Directory ana SmartVision

FireEye Network SmartVision  as of 06/03/2020 17:54:00 Et/UTC

name (; 05/03/2020 17:54:00 - 06/03/2020 17:54:00 all &
MAX SEVERITY 1} NAME 1
e c2000
User Activity Details

ALERT COUNT 1}

FIRST SEEN 1} LAST SEEN 1}

05/15/20 19:13:56 05/15/20 19:13:56

Last 2 Logged in User details with this 192.168.99.101

Domain \ User Name Last Seen Time

INSECURE \ user3 05/15/20 19:33:31.218914

INSECURE \ user1 05/15/20 19:31:07.308661

AD Server

10.128.44 237

10.128.44 237

User Account Properties

Disabled: false
Password Expires: false
Password Required: true

Disabled: false
Password Expires: false
Password Required: true

Domain \ Group Name

INSECURE \ Domain Users
INSECURE \ sample
DOMAINCONTROLLE \ Administrators

INSECURE \ sample
DOMAINCONTROLLE \ Administrators
INSECURE \ Domain Users




Initial
Access

Alert Type FileType  Malware Time (UTC) ~

Web Infection Malware.Binary.url 06/05/20 04:47:54

Malware Object pdf Malware Binary.pdf 06/05/20 04:45:48

Malware Callback Bot.Grum 06/05/20 04:44:22

Exploitation of a software vulnerability occurs when an adversary takes advantage of a programming error
in a program, service, or within the operating system software or kernel itself to execute adversary-
controlled code. Security constructs such as permission levels will often hinder access to information and
use of certain techniques, so adversaries will likely need to perform Privilege Escalation to include use of
software exploitation to circumvent those restrictions. When initially gaining access to a system, an
adversary may be operating within a lower privileged process which will prevent them from accessing
certain resources on the system. Vulnerabilities may exist, usually in operating system compenents and
software commonly running at higher permissions, that can be exploited to gain higher levels of access on
the system. This could enable someone to move from unprivileged or user level permissions to SYSTEM or
root permissions depending on the component that is vulnerable. This may be a necessary step for an
adversary compromising a endpoint system that has been properly configured and limits other privilege
escalation methods.

a Hasnenrau Natartad - Cuenicinne MiiDaminn Similarite

tration

®

Impact

FireEye | NX
CootBetcTBuMe atakum no mogennm MITRE ATT&CK

Source IP Destination IP URL

2011:1:74ec:56c5  2011:1:5f4d:eabd  rogkadej.cn/nuc/index.php

2011:1:74ec:56c5  2011:1:5f4d:eabd  rogkadej.cn/nuc/spl/pdf.pdf

2011:1:74ec:56c5  201121:7766ucec? http://195.190.13.130/spm/page.php?id=1977&...

Artifacts Description

Malicious
Alerts

0S Change
Graph

0S Change
Table
Macro

Floss

Screenshots

Faude
Screenshot

PE Parser
Gen Obj Hash

Hex

List of malicious alerts triggered during analysis

Graphical view of OS change events

Table view of os change events. First column shows the type of event, second column shows
mode of event along with the number of times it is seen, and third column shows all values
for the event

Extracts Macro (if exists) in doc/docx/docm samples

The FireEye Labs Obfuscated String Solver (FLOSS) is an open source tool that automatically
detects, extracts, and decodes obfuscated strings in Windows Partable Executable (PE) files.

Screenshots of important events of submission

Faude screenshot

PE Parser
Hash of file
Hexadecimal view of file

Mitre Att&ck Mapping




FireeEye | EX

PeTpocnekTnBHOEe ycTpaHeHNE yrpo3bi

3n0BpeaHasn ccbika
obHapyKeHa

ANALYZE

MVX & Advanced
URL Defense

DA

INBOX I

PeTpocnekTtusa

CcblniKa NpeBpaLaeTcs B
3N10BPEAHYHO CMYCTA Kakoe-To
Bpems

AUanorHayka
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Fireeye | EX

AUanor

CuHxpoHusauunsa c Active Directory ans Anti-BEC

& True Sender:

Steve Jobs
<steve.jobs@apple.com>

© False Sender :

Steve Jobs
<steve.jobs@Ilemon.com>

FBI: BEC scams accounted for half of the cyber-crime
losses in 2019

Average loss per BEC scam amounted to nearly $75,000, per
complaint, on average.

16



Fireeye | HX

Malware Protection gnga MacOS

— +» [JobaBneHa BO3MOXHOCTb ODHapy>XeHud
n onoknposku BINO ¢ nomoLbto
MaLLUMHHOro oby4eHus Ha MacOS

AuanorHayka 17



Fireeye | HX
LononHnTenbHbie MOAYNK

“» B FireEye HX nosiBunacb BO3MOXXHOCTb A400aBNeHUs1 AOMNONHUTENbHbIX
JoYHKUMOHasbHbIX Moaynen. Ha Tekywmn MOMEHT npencTasBfieHbl crieqyoLme
MOOYIMU:

Process Tracker

Enricher

UAC Protect

Host Management

Event Streamer

Process Guard

Logon Tracker

Host Remediation

Agent Console

Triage Trigger

< S

NN NE NN S SR

AuanorHayka 18



Fireeye | HX

Moaynb Process Tracker

<+ C6op n oTnpaBKa XXypHarsos :

v Path ,
v" Arguments | —> )
v MD5 =

\/ User @ y r Q FireEye Endpoint

Security \
v ...NTA. ‘
Q ENDPOINT SECURITY DASHBOARD ALERTS HOSTS ACQUISITIONS RULES ENTERPRISE SEARCH ADMIN MODULES Q Q
Process Tracker Events @

C:\Windows\Sy.. /s 56f21 cbc305dfc181F CAWindows\Sy... NT AUTHORIT.. INT SERVICE\T...

C:\ProgramDat. 0 El re da 'c08d0163dc E! 618 C:\Program File.. NT AUTHORIT. BUILTINVAdm...

Auanor 19



Fireeye | HX

Mogaynb Enricher

/

“ WcnonbayeTtcs ¢ Process Tracker

%+ OborauleHne pacluMpeHHON NHopMaLnen:
v" Intelligence lookup

v Sandbox Analysis

v Alert if Malicious FireEye Endpoint

Security ‘
' Detection on

Demand

Mandiant
Intelligence

(j ENDPOINT SECURITY DASHBOARD ALERTS HOSTS ACQUISITIONS RULES ENTERPRISE SEARCH ADMIN MODULES

Enrichment Results

262fe1b31ech43a043bae0818a08265¢ BENIGN FireEye Malware

Oefdcceded7eaeefeBBI62817b385af5 MALICIOUS AnalySiS (AX)

Sdcf26e3fbce71902b0cd7c72c60545b

be9387bf647993e501c5d78e49hd4abs MALICIOUS

AUanor 20



Fireeye | HX
Moayne UAC Protect
“» UAC Protect npegoTtBpaltaet

MHoXecTBeHHble UAC Bypass TexHUKN. AA
v Token manipulation AT-I!;(I-CBKE

Process Masquerading

: . . i T1036 : Masquerading
Environmental Variable Hijacking T1088 : Bypass User Account Control
Shell Command Hijacking T1134 : Access Token Manipulation
COM handler Hijacking
Program Output Abuse

DN N N NN

uac  Malicious UAC bypass svchost.exe detected — MITRE ATT&CK Tactic: Defense Evasion, Privilege Escalation and Techniques: T1036, T1088, T1134J ACnownEnGe

Auanor 21



Fireeye | HX
Moayne Host Management

/

*» [Nownck no:

v Online/Offline
v 0OS

v User Logged in
v Agent Version
v ...NTA.

FireEye Endpoint
Security

C) ENDPOINT SECURITY DASHBOARD ALERTS HOSTS

ACQUISITIONS RULES ENTERPRISE SEARCH ADMIN MODULES

Host Management

Online
All

offline Windows 7 Profe: D k1 LATERAL- Coordinated Universal Time

offline Windows 7 Professio... Service Pack 1 7 VICTIM-D1391F0 Coordinated Universal Time

victim-9bb5. offline Windows 7 Profi o Service Pack 1 76 VICTIM-9BB52481 Coordinated Universal Time

lateral-685640e0 C Windows 7 Professio... Service Pack 1 6 LATERAL-685640E\Ad... Coordinated Universal Time

Auanor 22



FireEye | HX, NX

< Application

< Application Experience
% AppLocker

% PowerShell

“* Print Service

» Security

. System

»» Task Scheduler

% Terminal Services

* Windows Defender

Moaynb Event Streamer

H=LIX
Rule Packs l

 —

Endpoint Telemetry \ @

dcerpc  mysql
dnp3 pop3

dns radius I k @
fileinfo  rdp
splunk >
FireEye Network ftp smb
Security http smb2
imap smtp
* irC SOCkS
krb5 ssh
Network Telemetry modbus  tls

AUanorHayka
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Fireeye | HX

J
0’0

J
0’0

L/
<& 0’0

o
*%

Auanor

Mogaynb Process Guard

3alinTa OT YTEYKN YYETHbIX OAaHHbIX
O6HapyxeHune n bnoknpoBka

PaboTaeT no noBegeHUto — He Nno dpamnnam
MITRE ATT&CK Technique T1003

Process Guard ve

Events

2020-03-05 23:10:29 UTC MWSCXAVTIVSTGbbxvizbVE C\Windows\System32\taskmgr.exe

2020-03-05 23:1225 UTC MwWSCXAVTIVSfGbbxvizbVe C\Program Files (x86)\FireEye\xagt\xagt exe

2020-03-05 23:24:09 UTC MwWSCOXAVTIVSTGbbxvizbVe C:\Users\admin\Downloads\ProcessExplorer\procexp64.exe

2020-03-05 23:33:32 UTC I0VB1vSHE4CfH2RH557GNp

C:\ProgramData\Microsoft\Windows Defender\Platform\4.18.1911.3-0\MsMpEng exe

MITRE
ATT&CK.

T1003 : Credential Dumping

C:\Windows\System32\isass.exe
C:\Windows\System32\lsass.exe

C:\Windows\System32\lsass.exe

C:\Windows\System32\Isass.exe

24



Fireeye | HX

Mogaynb Logon Tracker

% Bwuayanmnsauus

%+ CoKpalueHne o6 beMOB AaHHbIX
“* WcTtopus

*» OboralwleHne aaHHbIX NO
cobbITUsM BXxoda B

Raw logon data

< WHCTpyMeHT onsa paccnenoBaHus

oo |_|0I/ICK/CDMJ'I praLl,Mﬂ = o e

Auanor 25



Fireeye | HX

Moaynb Host Remediation

‘:’ yﬂ,aﬂeHHaﬂ KOHCOSb {) ENDPOINT SECURITY
‘:’ AyﬂMT Remediation Session
. e WIN73a913c4cace
% 3aBeplueHune ) | @ comeees
I-I po L'.ecca Host Info
0:0 yﬂ'an e H M e ¢a Mn O B Windows 10 Enterprise

32.30.0

4

%+ 3anyck cKpunToB

L)

Use Custom Script
Upload your script and execute on the host

a Drag file here or

Auanor 26



Kaspersky

kaspersky

AO «JTabopaTtopusa Kacnepckoro» — mMexayHapoaHas KOMnaHus,

cneumanuanpyrowasaca Ha pa3paboTke CUMCTEM 3alUnTbl OT KOMIMbIOTEPHbIX

BUPYCOB, Cnama, XakepCKux artak u npodmnx knbepyrposd. OCHOBHbIE peELLUEHNS:

< Kaspersky Anti Targeted Attack (KATA) Platform — nnatdopma onsa 3awuTbl
OT KOMIMJIEKCHbIX LIeNeBbIX atak Ntobon CrnoXHOCTH

> Kaspersky Endpoint Detection and Response (EDR) — pelwueHne ang

BbISIBIIEHUSA YIPO3 N pearnpoBaHnst Ha KNOepuHUMOEHTblI HA KOHEYHbIX
yCTponcTBax

> Kaspersky Sandbox — «neco4yHmua»

L0

L0

Auanor 27



Kaspersky | KATA, KEDR
ABTOMaTn4yeckoe npenorepalleHne yrpos

+» [lobaBneHa
BO3MOXHOCTb 3arpeTa
3anycka
NoOO3PUTENBHbIX
dbannoB Ha BCex xocTax
B COOTBETCTBUU C
3afaHHbIMK NpaBunamm
aBTOMaTU4YECKOro
pearMpoBaHus, ecnu
necoYHnua obHapyxuna

yrposy

AUanor 28



Kaspersky | KATA, KEDR

[TpocMOTpP onucaHui 0OHapPYKEHHbIX Yrpo3

+» [lobaBneHa BO3MOXHOCTb
npocMmoTpa noapobHoro
onuMcaHnsa Bcex
OOHapy>XEeHHbIX Yrpo3 B
nHTepdence nnatgopmsbl
Kaspersky Anti Targeted
Attack / Kaspersky
Endpoint Detection and
Response 3a cyer
rnmybokon MHTerpauunm ¢
nopTanom
threats.kaspersky.com

kaspersky THREATS Vasmmocrw  Yrposst -

TROJAN.SCRIPT.GENERIC

[nagwas > Yroomm > Troian > Trojan Script Generic

wapymewas 25/04/2017

leorpadus atak cemeiictea Trojan.Script.Generic

AUanorHayka
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Kaspersky | KATA, KEDR

[MpocmoTp nogpodbHom nHdopmaummn o npasunax IDS v 3arpyska dpanna PCAP

apymenus > O6Hapywenue #221471 Favaams ave | ~ | [T ——

+» [lobaBneHa BO3MOXHOCTb
NpOCMOTpa nonb3oBaTeniamMm
onucaHusa npasuna,
CBA3AHHOIO C KOHKPETHbIM
ornoseLleHnem. laket
NO4O3PUTENBLHbBIX aHHbIX
KOHBepTupyeTcd B dpopmat
PCAP, KOTOpbIN OTKpbIBAETCHA
cTaHOapPTHbIMU yTUINTaMN
Bpoae Wireshark.
[Monb3oBaTenu 3atem MoryT
ckavatb dpann PCAP

Auanor 30



Kaspersky | KATA, KEDR

OBHapyXeHa

MoKncK yrpoa

3anaum

MonuTrkK

Monb2oeaTensCkue npaenna ™

XpaHummue v
Endpoint Agents
Oryetnl ¥

MapameTpbl >

AUanor

3arpy3ka cobCcTBeHHbIX npasun IDS

+» [lobaBrneHa BO3MOXHOCTb 3arpy3ku Ha nnatgopmy cobcTBeHHbIX npasun IDS

MICTOUHMK faHHbIX SPAN Sensor 127.0

PeaynbTraThl npoBepku
E [Custom] Backd

IDS-npasunc

5
2
3
3
"
b

byte M| 4,-10 relative little, from_beginning, po

2 relative

[\x20-\x7el+?{8}\x7b\x8d,

eference urlwww securelist.com/en/desc

PaccnepoBaHmne

) Ha#Th noxoxae CO6LITHA MO

HMMEHM XOCTa
L. Cxavars apTedaxT IDS

L. Cka4aTb PCAP-daiin

31



Kaspersky | KATA, KEDR
HoBbIV areHT

“» HoBbIW areHT ObIN paspabotaH Ans nogaepkku
paga gpyrmx npoayktos «Jlabopatopuu
Kacnepckoro». AQMUHUCTPMPOBATb areHT
MOXHO C MOMOLLILK eaMHOro nHTepdpenca
Kaspersky Security Center. KomaHabl rno
yCTaHoBKe (pa3BepTbiBaHUIO), OOHOBNEHUAM,
yOaneHuio areHTa 1 yrnpasfieHU0 HacTPOMKamu
Tenepb Bbl4AlOTCA areHTy B BUae eanHbIX
3agad (He3aBMCMMO OT TOro, B Kakoe peLueHune
OH BCTPOEH)

32
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Kaspersky | KATA, KEDR
PacnpeneneHHbIn KapaHTUH

- | 2

TUH

“» bonblue He HyXHO
oTnpaBndaTb
nogospuTternbHble pannosl B
LeHTparnbHbIN y3er
Kaspersky Endpoint
Detection and Response
Ansi NOMEeLWEeHNa Ha
KapaHTUH — Tenepb Kaxabln
areHT MOXeT nomMeLlaTb
doannbl Ha KapaHTUH
CaMOCTOATENBHO

Auanor 33



Kaspersky | Sandbox

MuTerpauua c Kaspersky Security ans busHeca

*» PelleHune nossonsiet Endpoint Detection
o and Response

npoBOAUTb YriybneHHbIN
OVHaMMU4eCcKumn aHanuns yrpos
N aBTOMaTUYECKU
OrnoKkMpoBaTh CMOXHbIE aTaKu,
KOTOopble 06xoasT cpeacTaa
3aWnTbl paboumnx mect

Sandbox

Endpoint Protection

AuanorHayxa 34



Positive Technologies

~OSITIVE
ad | TECHNOLOGIES

Positive Technologies — mexayHapogHasa kKoMnaHua, cneuuanmanpyrowascs Ha
pa3paboTke nporpaMmMHOro obecneveHnsi B obnactn nHdopmalmoHHON
6esonacHocTn. OCHOBHbIE peLleHNs:

< PT MS — MHOroypoBHeBasi cuctema 3alluTbl OT BPE4OHOCHbLIX NMporpamm

% PT NAD - cuctema rnybokoro aHanmsa ceteBoro Tpaduka ansi BolaBeHUs
atak Ha NepuMeTpe U BHYTPU ceTu

/

*» PT Sandbox — «neco4Huua»

/

s PT MS un PT NAD BmecTe 00pasytoT pewieHne Anti-APT
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Positive Technologies | PT NAD
Ctaguu aTtak no matpuue ATT&CK

“» B HoBou Bepcum PT NAD (10 Bepcus) nosgBunach TennoBasa KapTa C TakTUKaMu
no mogenn MITRE ATT&CK

TakTurw ATTECK

Initial Access

Credential Access
Konw4ecTeo aTak:

Discovery Lateral Movement a4

Command and Control Exfiltration Impact
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Positive Technologies | PT NAD

OnpeaeneHne y4eTHbIX JaHHbIX NoNb3oBaTens npu ayteHTudukaumm Kerberos

*» Tenepb PT NAD mMoxeT onpenenaTtb y4eTHble AaHHbIe nonb3oBaTens npu
ayTeHTUdmKaunm no npotokony Kerberos. B pesynbraTe y ntoboro cetesBoro
coeQuHEeHUNs, UCMOoNb3YyHLero 3ToT TUM ayTeHTUduKaLmm, NoABISETCH
O0MONMHUTESNBbHbIWM NPU3HAaK — JIOMMH JOMEHHOW YYEeTHOW 3anncu nosb3oBaTtend. 3Tn
AaHHble ynpoLLalT BbiBNeHne oakToB HECaAHKLUMOHMPOBAHHOIO 4OCTYnNa.

* / a @ &

=t NAC BAeawbopgo Cecay
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Positive Technologies | PT NAD

YriydweHuma B otobpaxeHum dnaros 1 owmnbdbok obpaboTkn ceccun

O/

% HaunHaga c Bepcum 10.0 B kKapTouyKkax ceccum n atak donarm n owmnodkn obpaboTkum
ceccum otTobpakatoTcsa B OTAENbHbIX Briokax

ATTACK [PTsecurity] Samba free of uninitialized pointer 1435000 — x

O6lwme ceenesus Owmnbea 06paGoTKM CeccHn OTMETHTE KaK NOMHOE cpabiaToiaane

ASYNC: He yAan0Ch NpoaHannanpoBard Yactn rpadesa cacoun. He oSuapyseHa Nepeiass AanHnix oMo #3 cropon TCP-coamienrn CO3aTe UCKNMMNEHHE
OnucaHHe 1 pexomeHaaUmMm OCOBEHHOCTD 0GPAtOTKM Ceccm

BREAK: He yaanoco 3ae2pumnte akansa ICF-cosgmuesua. [ToTapi A3HHDIX NPESDICHnN NHMKUT
Cpaforasuiee npasuno OTNPaBUTD B XpaHNANLLe

lepeitTn K npasuny

- CKAYaTL Ramn
Ceccua O6ume caeperna

onapywesa 29.05.2020 10:47:53
e ATTACK [PTsecurity] Samba free of uninitialized pointer
Boicoxar
) 19000245 Poeavans 3

K X Web Agplication Attack
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Positive Technologies | PT NAD

PaclwunpeHHbI aHanm3 SSH-ceccuun

<» PT NAD moxeT npoBoanTb — -
paclumnpeHHbI aHannu3 SSH-ceccun,
KOTOpbIN BKIoYaeT B cebs:
v onpegeneHve Tuna tpaduka B
3awmngppoBaHHOM COeONHEHUM et
V' nonyyeHve nHdopmaummn o6
ayTeHTUdUKaunmn: Kak npowina,
CKOSbKO BbIfo HeyAauHbIX -
NOmMbITOK
v oOHapyXeHne UHTEPaKTUBHbIX
OAHHbIX B CECCUM, Nepeaayn
dalinoB 1 co3gaHusa TYHHenemn M

aaaaaaaaaaaaaaaaaaa

aaaaaaaaaaa
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Positive Technologies | PT MS

ABTOMaTN4Yeckoe 0OHOBMEHME 0OPa30B NOBYLLEK

%+ HauuHaga c Bepcumn 2.7 PT MS obHoBneHne obpa3os NoBYLLEK TEMNEPb BbINOMHAETCA B
aBTOMaTUYECKOM pexnme: 0OHOBIEHUE rMNepBn3opa, yaaneHme HenogaepxnBaembix
obpa30oB NoByLLEK 1 NOBTOPHas reHepauns nogobpasos nosyluek 6onee He TpebyroTcs

Auanor



Positive Technologies | PT Sandbox
PT Sandbox kak otaenbHbIM NPOAYKT

“ PT Sandbox — necoyHuua ons 3awmTthbl OT LefeBbiX U MacCOBbIX aTak C
NpPUMeHEHNEM HeunsBecTHoro BpegoHocHoro MO. NogaepXxuBaeTt rmbkyo HAaCTPOUKY
BUPTYyanbHbIX CPea B COOTBETCTBUM C pearbHbIM1 paboymmMm CTaHUNSAMU N HALEXHO
3alluLLeHa oT TeXHUK obxoga necoyHuu. MNpoaykT obecneynBaeT KOMMNEKCHbIN
aHanus dpannos 1 Tpaduka, BKIOHasa LWNPPOBaAHHbLIW, a TaKke BbISABMAET CKPbITble U
HOBeWLLMe yrpo3bl C MOMOLLbIO PEerynapHOro peTpoCcnekTMBHOroO aHanusa

540

AUanor 41



CNACunMbs0 3A BHUMAHMUE!

MO BCEM BOMPOCAM OBPALLAUTECbH HA EMAIL:

marketing@dialognauka.ru

AUanorHayka



