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HenpepbiBHas cnMynsiumsi atak u B3JIoMOB

Nnba Ocaguunn, Tanrep OnTukc
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O komnanumu Cymulate

« 2016 — KkomnaHuns ocHoBaHa B B M3paunne
« 2018 — Gartner Cool Vendor
« 2018 — lNepBble gBa 3aka3dnka B PP

« 2019, aHBapb — 3akasuumkm u3 cnmcka Fortune 2000,
Ha BCex KOHTUHeHTax, B T.4. Ton-10 6aHk PO

« 2019, man — NpuBaTHoe obnakos B PO

« 2019, noHb — EQMHCTBEHHOE peLueHne, KoTopoe
CUMynunpyeT NonHyto Leno4vky APT-ataku
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GROWTH EQUITY, LLC CAPITA VENTURES

Gartner, Cool Vendors in Application and Data Security, Ayal Tirosh, 4 May 2018. The GARTNER COOL VENDOR badge is a
trademark and service mark of Gartner, Inc., and/or its affiliates, and is used herein with permission. All rights reserved. Gartner
does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to
select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of
Gartner's Research & Advisory organization and should not be construed as statements of fact. Gartner disclaims all warranties,
express or implied, with respect to this research, including any warranties of merchantability or fithness for a particular purpose.
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NMouyemy CISO nnoxo cnut
HOYbLIO?

* Hackonbko Mos KoMnaHus pearibHO 3aliuilieHa?
* [pe a 6onbuwe Bcero ya3smum? Yto He paboTtaeTt?

*  3awmweHbl N1 Mbl oT HoBoun O-day aTtaku?

«  Cnpaatca nn mou coTpyaHukm npu APT-aTake?

*  Tpatutb nn 6oakeT Ha HoBoe C3N?

* Y70 peanbHO NPOUCXOAUT B HOBOW «04KE»?

0: Cymulate

Breach & Attack Simulation

«bonbwuHcmMeo op2aHu3ayuu,
da)ke ¢ dessimu3Ha4YHbIMU
6roodxxemamu, He MOHUMarOM

HaCKoOJIbKO agpgpekmueHbI ux C3U»

Gartner, Utilizing Breach and Attack Simulation
Tools to Test and Improve Security,
Augusto Barros, Anton Chuvakin, 17 May 2018
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YacTU4yHble oTBeTbI

 [leHTecT

*  Pegtum

Pa3oBble NpoBepKN KOHKPETHbIX CLueHapuneB
Py4yHasa paboTta. CtoaT Hemaro

K MOMeHTy nonydyeHusi oT4yeTa Bce yxe
N3MEHUIOoCb

Bce paBHO 4TO NnaHMpoBaThb Ball creayloLwmi
OTNYCK, NPOBEPSISt NPOLLNOroAHUI NPOrHO3 NoroAbl
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Cymulate. KomnnekcHoe pelueHue

- W3 install patch

Cumynupyure OueHuBaunTte UcnpaBnaute
aTaku no Bceun anmHe pesynbraTbl U Ha OCHOBaHUU
uenodkun Kill Chain BbIABJIEHHbIE ObIPbI NnoapobHbIX OTYETOB

e o o

nOBTOpﬂ NUTE. ExeHenensHo, eXeaHEeBHO Unu B mo6oe Bpemsi 24x7x365
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Nnatdopma Cymulate
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NMpuHumn pabotbl Cymulate
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Cumynsauma nonHoueHHbIX APT-aTak

o, Cymulate

* [locnegosatenbHo cumynupyet Bce warn APT-
aTaku B pamMKax OAHOW NpoOBEpPKU o H

*  BknovaeT npeacosgaHHble WAaboHbI
n3secTtHbiX APT-aTtak: Lazarus, APT38, FINS,
Cobalt n np.

* [losBonseT co3gaBaTb CBOM aTaku B pexume
KOHCTpYKTOpa

° npe,El,OCTaBJ'IFIeT OTYETHOCTb MO BCE aTake, B T.4.

pekomMeHaLmMm No AeTEKTUPOBaHUIO U |

NpeaoTBpaLLEHNIO
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Ctpoum pennuky peansHou APT-ataku

[o akcnnyaTtauum

5)

AneKkTpoHHas Be6-wnio3
nourta
[ocTaBka 3apaxeHHble
3apakeHHbIX CalTbl U CCbINKM
nmcem
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DOULInHr

HauBugyanbHble
PULLNHIOBbIE
KamnaHum

dkcnnyaraums

XocToBas
3awmTa

CkaynBaHue n
NcrnonHeHne
BPEAOHOCHbIX
cLueHapueB

Mocne 3KCNAyaTaLUY =——
-
N\
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NarepanbHoe Kpaxa
ABWXeHue OaHHbIX

PasBenka 1 NocTpoeHne MonbITKa Kpaxu
KapTbl NOTEHUManbHbIX YYBCTBUTENMbHbIX
nyTen atakn 1 ya3BMMbIX  AaHHbIX C MOMOLLbIO

XOCTOB B CETU Pa3nMYHbIX TEXHUK
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TexHn4YecKkue n oOusHec-oTyYeTbLI

*  Yassumble mecTa / crienble nAtHa / ATT&CK «  [MHaMVKa 3aLMLLIEHHOCTY

Ans akcnepToB Hanbonee npobnemHble obnacTtu Ansa CISO/ «  Cdpepbl nHBECTULMN

Ub/SOC pykoBoauTens

° PekomeHngauum no ncripasJrieHUto

CpaBHeHue ¢ nugyctpuen / ¢ cobon

Cymulate @

EXECUTIVE REPORT - GLOBAL CYBER ASSESSMENT

© ENDPOINT ASSESSMENT - TROJAN

EMAIL GATEWAY WEB GATEWAY WEB APPLICATION FIREWALL

63 == 45

2d

PHISHING AWARENESS ENDPOINT SECURITY LATERAL MOVEMENT

49 52

DATA EXFILTRATION FULL KILL-CHAIN APT

58 8

Description fitigatio Detection

PERFORMANCE BENCHMARK
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Cymulate Score. KonunyectBeHHasi oLeHKa 3aLlULLEeHHOCTH

Security Score:

NIST MITRE /100
ATT&CK
NIST Risk Management Framework ~ MITRE ATT&CK Framework™ (%) configuration () Install Patch
C\SS [NlepemMeHHble
8% Microsoft
CVSS V3.0 Calculator Microsoft's DREAD *  Cepbes3HOCTb aTaku

*  BepoATHOCTb BO3HMKHOBEHMUS
*  YCNewHOCTb aTakn B MpoLUSIOM
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