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[NononHUTEeNbHO MOXHO OTMEeTUTDb

MISCELLANEOUS ERRORS

29.4%

CRIMEWARE

INSIDER MISUSE

PHYSICAL THEFT/LOSS

WEB APP ATTACKS

DENIAL OF SERVICE

CYBER-ESPIONAGE

POS INTRUSIONS

PAYMENT CARD SKIMMERS
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Y10 HOBOIro B APX?

e (CwmeHa Ha3BaHug

» bornee rmbkoe nuueH3npoBaHue

— Hanpumep, ecnu paHblle 6bina nuueH3snsg WSGA, koTopas BKroyana
«0bna4vHbIny cepBuc, To Tenepb aTo AP-WEB+AP-CLOUD

e [nbKmMe BO3MOXHOCTM NO Pa3BUTUIO CUCTEMBI
— CnepBa TONbKO 3aLuunTa ot Beb-yrpos
— 3arem gobaBneHue 3awmTbl OT yTeyek ansi seba
— 3aTeM nHrterpaumsi ¢ obrnakom
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Apxutektypa TRITON APX

O () TRITON =

AP-WEB AP-EMAIL AP-DATA

v' Advanced Threats
v Data Theft & Loss
v Threat Dashboard
v' Malware Sandbox
v Forensic Reports
v Forensic Data

v' SSL Inspection

v Social Media

v App Controls

v Video Controls

v' Hybrid Solution

v’ Spear-Phishing
v URL Sandboxing
v' Advanced Threats
v Data Theft & Loss
v Anti-Spam

v TLS Encryption

v Advanced Encrypt.

v' Cloud Archiving
v Image Analysis
v Cloud Cleansing
v" Hybrid Solution

v' Content Aware DLP
v" Data Discovery

v DLP Gateway

v' DLP Endpoint

v MacOS & Windows
v Off-Network Prot.
v’ Portable Decrypt.
v 1,700+ Policy/Temp.
v" Drip DLP Detect.

v OCR of Image Text
v Geo-Location

@) THREATSEEKER

INTELLIGENCE CLOUD

websense®

) AcE

websense*

\8 ) SECURITYLABS
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[MpenmMyLlecTBa

Threat

OTueTHOCTD Intelligence

UHTerpauma

TRITON

UHTepdeiic YnpasneHue
nosib3oBaTtenAa AAHHbIMM

YnpasneHue
NONUTUKAMMU
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WEBSENSE AP-WEB

KoHTponb Mcnonb3oBaHUs pecypcoB ceT VIHTEPHET 1 ceTeBbIX
NPOTOKONOB, 3alunTa oT BeO-yrpo3 B peanbHOM BPEMEHMU

Auanor-Hayka




AHanu3 B peafilbHOM BpeMeHU

Websense AC

Real-Time
Security

Classification « MexaHu3Mbl aHanus3a yrpos B
: pearibHOM BpeMeHU

Real-Time  besonacHocTb, AaHHblE, KOHTEHT

Content
. * Bbonee 10000 pas3nunyHbIx
websense® .'-l KnaCCM(*)MKaTOpOB

O/ ACE - Tpwu pBuxkKa Anti-Malware
. * Kommepyeckuun AV
Data o
Classification *  IJBPUCTUYECKNIA aHanu3
* BpenoHocHble PDF

Anti-Malware « 3awmTa oT pmLnHra,
Engines v
penyTauMoHHbIN aHanNn3, aHanus
CCbINOK

« Composite Scoring Model
 Behavioral Analytics

Behavioral

Sandboxing

Anti-Spam / . :
Spear-Phishing [ X X

Reputation
Analysis

URL
Classification
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[Mpumepbl KnaccudgpukaTopos ACE

« Advanced Malware Payloads <

« Potentially Exploited Documents <
* Mobile Malware <

* Criminal Encrypted Uploads 2>

* Files Containing Passwords - AHanus ucxopsiero Tpacguka
 Advanced Malware Command & Control -

« Unauthorized Mobile Marketplaces -

* OCR (Optical Character Recognition) - AHanus ucxopswero Tpacdmka
 «KanenbHbiny DLP - B YaCTM yTeyek
 (Geo-Location =

AHanu3 Bxogswero Tpaduka
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« OnpeperneHne BpeaoHOCHOro Koga B koge Beb-ctpanuy (Flash, Silverlight,
apyrue)
« RTSS aHanunanpyet Beb-CTpaHuLy B peXume pearibHOro BpeMeHu

« QueHKa ypoBHSA yrposbl

 ACE ncnonb3yeT pasnnyHble TexXHonornm ogHospemeHHo: RTSS ana URL,
penyTtauuto, RTCC, curHatypbl 1 gpyrme ang soisisrnieHne 0-day yrpoa!

JavaScript JavaScript

Active X Active X

Executables Executables

9eJOHOCHbIN Kop, -

ApyeTcs Applets

Applets on

Flash

Silverlight Silverlight
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Real Time Content Classification (RTCC)
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TOHKas HacTpoukKa NOoSIUTUK

120
PasnNUYHbIX
KaTeropumu

ToHKoe
ynpasJfieHne
OOCTYMOM K
coumnarnbHbIM
CETAM

[MpocToe
co3gaHue
NONNTUK

Policies > Edit Policy
iy Apply to Clients |

Category Filter: Basic Security

Description:

This filter initially blacks access only to categories often
considered to present a security risk. In upgrade
environments, see the Upgrading User Quick Start tutarial

Frr mara infarmatinn

G

4 [ »

Protocol Filter: Basic Security

Description:

Blocks access to protocols often considered to present a

security risk.
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Q‘@Job Search
Q«@Mi\itancy and Extremist
D«@Miscellaneous
D«@News and Media
Q—@Parked Domain
.—@Productwlty
|::?-@vﬁacisrﬂ and Hate L

.-QfSocia\ Qrganizations
% (2 social Web Controls - Facebook
Q«@Facebook Apps

© Q—@Facebook Chat

A—@Farphnnk Commentina

=HAll Protocols
User Defined

Database
=-File Transfer

© 8@

=-Instant Messaging / Chat

©

Q _.@ Baidu Hi
Q 5@ Brosix
O Ba@
o
(3]

4 Camfrog

L reenbnll Sl

s] @ AOQL Instant Messenger or ICQ
B

| »

m
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ThiS e T e T, L oones

Changes to this filter affect all listed paolicies.

Permit || Block || Confirm || Quota

Apply to Subcategories

Legend
o Permit
ﬁ Category Blocked and Locked
IE Block File Types

?‘aprotoco\ Logged and Locked

@ Quota
ea Protocol Blocked and Locked
;‘ﬁ Keywords Blocked and Locked

This filter is active in: 2 policies

Changes to this filter affect all listed paolicies.

Permit || Block

Apply to Group

0 Block

E‘E File Types Blocked and Locked

(® Bandwidth Optimizer
=2 Confirm
§] Log protocol data

Bornee 100
PasnnYHbIX
NPUSTOXKEHNN

Bknrouas
ynpasrieHme
BMOEO

NHcnekunsa
SSL
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BapunaHTbl pa3BepTbiBaHUSA

no”b3°BaTe””'§ '@ﬁ ABHbIV NpoKcU-cepsBepa
S Ooo o g, npoKcu
(PAC-chaiin) e XopoLwl Ansi 3aKas4vymMkoB, NCMOSb3YHOLLINX
I'IpOKCM-cepBep," - Pl ) GPO, SMS nnn WPAD-dann
I'j;g:;“ * He 3aTparnBaeT CeTeBYyO MHOPACTPYKTYPY

Mpospaqbivi npoker | lemoYyka NpoKCcU-cepBepoB

PR JEEETEREREE 2 LB 1)
KommyTatop |« WECP va * Tpacdwuk HanpaBnsieTcsa C MMeLLIErocs
l MNepeHanpasneHne MPOKCU-CcepBeEpa
Ha KOMMyTaTope .
|_|p03paq|_|b|[/'| NpoKcu d He 3anarMBaeT nOﬂb3OBaTeﬂeV|
/// 1 \ - Baasammmmsasasassmams ~
MapuipyTnsatop,® ««-== -~ > =) [Mpo3payHbilii MPOKCU-cepBepa
. WCCP V2

l Policy-Based Routing (PBR) * Tpaduk HanpaBnaeTcs ¢ KoMMyTaTopa,
MapupyTtusartopa unu bpaHamayapa

5 Mpo3padyHbIn NpoKcK o
paHamayap % TP S — * He 3aTparmBaeT nonb3oBaTtenemn

l WCCP v2

NHTepHeT
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WEBSENSE AP-DATA
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Websense AP-DATA

O @V‘fbﬁ“ie'row —_—

websense®

The most
effective anti-
malware

protection from
advanced
threats and
data theft.

@ THREATSEEKER

NETWORK

The most
advanced email
defenses
against blended
and targeted
attacks.

websense®

\’Ay ACE

AP-WEB AP-EMAIL AP-DATA

v’ Content Aware DLP
v' Data Discovery

v' DLP Gateway

v DLP Endpoint

v MacOS & Windows
v’ Off-Network Prot.
v Portable Decrypt.
v 1,700 Policy/Temp.
v’ Drip DLP Detect.

v" OCR of Image Text
v" Geo-Location

websense*

\5/ SECURITY LABS

AuanOrHayka
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[Mloaxon K aHanuay

OTaen Kaapos
KnueHtckas cnyx6a
MapKeTuHr

®uH

byxrantepusa

OTaen npoaax
KOpuguueckui otgen
Texnoaaep:kka

UHXeHepbl

UcxoaHbi Kog,

busHec nnaH

nAaux

CanaHua n noraoweHus

UHdopmauums o 3

Aorosopa

TexHu4yecKana fOKyMeHTauua

Pe3ynbTaTbl CpaBHEHUM

MocTtaBwuK
MNepcoHanbHbIN Be6 canT
bnor

MNMoKkynartenb
BpeAoHOCHbI caiiT
uUsB

KoHKypeHT

AHANUTUK

MNepepava ¢aiina
Web

ICQ, Skype
Peer-to-Peer

Mevatb

CbeMHble YCTpoMCTBa
Print Screen

KonupoBaHue/BcTaBKa

Ayaut

bnokupoBaHue

OnoseleHue

YpaneHue

WndposaHue

KapaHTuH

MoarBepXaeHune
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TexHonoruna BbISABNIeHUA yTeuyek

*  Kupnunuuk anga cosgaHna nofinTukm
« Knaccudukaropbl onpenenstoT AaHHble Ans 3alnThl
* Bbicokas TO4YHOCTb

Enterprise DLP PreciselD
Fingerprinting

Regular Expressions

Keywords / Phrases / Dictionaries

BasoBblie DLP Lite

AuanOrHayka 21



LndpoBble oTnevyaTku

 Llndpposbie oTrevaTku:
— ba3 gaHHbIX
— CeTeBbIX KaTanoroB
— SharePoint \ Lotus Domino

— [pyrve

* [logkntoveHune k 6ase gaHHbIX Yepes ODBC
* CHaTMe undpoBbIX OTNe4YaTkoB HenocpeacTeeHHo ¢ b/l
» [JlaHHble He noknaatoT b

* VHKpemeHTarnbHble 0OHOBIEHUS 6a3bl OTNEYATKOB MPU POCTE UCXOLHOM
6a3sbl
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Pacno3HaBaHue Tekcta OCR)

* |/|CI'IOJ'Ib3yeTCFI MEXaHN3MbI
OornTn4eckoro pacrno3HaBaHuUA

A ] '.'I\’.«\' Y (@ Y |Gonc ¥ [Ate ¥ Net8 ¥ | M Dot 7 | A ¥ | Aduatment ¥ |0 YV

LGS
/ TRITON UNIFIED SECURITY CENTER
! Web Security ( Data Security | Email Security

* OnpegeneHve aaHHbIX B ey “ -
322 oad Balancing| 108 M0 1028 R Niawsloloty ;
N306paxeHnaX j et [HS ..
: SR [ —— e e
— CKpUHLLOTBI el = e e
¥ Forensics Reg —m e ™ o:-‘- w i | "l ey
— OTCKaHMPOBAHHbLIE JOKYMEHTbI [t omomen i “"f_.f;‘"":,, T
—_— ¢a KC Endpoint g En\dm:t S.EN :::- ! B h;i__ s
PR OCR Server ¢f ‘::Mn | H
— UT.N. positia ]
i - b
i @ rggummeono
« JlocTyneH Anga BbiSBNEHUA yTedek sy 407
Yyepes BeD, NoYThbl U B pamMKax B Tousabuk $ :
e e I
noncka OKYMEHTOB MO CETU
HOEY ToneBavK i
ESILOBQHIHHLSG?MO!‘ - 6[0 - b
| SRR VR e ——————— et
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KanenbHble yTeuku (Drip DLP)

MepBble Ha pbiHKe

Standard DLP S A

subje: - Customer Information

Crapbin nogxog:
AHanus Kaxagou

Joe,
TPpaH3akKuuun Customer cc# 4321 1234 5678
I I I I I = I I I I I I -

«Low and slow attacks» He 3aMeTHbI ONA CUCTE Ml

From:

Drip DLP o dloee 7 LEGEEE ‘
HoBbIi1 noaxor Sl oo wase |
AHanNW3 3a BpeMsi et m John Doe =™ 2:32 PM ‘
JC 5 ™™ JohnDoe ™ 3:42 PM ‘
| | | | | | | | | + | | | " H J E:LJ]EG :‘rjom John Doe Sent: 4:57 PM
- Joe Smith
H swist  Customer Information
o -, | H
Examples: 1 3anucb KN1eHTa Kaxablii Yac co ceoero komna B We.—| 7

1 vnun 2 KoHdmnaeHUManbHOW 3annucu B AeHb Customer cc# 4321 1234 5678
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AHanus noBegeHuUs

¥ TRITOM Unified Security Center ¢

| €= il > 4h https:ff10.34.51.213: 9443 triton/login/pages/loginPage . jsf

| v Goodle

@ Ri‘-'l;"onl_lNlF\El:l s

[ _web security__ !

Data Security

I_Email security

JI__Mobile security ©f

Appliances

Main Settings

@ Reporting
Data Loss Prewention
Mobilz Devices >
Discovery >

[f‘ Policy Management

DLP P es >
Discovery Policies >
Content Classifiers >
Resources >

Status
Today

Systern Health
Endpoint Status
Mobile Status

Traffic Log

Systarm Lo

NHuankaTtopsl
KoMnpome-
Tauuu

Vi

Displaying policies from 14 industries in 98 regions

227 Policies:

Mame
] 0 Acceptable Use
{®] | Conkent Protection
[=-{m] [ Data Theft Risk Indicstors

= El =2 Emplnyee Discontent
Disgruntled Employee
Resums for HR

[ Resume Far HR Cyrillic

Resume For HR. Isracl

Tndicators of Compromise

" Encrypted files

Malware communication detection
Password files

Suspected Malicious Dissemination

Data Sent During Unusual Hours
Database Files
Ernail o S etltnrs

Suspected Mail to Self
Unknown Fils Formats Over Time
User Traffic Over Time

{m] E3 Requlations, Compliance and Standards

Data Theft Risk Indicators
Drata Theft Risk Indicators
Data Theft Risk Indicators
Data Theft Risk Indicators

Company Confidential and intellectual property, Data Theft Risk Indicators

Data Theft Risk Indicators

Password files, Data Theft Risk Indicators

Data Theft Risk Indicators

Data Theft Risk Indicators
Data Theft Risk Indicators
Drata Theft Risk Indicators
Data Theft Risk Indicators

Data Theft R

Suspicious User Activity

Role: Super Administrator Deploy

2 Refresh

Policy: Data Sent During Unusual Hours

Detects data that is sent at an unusual time. You define what is considered an
unusual time in the script classifier, Unusual Hours. Each ruls in this policy
targets a different type of data, such as office or archive files. Example: IF you
define working days in the classifier as Monday-Friday and unusual hours as
9pm-Sam, then data sent on Saturday, Sunday, or during the working wesk.
between 9 p.m. and 5 a.m. triggers this policy.

Description:

Rules (enabled: 4, total: 43

SISEIE
$29323 1. Source Code C Family or Java Sent During Unusual Hours {935838)
929323 Detects source code {C Family or Java) that is sent at an unusual time. You define what
opoaza is considered a usual time in the script classifier, Unusual Hours, This rule uses lexical
analysis of terms, patterns, and structures For optimal accuracy.
2. Confidential in Header /Footer Sent During Unusual Hours {935838)
929323 Detects confidential documents whose header or Footer information contains terms
P, impying canfidentialty or secrecy, in English or 20 additional languages, that are sent
at an unusual L
PEIF23
3. Office Sent Over Time During Unusual Hours (935838)
929323
triggered when more than 100 files are sent during a period of 1 hour. For ex,
— Depending on how the dassifier is configured, 20 spreadsheet files and 20

processing Files sent between 11 p.m. and 12 a.m. might trigger the rule.

I29IZ3 4. archive Files Sent Over Time During Unusual Hours {935838)

2323 Detects archive files sent over time during unusual hours, This is a cum

P, is triggered when more than 100 files are sent during a period of 1 hp
Depending on how the dassifier is configured, 20 zip files and S0 Rg

- zen 11 p.m. and 12 a.m. might krigger the rule.

OnucaHue
noseaeHusa u

npasun

Legend:

/7 Unused policy £ Used policy

=3 Folder with no ussd policies

{3 Folder with used policies

hd [ ¢ |

AuanOrHayka
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[oTOBbLIE NONMUTUKU

« PasnunyHble knaccudgukaTopsl

— PerynsipHble BblpaXeHusi, KIntoYeBble
CrnoBa, crioBapu

» bonee 1700 rotoBbIX NOIUTUK «U3
KOpoOKn», B TOM vncne ansa PP

* YnobHbI MacTep HACTPOMKU NONUTUK

« OnpepgenseT TUMbl AaHHbIX
Hanpuwmep: MNOH, PCI

Select the geographical seglect the industries to include in your policy prefe

] Africa [] Hardware
[_| APAC (Asia anc [] Healthcare and Pharma
| CALA (Central ¢ % ﬁ::;;:urer
[ canada ] Retail
EI Europe [] software
[ Middle East ] Telco
[ Jusa [ Transportation

Other

Rules (enabled: 7, t« .
Public Company
1. Russia PIIL: Russ

Rule for detecting

spreadsheet files.

2. Russia PII: Russian passport and name

2.1 Russia PIIL: Russian passport and name (Wide) (908320) -
Disabled
Rule for detecting Russian passport number, when appearing in proximity to
Russian full name. This rule is not selected by default.

2.2 Russia PII: Russian passport and name (Default) (908320)
Rule for detecting Russian passport number, when appearing in proximity to
Russian full name.

2.3 Russia PII: Russian passport and name (Narrow) (908320) -
Disabled
Rule for detecting Russian passport number, when appearing in proximity to
Russian full name. This rule is not selected by default.

3. Russia PII: Russian Phone Numbers

3.1 Russia PII: Russian Phone Numbers (Wide) (908320) - Disabled
Rule for detecting Russian phone numbers. This rule does not require
support words or explicitly delimited notation.

3.2 Russia PII: Russian Phone Numbers (Default) (908320)

Rule for detecting Russian phone numbers. This rule requires support words
or explicitly delimited notation.

3.3 Russia PIIL: Russian Phone Numbers (Narrow) (908320) - Disabled
Rule for detecting Russian phone numbers. This rule requires support words
and explicitly delimited notation.

4. Russia PII: Russian Taxpayer Identification Numbers - 12-digits

4.1 Russia PIIL: Russian Taxpayer Identification Numbers - 12-digits
(Wide) (908320) - Disabled
Rule for detecting 12-digits Russian Taxpayer Identification Numbers (INN)

cimmd it S imla Thaa il Adams ik e Dan s daalke s ka ;e imen ek dm
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[lonHoTa uHdopmMaLumMm No UHUUAEHTaM

@ Security Alert A (@) Security Alert B
[aHHble: PCIl & Pl [OauHble PCIl & PII, customer database
McTouHuk 10.14.222.21 Uctounmk: Joe User x1234,
Kanan: Web juser@company.com
Title: Associate
[Mony4yatenb: 93.10.219.62 Dept: Finance
Manager: Jane Manager x1234,
jmanager@company.com
Kanan: Web

Monyyatens: mail.google.com
Type: Personal webmail site

Location: Mountain View, CA
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OTnuuunTenbHble BO3MOXHocTU AP-DATA

Drip DLP

Detect suspicious
“low and slow”
movement of data

(e.g. 4 SSNs in
an hour or 1 credit
card number)

Finger

Printing

PreciselD™

Hashing
approach to
Fingerprinting on
Mac OS, and
Microsoft endpoint
devices on and off
the network

OCR

Extract text from
images and
scanned
documents for
analysis

No other vendor
can do OCR for
data in motion!

Behavioral
Analytics

Predefined
policies looks at
sensitive content
and specific user
activity to identify

high risk
employee
behavior

AuanOrHayka
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AreHT AP-Endpoint DLP

MUHTepHeT

Mepua
a ycTpoucTBa
PN ,

USB donewkn

AuanOrHayka

JlokanbHbIe
NnpuHTEp
Ce;esbﬁ
npuHTep 1
MpuHT »
CeTeBoe cepeep CeTeBOM
XpaHunuiye npuHTep 2
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Kak Websense APX 3awuwaet ot APT

02[03[04f05]06[07

.\I =
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AP-WEB u AP-EMAIL

Real-Time Protection — Inline Analysis — Composite Risk Scoring Dycr; gglc [;Et:%rr?;?:e

— Advanced Threat Dashboard Detection

Protection

Advanced Global
Threat Threat

Classification Awareness
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KnouyeBble KnueHtbl Websense B PO

PUHAHCOBbIN CEeKTOp

Ig BTB d‘% VYPANCUIE Peneccanc KpeanT @ EBponabaHi

Kanuran

5 T AR AL Oripritiie
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BbiBoa

KoMnneKkcHbI noaxon K MOCTPOEHU0 CUCTEMBI 3aLLUThI

— Bbonee 90% yTe4ek, cornacHo otyeTy Verizon, MOXHO Oblno NpegoTBpaTUTb
NCnonb3ysi AOCTAaTOYHO AelleBble CpeacTBa U cnocobbl 3aLluUThbl

PykoBOACTBO KOMMNaHWMU:
— MunHnMnsauma rHaHCOBbLIX MOTEPb, penyTaunOHHbLIX PUCKOB
— KoHTponb HeueneBoro ncnonb3oBaHnsa pecypcos KomnaHuu
Otpnen Ub:

— [NpepnotepalleHne u paccriegoBaHne MHUMOEHTOB, CBA3aHHbIX C YTEYKON
KOHpUaeHUunansHou nHpopmaunm

Otpnen HR:
— BbissBneHne HebnaroHagéXxHbIX COTPYAHMKOB. J10ANbHOCTL NepcoHana
Otpnen UT:

— CHwXeHne Harpysku Ha coTpyaHukoB VT, npuBnekarowmxcs K
paccnenoBaHMo UHLUMAOEHTOB

AuanOrHayka



Bonpochbi?

PomaH BaHepke
117105, r. MockBa, yn. HaratuHckasa, g. 1, ctp.1

TenedoH: +7 (495) 980-67-76, ext.162
dakc: +7 (495) 980-67-75

http://www.DialogNauka.ru
e-mail: rv@DialogNauka.ru
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