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NMoapobHee o SASE, CASB, ZeroTrust n
KaK Xxakepbl BUOAT Bally oprauwsauum

BebuHapsbl: panacademia.ru/webinars/

OeHunc baTpaHKoOB
KOHCYNbTaHT Mo Bonpochkl 1 NpeanoxxeHma

HOBbIM CcTpaTernsam 6e3onacHoOcTn Russia@paloaltonetworks.com
Palo Alto Networks Russia/CIS




LLudpoBaa TpaHchopMaLUA

TexHoONnormm HoBoro nokKoneHusa an{
3alllThbl

Palo Alto Networks nccnenyet HoBble TEXHOMOMMM U peanusyeT nx Ans 3awmTbl KOMNaHUN




NEXT-GENERATION FIREWALL Docker n Kubernetes
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KaHanbl cBa3u Mpuno)XxeHusa Jloan
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KaHanbl cBa3un

e
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Products

Next-Generation Firewall
Threat Prevention

DNS Security

Wildfire

URL Filtering
GlobalProtect

Panorama

5G & loT

Zero Trust

SD-WAN

Mpuno)XxeHusa

PRIS

BY PALO ALTO NETWORKS

Products

Prisma Access ’
Prisma SaaS ‘J
Prisma Cloud

VM-Series

VM-Series on AWS
VM-Series on Azure
VM-Series on Alibaba Cloud
VM-Series on Oracle Cloud
VM-Series on Google Cloud
VM-Series on VMware
ESXi/vCloud Air

VM-Series on VMware NSX
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Products

Cortex XDR
Cortex Data Lake
Traps

Autofocus
Demisto
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BNOKMpOBKa YKpPaAeHHbIX naponemn

Pingll EKEN
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KoHdunpaeHUumanbHbie Mnatdopma Multi-Factor
AaHHble Authentication
B KOMMNaHUU A A
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Maponb YKpageHHbIN
COTpyAHUKA napornb




| HOBaﬂ apqueKTypa anMeHeHMﬂ 3aLI.|,VITbI I'«;ecssrzﬂi%dn?
%" SASE - Secure Access Service Edge

Public Cloud/ ™ .
SaaS / Internet Public Cloud /

SaaS / Internet

dunmanbl n

dunmanoi n
MOG6U/bHbIE

MO6UNbHbIE

nonb3oBaTenu nosib3oBaTtenin
Crapas HoBas
VPN Tpaduk nget Bcerga vepes LOO VPN npet uepes Prisma Access SASE u
pacnpepgensaeTtcsa B LLO, B o61aka 1 06LeOoCcTynHbIN

UHTepHeT
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Application Risk Bytes Sessions Threats Content URLs Users
ms-rdp 4] 196.2G B 11.2k| 0 0 0 240 NN
ssl 4] 259.5G M 925.0kM 74k N 0 742.1k0 238 N
web-browsing 4] 8.2G| 109.2k| 3831 230 I 3167kl 225 M
mail.ru-base 4] 1.8G1  62.9k| 0 0 1.5kl 145 N
facebook-base 4] 1.0G| 8.5kl 0 0 0 141M
google-cloud-storage-download 49.3M | 438 | 21 0 0 120 N
youtube-base 4] 1561 8.7kl 0 0 8.7kl 1141
yandex-maps <] - 846.6M | 5.9k | 0 0 1l osH
google-play 169.8M|  10.9k | 0 0 109kl s
ms-teams 40.3M | 869 | 0 0 868l 81 M
windows-azure-base 66.0M | 1.9k | 0 0 1441 78 W
twitter-base i3 26.5M | 717 | 0 0 0 741
vkontakte-base 4] 286.7M| 8.0k | 0 0 0 61l
outlook-web-online 186.6M | 4.4k | 0 0 2.3k | 5211
instagram-base 239.9M| 2.8k | 0 0 0 a8 11
ms-onedrive-base 4] 25.6M| 1.2k 0 0 8761 46l
pinterest-base 38.3M | 374 | 0 0 0 391
ms-office365-base 2] 16.0M | 400 | 0 0 399 371
itunes-base B 58.0M | 1.4k | 0 0 1.2kl 371
gmail-base 4] 279.2M1 2.2 0 0 2.2kl 341
teamviewer-base 303.5M| 687 | 0 0 18| 311
google-drive-web 115.1M| 255 | 0 0 2641 271
google-docs-base 209.9M | 673 | 0 0 674 | 261




SASE vnu Prisma Access

Mpo6nemMa - CKOpPOCTb HACTPOMKM 3aLUUTbl ANA Bcex opucos

O6bl4HO VPN genatoT o9 goCcTyna K BHYTPEHHKMM pecypcaMm.

A 4yTo ecnun MmHoro UOO?

A 4TO ecnun y3KMm KaHan B opumc?

A 4TO ecniv BHe3arnHoO MHOTro ntogen?
A KaK yBMOETb KTO YTO Aenaet?

A 4yTO Cc 6€30MacCHOCTbLIO?

a0

Internet

TunoBaga cxeMa




B uem PUCK co3gaHusa VPN KaHana c AgoMallHero
KOMMNbKOTEpPa B CeTb KOMMNaHUU

® Ero cpasy MOXHO paccmaTpmBaTb Kak B3fTIOMaHHbIN. OTO 3HAYUT, YTO €CTb PUCK YTO
O  Bwmecrte c coTpyaHukom no VPN 3angeT n xakep

O Xakep MOXET Nony4YnTb IOrMH/naponb Ans 4ocTyna u apyrue naponu cCoTpyaHuKa: noyra,
OaHKu

O Xakep MOXET nepexBaTbiBaTb HAXaTWs KNaBuLL, N300paxeHne aKkpaHa 1 3BYK pSiAOM C
KOMMbIOTEPOM

O Xakep MOXET NMpou3BoaNTb COeANHEHNA B CETb KOMMaHUM C JOMaLLHEro KoMnbloTepa, noka
COTpPYyAHUK 3awien no VPN

O Xakep MOXeT aTakoBaTb APYrMX COTPYAHMUKOB Yepes NoKamnbHYH MNOYTY OT UMEHWN 3TOro
COTPYAHMKA

O Xakep MOXET aTakoBaTb APYrMX COTPYAHMKOB MO OTKPbITbIM MOpTam B ceTu: ceTb Mukpocodr,
Beb-nopTansl 1 ap.

o CMapTd)OH NI KOMMbKOTEP MOTYT YKPACTb U NOJTY4YNUTb AOCTYN K AaHHbIM JTOKaJ1bHO

® /ero Trust: HyJ1EBOE




Secure Access Service Edge (SASE) - cepBUCHbIN CFIOU 3aLUNTbI
FEOTE 30 B @V I@PreT BO3MOXHOCTU SWG, CASB, FWaaS 1 Zero Trust Networks

APERTURE - 3awjuTa Saa$S
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Prisma Access — Ha6op Bcex He06XoaAnMbIX CepBUCOB
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Security as a Service Layer
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Prisma Access — 06n1auHbl cepBUC rae, yaobHo nony4yartb
HY>XHOE YUCno cepBMCOB 6egonacHocTn, Hanpumep, VPN

BHezanHo
HY>XHO
yBenuyeHne
mowuHocTtn VPN
d KopoHasunpyc -
BCE

NOOK/O4YaTCA

n3 goma

LOA Google HaxoauTca Takxe B Poccum, no3ToMy Wo3bl B Poccnn mn
MX MOXXET ObiTb CKOJIbKO YroaHO C pOCTOM KOMMNaHUU
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Prisma Access - cepBuC 3alimLieHHOro gocrtyna

Prisma Access
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CopoepXxuT yxxe rotoByto
MHQPACTPYKTYPY

Bce dyHKkumm 6esonacHocTn 13
obnaka

Bce KOHTUHEHTDI

HocTtyn k ntobbim pecypcam

KoMnaHun ig
o NG
LleHTpanu3oBaHHOe ynpasneHne —.

yepes Panorama ' ponvy

Onnara 3a cKopocTb KaHana




AOocTyn K BHYTPEHHUM NPUNoxeHMAM 6e3 KnneHToB: Clientless VPN

Endpoint

Data Center

HTMLS

/Emw enabled PC

ﬁ<:: .

**App — Any VDI you have already deployed in your environment — Citrix

VDI, VMware vSphere, vCenter etc. enabled with HTML5 access

MpunoxeHna nyénukytotcsa kak URL k
COOTBETCTBYIOLLEMY NPUTOXKEHUIO

Hoctynen VDI, RDP, SSH n 1.4.
MogpobHee:

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail 2id=kA10g000000CIRaCAK

paloa lto (@ Internal Resource Y, GlobalProtect Agent & ssivpnuser

NETWORKS™

Bugzilla
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https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClRaCAK

B ueM npeumyLlectsa Palo Alto Networks ana 6usHeca

® Jlerko Mcrnosb3oBaTb — MOAXOAUT A5 PaboTbl THOObIX MPUMOXKEHUI
® [1OCTOAHCTBO MPOU3BOOUTENBHOCTU — JaXKe eC/v MOABUINCH HOBble GYHKLUMN

® [ny6yke HACTPOWMKM MO TOMY YTO M KaK 3alUmLaTb — 6ofMblle KpUTEPUER MPOBEPKM,
Hanuume AMHaAMUYECKUX FPYMMN U BO3SMOXXHOCTb BKTOYUTb BCE MPOBEPKM
OOHOBPEMEHHO

® OO6ydyeHue 1 YyTUNUTbI A9 NMoOMOLLM B HAacTpomnke — Best Practice Assessment, Policy
Optimizer, IronSkillet 1 Beacon

® CyacTiMBbIE 3aKa34YMKUM — He CYLLIECTBYET 3aKa34uMKa, KOTOPbIM BUOUT CMbIC/T MeHATb Palo
Alto Networks Ha 4yTO-TO gpyroe

® [1poayKT «YKMBOW» — 3HAHUSA 1 MccneagoBaHna nabopatopmm UNITA2




BcTpoeHHada cuctemMa ynpasneHna NGFW m
Panorama BbIrMaaaT OOMHaKoOBO

paloalto

Device Name
MGT IP Address

MGT Netmask

MGT Default Gateway

MGT IPv6 Address

MGT 1Pv6 Link Local Address
MGT IPv6 Default Gateway
MGT MAC Address

Model

Serial #

cuD

uuD

VM License

VM Mode

Software Version
GlobalProtect Agent
Application Version

Threat Version

Antivirus Version

WildFire Version

URL Filtering Version
GlobalProtect iientless VPN
Version

Time

Uptime
Plugin VM-Series

System Resources
Management CPU

Data Plane CPU

Session Count

Dashboard

[ o1~ |

branch1
10.6.66.108 (DHCP)
255.255.255.0

106.66.1

unknown
1eB0::250:56f:fe91:104e/64

00:50:56:91:f0:4e
PAVM
007251000097987
ESX:F2060300FFFBEB1F

4211B717-3164-SDE4-4A64-
75BFCO85F76D

VM-300
VMware ESXi

9.1.1

000

8249-6007 (03/12/20)
8249-6007 (03/12/20)
3289-3800 (03/18/20)
437510-440354 (03/18/20)
2020031820251

85-181 (03/03/20)
Wed Mar 18 16:44:46 2020

33 days, 1:23:14
vm_series-1.0.8

2%
1% (SE——)

4819200

Monitor Policies Objects Network Device

Widgets

& Commit & U Config ~ Q Search

Panorama

paloalto

Dashboard

Panorama

—— DEVICE GROUPS ————— TEMPLATES ———
Objects Network & Commit~ ¢& [ Config~ Q Search

3 coumns |~ RS EZNEED = ®rep

Monitor Policies Device Panorama

10:43:28

General Information S x |l Logged in Admins S x [ ConfigLogs S x

Admin  From Client Session Start  Idle For Mo detaswailoble.

panorama  106.6624  Panorama  03/06 17:53:47  00:00:01s

admin 10111104 Web 03/18 16:44:32  00:00:00s | [ESY 5 x
No locks found

Data Logs = x

No data available. ACC Risk Factor (Last 60 minutes) S x

0.0
System Logs = x | —
Description

User admin logged in via Web from 10.1.11.104 using
https.

authenticated for user ‘admin'. From: 10.1.11.104.
Auto update agent found no new WildFire updates

Connection to Update server:
updates.paloaltonetworks.com completed successfuly,
initiated by 10.6.66.108

Auto update agent found no new WildFire updates
Connection to Update server:

updates.paloaltonetworks.com completed successfuly,
initiated by 10.6.66.108

Auto update agent found no new WildFire updates 0318
16:42:08
Connection to Update server: 03/18
updates.paloaktonetworks.com completed successfully, 16:42:07
initiated by 10.6.66.108
PAN-DB was upgraded to version 20200318.20251. 03/18
16:41:18
WildFire update job succeeded for user Auto update 03/18
agent 16:41:13

General Information

Device Name
MGT IP Address

MGT Netmask

MGT Default Gateway

MGT IPv6 Address

MGT IPv6 Link Local Address
MGT IPV6 Default Gateway
MGT MAC Address

Model

Serial #

System Mode

#CPUs / RAM (GB)

cPuD

uup

VM Mode

Licensed Capacity (devices)
Software Version
Application Version
Antivirus Version

WildFire Version

Time

Uptime

Plugin SD WAN plugin

System Resources

Management CPU

Panorama
10.6.66.28
255.255.255.0
10.6.66.1
unknown

e

:561f:1e91:5537/64

00:50:56:91:55:37
Panorama

00075E05979
panorama

16/32
ESX:F2060300FFFBBB1F

4211ABAE-AEF1-9C14-D68B-
8ECBDES28A71

VMware ESXi
25

911

8231-5919 (01/29/20)
3242-3753 (01/31/20)
424074-426860 (01/31/20)
Wed Mar 18 09:43:29 2020
0 days, 2:37:44
sd_wan-1.0.0

1% ]

x fl Logged In Admins S x [ Config Logs S x

Admin  From Client  Session Start 1dle For Command Path Admin Time
admin 10111104  Web  03/1809:42:32 00:00:005 add device-group admin 03/18
09:43:25
set template hub admin 03/18
Data Logs S x 09:43:17
No data available.
Locks S x
System Logs LR N locks found
Description Time
Connection to Update server: 03/18 \CC Risk Factor (Last 60 minutes) S
updates.paloaltonetworks.com completed successfully, 09:42:5¢
initiated by 10.6.66.28 0.0
User admin logged in via Web from 10.1.11.104 using 03/18 )
hitps 09:42:32
authenticated for user 'admin'. From: 10.1.11.104. 03/18
09:42:32
Connection to Update server: 03718
updates.paloaltonetworks.com completed successfully, 09:37:18

initiated by 10.6.66.28

Connection to Update server: 03/18
updates.paloaltonetworks.com completed successfully,
initiated by 10.6.66.28

Connection to Update server:
updates.paloaltonetworks.com completed successfully,
initiated by 10.6.6.28

Connection to Update server: 03/18
updates.paloaltonetworks.com completed successfully, 08:52:20
initiated by 10.6.6.28

4y paloalto
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Bce dyHKLUMM 6e30nacHOCTU B eAnHOM nnaTtdopme

NMnarcdopma ceteBON 6e30nacHoOCTU

PN YnpaBneHue 4yepe3 Panorama

MporpammHbie NGFW
VM-cepus ans BupTyanusauum
CN-cepus onsa KOHTENHepoOB

AnnapatHble NGFW
PA-cepusa gnsa nepumetpa u LLO[,

NGFW kak cepBuc
Prisma Access




Ucnonb3oBaTb pa3Hoe Uau ogHy nnatdopmy?

dyHKUMOHan (npumepsbl) PasHoe
Firewall Chegom
Intrusion Detection @I?E'A‘E’
URL Filtering v’ Symantec

Cisco

Mnartdopma

#/» paloalto’
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A KaK MpoBepuTb OLLMOKM HAaCTPOMKN?



BECMJIATHbIE YTUNUTbI A/19 NOMOLUU B HACTPOUKE BE3OMNACHOCTMU

Best Practice Assessment
CpaBHuBaeT KOHUrypauuto
C NyYLwmmMmn
KOH(purypaumamm

1

Expedition
Migration Tool

[TomoraeT KOHBEpPTUPOBaTb
KOHdourypaumm n nomoraet
nucaTb nNpaBusia Ha OCHOBE
aHanusa Tpaduka

Prevention Posture
Assessment

OueHnBaeT Kak paboTaer
npenoTBpaLleHne

--------



Heatmap: HacKo/nbKO BEpHO peasnin3oBaHbl NpaBuna

YTunuta nokasbiBaeT NPOUEHT rnpaBuin, roe BKIMKO4YEHbI (*)yHKLI,I/II/I B6e3onacHoOCTH

m paloalto DeviceGroup & g ; Go to Best Practice Assessment Security Policy Capability Adoption Heatmaps
Documentation/Help @
WildFire Threat Prevention (IPS) URL-Filtering
Total Allow Deny WildFire Vulnerability User ID AppID Logging

Device Rule Rule Rule Adoption Anti-Spyware DNS Sinkhole Anti-Virus Protection Adoption URL-Filtering File-Blocking Data-Filtering Adoption Adoption Service/ Port Adoption
Group Count IF Count Count % Adoption % Adoption % Adoption % % Adoption % Adoption % Adoption % % % Adoption % %
DC1 250 250 (o] 744 744 0.0 744 744 0.0 744 00 ¥ _‘ 0.0 0.0 100.0
DC2 32 32 0 875 875 0.0 875 875 0.0 875 0.0 0.0 00 100.0
DC3 32 32 o] 875 875 00 8735 875 00 87.5 00 100.0 0.0 0.0 1000
Perimeter 11 8 3 100.0 100.0 0.0 100.0 1000 1000 100.0 0.0 100.0 90.9 100.0 100.0
East-West 5 4 1 50.0 500 00 50.0 100.0 00 500 00 00 80.0 1000 100.0
HQ 5 5 0 60.0 400 0.0 80.0 800 0.0 200 0.0 200 100.0 100.0 100.0
Branch Offices 3 2 1 00 00 00 0.0 00 00 0.0 0.0 0.0 00 00 100.0
Internal Core 3 2 1 100.0 1000 100.0 100.0 1000 00 1000 00 0.0 0.0 0.0 100.0
North-South 3 3 (o] 0.0 0.0 0.0 667 1000 0.0 66.7 00 100.0 100.0 1000 100.0
shared 3 2 i b 00 1000 00 0.0 1000 00 0.0 00 00 100.0 100.0 100.0
Cloud 2 2 0 500 0.0 0.0 500 1000 0.0 500 00 0.0 100.0 1000 100.0

4y paloalto
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PRIsMA  Prisma Access Zero Trust
Network Access (ZTNA)

HeHnc baTtpaHKoB I//

Ball MOMOLWHWK MO HOBbIM CTpaTeElrmaMm 6e30MnacHoOCTU
’

ISC Certified Information Systems Security Professional,
GIAC Certified Incident Handler, PAN Certified Network
Security Engineer

Bnor safebdv.blogspot.com

Twitter @Batrankov

Youtube bit.ly/bdv-video



Zero Trust Network Access # Zero Trust

Zero Trust — cTpaTtern4yeckasa MHULIMQTWBA A/19 NMOoSIB/1€HNS
IBHOIMO KOHTPOJIS 3Q KAXKAObIM MOTOKOM AQHHbIX B
OPraHmM3aL NN,

Zero Trust Network Access (ZTNA) — Hab60op TEXHO/1I0IMNM
a9 obecriedeHuss 6e30rnacHoOro yaaJieHHoro 4ocTtyrna K
MPUITOXKEHUAM OPraHU3aLnm M VMIHTeEpHET COr/idCHO

MPUHLNTTY MUHUMU3ALMNUN MTPUBUITIEMN U KOHTPO/IS
6e30MNacHOCTM.




What is ZTNA? Understanding the Challenges

vy

‘: &
Exposed Services Inconsistent Policies Unscalable Remote Access
Services in your datacenters and Controlling what remote users Adding VPN capacity requires
clouds can be accessed can access is inconsistently hardware deployments and
externally by attackers and seen enforced, difficult to manage, complicated IP management as
by all users on the network. and often differs by location. users and apps change.

4% paloalto’



Why ZTNA

9 D ' | 9 b
Oq'c) » 1, 4 »
OO S
¢ ToUr ¥y ! :

Scalable Remote Access Simplified Management Granular Access Controls
On demand, secure remote Centralized policy management Grant users access to specific
access that scales as capacity and enforcement across your applications and services based
needs change and works with entire enterprise; Monitor and on their identity, role, location,

your existing infrastructure. prioritize connections. and device posture.




How Traditional ZTNA Works

User
Authentication

Agentless

Apps and Services

Encrypted Tunnel / No
Traffic Inspection

Access Control

User Controller, Gateway, Connector Access Provisioning

4y paloalto



Traditional ZTNA - Not True Zero Trust

User HQ Datacenter
Agentless Authentication LT
oo\,
(i m g \
1 \ \

. .
I fa ) !
Firewall | o !
1 —< =) 1
\ 1

Encrypted Tunnel / No
Traffic Inspection

CASB /SWG

Access Control

User Controller, Gateway, Connector Access Provisioning

4y paloalto



Prisma Access ZTNA: Remote Access & Context Based Policy

Browser Based Identity Based HQ Datacenter
Authentication T TS

Portal oo| - -

/ Device Posture & Threat & Data Loss
’ Risk . Prevention

~
~ -~

Service Level Access Control

Controller, Gateway, Connector Access Provisioning

4 paloalto

29 | © 2020 Palo Alto Networks, Inc. All rights reserved.



GP areHT cobupaet un npucbinaet B Host Information Profile

Log Details ®=

Report Generated
User Information
Host Information
os

Client Version

Network Information

04/18/2018 11:03:17

-

User: mdensley IP Address: 192.168.77.30
Machine Name: SJICWIN65NM662 Domain: paloaltonetworks.local
Microsoft Windows 10 Enterprise , 64-bit Host ID: af0bbd00-2964-4f50-8ad3-7316a073f3f6
4.1.0-98

Interface MAC Address IP Address

169.254.169.188

o e e e 2 EEvEE e MNpoBepka Hanuuuna yctaHoBkn TRAPS Ha xocTe

Intel(R) Ethernet Connection 1217-LM F8-CA-B8-1C-57-FD 192.168.77.30

Dell GigabitEthernet
Intel(R) Dual Band Wireless-AC 7260

Microsoft Wi-Fi Direct Virtual Adapter

VMware Virtual Ethernet Adapter for VMnet4
VMware Virtual Ethernet Adapter for VMnet8

Software Loopback Interface 1
Microsoft Teredo Tunneling Adapter

9C-EB-E8-2E-23-56

7C-5C-F8-32-8F-3E

7C-5C-F8-32-8F-3F

00-50-56-C0-00-04
00-50-56-C0-00-08

00-00-00-00-00-00

|

169.254.251.202
fe80::5cd:2d55:c721:fbca
169.254.174.102

HIP Object

feB0::3983:c9ee:6540:ae66 General

169.254.99.238

fe80::2047:93c0: eace:63ee

192.168.1.40 Mobile Device

192.168.202.1

127.0.0.1 Patch Management

feB80::100:7f:fffe Firewall
S —

Anti-Malware

! Anti-Malware

Virus Definition Version

Product Version

Last Scan Time

[V 15 Installed
Within
Days
None
Within

Days

Real Time Protection yes

Software Vendor Version Engine Version Definition Version Date Real Time Protection  Last scanned Disk Backup
Traps Palo Alto Netwiorks, Inc. 4.1.3.33176  4.1.3.33176  2018.04.18 4/18/2018 nfa
Windows Defender Microsoft Corporation  4.12.16299.15 1.1.13000.0  1.227.2644.0 9/19/2016 nfa 09/19/2016 08:26:54 Disk Encryption
I
Data Loss Prevention

Vendor Version Last Backup E I c l
Coded2 Software 4.6.0.403 nfa
Dropbox, Inc. 47.4.74 nfa
Box, Inc. 4.0.7900.0 nfa
Microsoft Corporation 10.0.16299.15 n/a

Drive
C:\
E:\

BitLocker Drive Encryption

Microsoft Corporation

Vendor
Microsoft Corporation
State

encrypted
unencrypted

10.0.16299.15

nfa

Version

10.0.16299.15

[F] Palo Alto Networks, Inc.

(] Exclude Vendor

Traps

1 item 8

4y paloalto
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How Prisma Access Performs Trust Assessment

Ov?r?\e”rzrewi Continuous
P Monitoring

1
QuCaLaer;t'}r\we TrusI'lDecision Access Coh:crol Trust Level

; . _/'Changes

Device
Compliance

% paloalto



Prisma Access, ZTNA, and VPN Comparison

DLP

Malware & Exploit
Detection

Credential Theft & Device
Risk Assessment

App & Service Level Access
Control

Centralized Management
App & Service Cloaking
Cloud Delivered

Secure Remote Access

Encrypted Connection

Prisma Access ZTNA

4
4
4
4
4
4
4
4
4

ZTNA

SN

Traditional VPN

S S




The Value of Prisma Access for ZTNA

" 3y

? o
S b“*-o--”d

Scalable Remote Access

On demand, secure remote
access that scales as capacity
needs change and works with

your existing infrastructure.

Monitor and prioritize
connections.

Granular Access Controls &
Simplified Management

Grant users access to specific
applications and services based
on their identity, role, location,
and connecting device posture.
Centralize policy management
and enforcement.

True Zero Trust
Implementation

Prevent data theft from
compromised user accounts by
monitoring user behaviors after

they authenticate and have been
granted access to an application
or service.
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A 4YTO B KOMINJ1eKce:

MHOrIroawe/IoHNpoOBaHHAA 3alllMTa Ha XOCTe U CceTU

#/» paloalto

NETWORKS

¢ S

Strata NGFW

O«

Cortex XDR




Cortex XDR npepoTBpallaeT 3apaXxeHue ornepaumnoHHbIX CUCTEM

BnokupoBKa BbnokupoBka Ha O6Hapy)XeHMe aTaK Ha
KPUNTONOKEPOB, OCHOBE AaHHbIX OCHoOBe
SKCMNJ/IOUTOB U threat intelligence machine learning
6ecdanmnoBbix aTak PaccnepoBaHue
MHUMWOEHTOB

4% paloalto’



ADVANCED ENDPOINT PROTECTION

Traps NnpepoTBpaLlaeT HeUn3BeCTHble
aTakKu

. be3 curHatyp

. be3 o6HOBNEeHUMN

. Bbe3 3HaHnn 06 ya3BMMOCTAX

Traps

4y paloaltor
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Ba)xHO: AHaTIUTUKA NO BCEM COBbITUAM B CEeTU N obnake

( CORTEX XDR

CORTEX Data Lake

CeTb XocThl O6naka Opyrne
UCTOUYHUKM




Haw nogxop: Machine Learning pna aHanmsa gaHHbIX

o

Cloud Detection !

-:,',f-..:} “
C"%%?-@J et

-:::1'.’1'.::_ :
@ Detection

......

o

= oppenaumusa NpUcTanbHbIM
(VRN B3rNS4A0M
Detection
=TT
L Nl
Network L

[Tocne <

S ':-

[

X

O6beaAuHEHHbIe AaHHble

Network Endpoint Cloud Third-Party
Data




Cortex XDR = TRAPS + UEBA + Machine Learning

3awmTta paboyen ctaHumm

Ananus Ananua
nosezieHus EDR - . UBA | nosegeHus
paboyen cTaHuun nonb3oBarenen
“ pearmpoBaHue \\/

S

N —

a @ . MpeaoTBpalueHne n
paccreaoBaHvue UHLUMOEHTOB

AHanua ceTteBoro
Tpadumka ot
KOMMOHEHTOB CETU




UTtor: yepe3 XDR cpa3y BugHa nepBonpuYmHa cobbiTua B O4HOM OKHe

O

s ENV21\Sauron

) A\

ROOT
CAUSE
——— _— _—- _—-

chrome.exe 7zFM.exe cmd.exe powershell.exe wscript.exe
URL B nucbme Ckayvan 7zip n pacnakosarn 3anycTun aiin ¢ pawmpeHmem CKpUNT Onst CHATUS 3akpenieHve B cucteme 1 oTrnpaska
* pdf.bat obdyckaummn koga COOBLLEHNS LIeHTPY ynpasneHus

Llenoyka cobbiTnin B 04HOM
OKHe

KoHTekcrT, crirHansl BIOC,
threat intelligence, kak wno
BO BpEMEHM




Cortex XDR npoBepeH MITRE u aBnaetca nuaepoM pbiHka EDR

XDR pacwumpsiet dpyHkunn EDR n Takke 06begmHSAeT B cebe (pyHKUMM aHanu3a ceTeBbiX COObITUN

0
0

MITRE Round 2 Attack Technique Coverage
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https://blog.paloaltonetworks. com/2020/04/cortex-m|tre/

Attack Technique Coverage
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https://blog.paloaltonetworks.com/2020/04/cortex-mitre/

Hawun napTHepbl npepgnaratrT cepsuc MDR

i

>
pwec P2 Trustwaver accenture
N2 CRTICALSTART () IBDO

ZERO TRUST INNOVATORS

YTO6bI AOCTUYUYD NONTHOrO NOTEHLUMaNA
Cortex XDR HY)XHbI nNpaBUJibHbI€
HAaCTPOMKM M Nnioam




0 coRrRTEX

Ynpasnsaurte
NJOLLAADbIO aTaKW
EXPANSE

with  EXPANSE



The Attack Surface used to be easily manageable

Remote
Work

€l T LY
o — o
- S ) Cloud

Data Center IT Assets




But now, your Attack Surface is made up of...

Externally-Facing

On-Prem Assets loT &

Mobile Devices

Internet-
Facing Assets
M&A
IT Infrastructure

Internet Assets
Unsanctioned Owned by You
Cloud Assets Supply Chain
Assets

Cloud

Attack Surface

4 paloaltor
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-
BusHecy TpebyeTtcs

[TOCTOAHHOE MOHUMMaHMe MNOBEPXHOCTW aTaKW OJ14

OOHapPYXKeHUA, OUEHKU 1 NMpeaoTBpaLleHmna
OTKPbITOIroO AOCTYyMNa K cepBMCaM MOOKTIOUYEHHbIM K
NHTepHeT.

46 | © 2020 Palo Alto Networks, Inc. All rights reserved.



Managing your Attack Surface with Expanse

Discover

Continuously indexing the

entire internet discovering

all connected devices and
exposed services.

47 | © 2020 Palo Alto Networks, Inc. All rights reserved.

WY

Evaluate

Supervised ML engines
power high-accuracy
attribution and perpetual
risk identification.

>’ ' E
Mitigate
Automated policy-driven
remediation leveraging

existing processes and
platforms.

% paloalto



Expanse Use Cases

et N e -0
16} > o
T
Manage Attack Infrastructure Cloud Compliance Third Party Due
Surface Governance Security Diligence
Automatically Monitor security across Eliminate cloud sprawl Identify exposed Identify risk introduced
inventory and discover federated and enforce cloud assets against from relationships with
risk across your environments policies centrally. compliance suppliers and M&A
Internet assets requirements--NIST, targets

PCIL.

48 | © 2020 Palo Alto Networks, Inc. All rights reserved. % paloalto



Expanse platform is made up of three products

E

Expander Behavior
Identifies and attributes all Uses global Internet
known and unknown flow data, surfacing risky
internet-facing assets to communications between
map your attack surface assets to detect and stop

potential threats

49 | © 2020 Palo Alto Networks, Inc. All rights reserved.

27

0 e

Link

Continuously identifies
risky services or
misconfigurations in third
parties to help secure a
supply chain or identify risk
for M&A due diligence

% paloalto



Expanse is superior at Attack Surface Management

i

i
i

(X

e

Scalable Discovery Accurate Attribution Complete Mitigation
Internet-scale discovery Patented technology that White-glove implementation
method identifies more automatically identifies what and wide range of
assets than anyone else assets belong to your integrations to optimize

with higher accuracy organization remediation workflow

50 | © 2020 Palo Alto Networks, Inc. All rights reserved. % paloalto



l/lHTerpal_u/m C OpyrmMm nmpoaoyKraMm

INVENTORY
ASSETS

Expander setup as
source of truth.

Enable with...

CMDB,
IPAM,

Asset Management

IDENTIFY
ISSUES

Expanse scans
coupled with VM
scanners.

Enable with...

Vulnerability
Management

Scanners

ASSESS
ISSUES

Understanding
business context and
associated risk.

Enable with...
CMDB,

IPAM,
Asset Management

& BLUECAT"

PRIORITIZE
ISSUES

Timely evaluation
and alerting of
misconfigurations
and compliance
issues.

Enable with...

SIEMs

splunk>

REMEDIATE &
VALIDATE

Fix open Tickets and
route to owner or
automatically via
SOARSs.

Confirm success
with Expanse!

Enable with...

ITSMs,

SOARs

©JBLUECAT @ Qualys. servicenow
£« MarkMonitor’ RAPID¥) <« MarkMonitor’ :#*LogRhythm ¥
JIRA
- tenable - z
SAOW o show Dradar DEMISTO
K=NNA Q) Firseve
secuny WS ¢ SWIMLANE

4y paloaltor



CASE STUDY #1
Asset discovery and remediation

Large SI

Challenges

e Up-to-date inventory of Internet connected
assets (IPs, domains, and certificates)

e Remediate critical exposures, ensure proper

configuration of perimeter devices, and
address identified policy violations

52 | © 2020 Palo Alto Networks, Inc. All rights reserved.

40%

Increase

in IP network visibility

7,039

Connections

discovered at the start
of the engagement

975

RDP servers

Addressed within two months
of engagement




CASE STUDY #2
Cloud security and governance

Fortune 500 Insurance Firm

Challenges

e Manage cloud sprawl across multiple
cloud providers

e Lacked visibility into different cloud providers,
certificates and domains

53 | © 2020 Palo Alto Networks, Inc. All rights reserved.

11,572

Total

FQDNs monitored by Expanse

5,041

Certificates

managed by Expanse

64%

Increase

in asset visibility




CASE STUDY #3
Mergers and acquisitions / Third Party Risk

Fortune 500 Bank

Challenges
e Multiple acquisitions needed cyber due
diligence.

e Lacked visibility into different cloud providers,
certificates and domains.

54 | © 2020 Palo Alto Networks, Inc. All rights reserved.

3

Total

Acquisitions

PARY

Assets

managed by Expanse

25

High priority

issues
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Y10 Takoe SOAR?
Security Orchestration, Automation, and Response

Orchestration Automation Response
Playbooks, runbooks, workflows [OTOBble CKPUNTbI aBTOMaTM3aL NI Case management
Jlornyecku BbICTpOeHHaqa MHTerpauusa c opyruMmm npogyKramm AHANTVKa V1 OTHeTbI
LLenoyka oenNcTBMm KoMMyHMKaTOp U coBMecTHasa paboTa
3anyCcK CKPUNTOB W NoNyYyeHne
KoHTponb 3a BceMu pe3ynbTaToB

HEeCOBMEeCTMMbIMM MPOAYKTaMM 13
OO HOM TOYKM

56 | © 2020 Palo Alto Networks, Inc. All rights reserved.



PearnpoBatb u aBToMaTtusnpoBaTb ¢ Cortex XSOAR

DEMISTO  #147119 FW:Crif jork Plan rows 1 Dashboards DEMISTO  #

Respond Manage Collaborate
and automate incidents and learn
Mnenbykn Ha ocHoBe 350+ Bce MHUMOEHTbl B KOMMaHUM CoBMecCTHada paboTta m
MHTerpaumm c gpyrmmm yMnpaBngTCa N3 OgHOM MOAOCKA3KM KOHTEKCTHbIE
BEHOOpPaMM KOHCOM

57 | ©2020 Palo Alto Networks, Inc. All rights reserved. % paloaltoﬂ



350+

Third-party
tools

V'S

(O CORTEX XSOAR

BY PALO ALTO NETWORKS

Ei-i-:@

SIEM Assets People

VN VN VN

S

Playbook-driven automation

~

(o

ABTOMaTM3auma u Case Threat Intel
CoBMecTHasd paboTa
opKecTpauus Management Management
CobbiTunda Threat Intel feeds
ofe N N i i o
T O« o o & &
SIEM Cortex XDR Mail 100s of other ISAC Open Source Premium AutoFocus
sources

58 | © 2020 Palo Alto Networks, Inc. All rights reserved.
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Automate attack surface remediation with Expanse and XSOAR

Asset and Behavior Automated
Discovery — — Remediation
c. s ° Vulnerable assets blocked via
- 0-< PAN-OS policies
L 2 O 2

E X PA N S E 0«0 Cortex XSOAR 0«0 . Shadow assets identified and

automatically protected
A PALO ALTO NETWORKS COMPANY Ingest Deploy

Findings/IOCs remediation ° Unprotected assets added to
\ playbooks compliance review
prtack suface remadiaec
R ploy play automatically
communications

59 | © 2020 Palo Alto Networks, Inc. All rights reserved. % paloalto



Why should |
integrate Expanse
with XSOAR ?

60 | © 2020 Palo Alto Networks, Inc. All rights reserved.

Simplify and accelerate the

implementation of ASM
Automating remediation of unknowns
improves your security posture

Improve SOC productivity
Automated discovery and remediations
drastically reduces MTTD and MTTR

Make compliance easy

Fully automated asset discovery and
remediation covering internal and external
assets




Dropbox

Sq®

S ox &

Google Drive

MpunoxeHus kak cepBuc (SaaS)

- o

. NoNp
rramazon
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M Azure vCloud Air

My6nunyHoe obnako
(laaS)

NMpuBaTHOe oGnako
NGFW ansa SDN n Spine-Leaf apxutekTypbl
(NSX, OpenStack, ACI)




Kak 3allnTUTh Balle NpunoXeHue
N JaHHble B obrnake?




SAAS NpuUnoXxeHmna He Bce 0O QMHaAKOBO I'IOJ'Ie3HbI
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nornb3oBaTenu

1
JlokanbHble
nornb3oBaTe

‘ m

: PaspemeHH

SharePomt

i box 55

4.....»

- P

AdonycTumebl

Lo

Google Drive Drophox

HecaHKLI,I/IOHVIpOBaHH";:

S, ble
{0
E 3 h i
2 fzippyshare
1;;:

T

Prezi




PHCKH SAAS-ITPH/IOKEHHH

2 X

T

\N/
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MpymepsbI?

man 2017

S O

MNoapsanumk BbINOXUN AaHHbIEe
MeHTaroHa Ha cepBepa Amazon 6e3
napons

NMouemy?

e [yo6nuuyHbin goctyn Amazon S3 bucket

* BwuHoBaT nogpsgumk

* 60K dannos, 28GB gaHHbIX,
He3alungpoBaHHbIE Naponun

noHb 2017

. %

NMepcoHanbHbIe AaHHbIe 198
MUnNuoHoB usduparenen CLUA
BbINIOXXeHbl HA Amazon

Mouemy?

e He 3awumwanu Amazon S3 bucket
* 1.1 TB gaHHbIX BKNOYas UMeHa u

agpeca.
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Dashboard ACC

Policies

Network Device

Monitor Objects

NETWORKS”

v L_@ Logs LW ( name-of-threatid eq 109000001 ) and ( zone.src eq Inside )
G”-, Traffic
l}? Tucat . Receive Time Type Name URL Application Action Count To Port From Zone To Zone
[3 URL Filtering
A AT 03/15 21:32:50 DGA Domai! i d sinkhole 2 53 Inside Outside
% Data Filtering o) /. :32: spyware n gsjghruwcsaw.ru ns nsi
l% HIP Match @) 03/15 21:32:49  spyware = DGA Domain mail.gsjghruwcsaw.ru dns sinkhole 4 53 Inside Outside
ﬂ O M e H b I & GlobalProtect B 03/1521:31:48  spyware DGA Domain avbsvkejhxsg.ru dns sinkhole 2 53 Inside Outside
IP-Ta
;User-gb @, 03/1521:31:48  spyware = DGA Domain mail.avbsvkejhxsg.ru dns sinkhole 4 53 Inside Outside
& Tunnel Inspection @; 03/15 21:28:50 spyware = DGA Domain fsjvnghwuwdf.ru dns sinkhole 2 53 Inside Outside
[] °
35 configuration B 03/1521:28:49 | spyware = DGA Domain mail.fsjynghwuwdf.ru dns sinkhole 4 53 Inside Outside
iJ System
I n O I n g %A’I,:nns [;p 03/15 21:21:50 spyware = DGA Domain mail.hmvkcsheuxh.ru dns sinkhole 2 53 Inside Outside
[:18] Authentication K; 03/1521:08:50 @ spyware = DGA Domain mail.avbsvkejhxsg.ru dns sinkhole 2 53 Inside Outside
(& unified @ 03/1520:34:41  spyware = DGA Domain mail.avbsvkejhxsg.ru dns sinkhole 2 53 Inside Outside
42 Packet Capture
3 03/15 20:18:55 are | DGA Domain mail.hmvkesheuxh.ru dns sinkhole 2 53 Inside Outside
B|/| NT NGFW h o - o
Summary B 03/1520:10:56  spyware = DGA Domain mail.iufkshvytiswgx.ru dns sinkhole 2 53 Inside Outside
% Change Monitor B 03/1519:53:59 | spyware | DGA Domain mail.gsjghruwcsaw.ru dns sinkhole 2 53 Inside Outside
Threat Monitor : " i
ﬁThreat Map Ip 03/15 04:42:20  spyware = DGA Domain node.eedtnvesg42t.top dns sinkhole 2 53 Inside Outside
(& Network Monitor [}5 03/1503:17:48 | spyware = DGA Domain node.eedtnvesg42t.top dns sinkhole 2 53 Inside Outside
- @ Traffic Map @ 03/14 21:14:43  spyware = DGA Domain fkeg9d6jew.ru.com dns sinkhole 1 53 Inside Outside
W Sesso0Broveesy 03/14 19:29:01 DGA Domail sdhtup7d: d inkhol 53 Insid Outsid
&4 Botnet B / :29:! spyware omain tup7dxtvazy.ru ns sinkhole 1 nside utside
v \_@ PDF Reports [p 03/14 09:46:46  spyware = DGA Domain 2am0yc33wt2e.ru dns sinkhole = 53 Inside Outside
%Mﬁﬂaﬂe PDF Summary D 03/14 01:52:22 | spyware = DGA Domain paul.bureyudhtu2.top dns sinkhole 2 53 Inside Outside
User Activity Report
4 00:42: i A htu2. i i i
G 593 Application Usage |3_‘> 03/14 00:42:36  spyware = DGA Domain paul.bureyudhtu?.top dns sinkhole 2 53 Inside Outside
% Report Groups @ 03/13 17:56:28  spyware = DGA Domain 2am0yc33wt2e.ru dns sinkhole 2 53 Inside Outside
B Email Scheduler B 03/13 16:31:41  spyware = DGA Domain Ou48itmiok.ru dns sinkhole 1 53 Inside Outside
%Manage Sistom fe 03/13 13:41:43 DGA Di i 2 3wt2 d inkholl 2 53 Insid Outsid
il Reports [p 41: spyware )omain amOyc3 e.ru Ins sinkhole nside utside
I:D 03/13 13:34:46  spyware = DGA Domain 2am0yc33wi2e.ru dns sinkhole 2 53 Inside Outside
E) 03/13 12:48:39  spyware = DGA Domain 2am0yc33wt2e.ru dns sinkhole 1 53 Inside Outside
E) 03/13 12:18:38  spyware = DGA Domain 2amOyc33wt2e.ru dns sinkhole 2 53 Inside Outside
[p 03/13 11:43:29 | spyware | DGA Domain 4hljgvwfbe.rest dns sinkhole 2 53 Inside Outside
@ 03/13 10:57:01  spyware = DGA Domain Ou48itmlok.ru dns sinkhole 1 53 Inside Outside
[p 03/13 10:43:11 | spyware = DGA Domain 2am0yc33wt2e.ru dns sinkhole 3 53 Inside Outside
T 03/13 01:07:59  spyware = DGA Domain mail.avbsvkejhxsg.ru dns sinkhole 2 53 Inside Outside
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Time

Last Calendar Week SA

01/08 00:00:00-01/14 23:59:59

Global Filters
App Characteristic (1) o
(%] Clearall

Application View
) Risk

(®) sanctioned State

Application Usage
O bytes @ sessions O threats O content O URLs O users -

Home

[Application Categories
[business-systems

ffice365-enterprise-access

rashplan

main (vsys1) B 7 Eot

Network Activity .#

SAAS APPLICATION USAGE REPORT

paloalto

KEY FINDINGS

* 53% Saa$ applications in your network are
unsanctioned

* Your Saa$ usage is less than most Palo Alto Network
Customers

* 519% of Saa$ users in your network use one or many

unsanctioned Saa$ applications
Application Risk Byl * Your configuration has one or more applications that
icloud-base 7. ol Inthele status
office365-enterprise-ac... 98 Top Applications
crashplan ] P App!
gmail-base 2.
sype [5] 1 c crashplan . Data Transferred 1.3G
okta H 12:
Zom 92. w boxnet-uploading . Data Transferred 458.8M
boxnet-base H 2.
sharepoint-online H 780.

zoom zoom . Data Transferred 375.5M

Applications
19 sanctioned SaaS
179
apps di 21 i SaaS
Saas apps

Saas Applications

40
0 ' 67 23.7
-—
low avg high
Saa$S Bandwidth Usage
2.3G
106§ 121 11.0T
A — e
low avg high
SaasS App Usage Benchmarks

Your Saas application usage compared to

other Palo Alto Network customers.

Data Transferred

\ 2.26 sanctioned SaaS
8.6G

78.6M unsanctioned SaaS

total data flow

236G
for Saas apps

Ynob6Has HaBUrauMoHHas naHerb Saas

CopTVpOBKa NPUIOXKEHWIA MO YPOBHIO prCKa MUIIn
CaHKLMOHNPOBAHHOCTH

CosgaHue LeneBbIX OTYETOB Ha OCHOBE rpynn nonb3oBarenemn u 30H

CyMMapHbIi1 OTYET UCMONb30BaHKS NPUMOXEHWI SaasS No rpynnam

PacmmpﬂeT cyulecteyouine d)yHKLI,VIM SaaS-oTyeTHOCTU PAN-OS 7.1

MonHbIN yHKUMOHan Ha 6a3e Panorama 6e3 Heo6XxoaUMMOCTU
o6HoBReHns PAN-OS




Machine
Learning

[lecovHunua

KoHTponb

CTOPOHHMUX
NPUNOXeHU
(Google Apps)

AHOManuu
aKTUBHOCTMU
rnofib3oBaTeneun

Cloud Asset and
Risk Discovery
Amazon (S3, Key
Rotation




KOB

Prisma SaaS

\HKHMOHMPOBEHHHG

KapaHTuH

ABTOMaTU4YECKME OrpaHuyeHue wapuHra
JENCTBMA B

OnoselleHne
nonuTuKax

JlormpoBaHune

NonHaa 6e3onacHOCTb AaHHbLIX B obnake ¢
nomouwbio API-MHTepcencoB Saas-

Mastercard 4716322322459327 471 I1pM.I10)KeHI/II7I

6347094324714 4716483924720670

Mastercard 4716322322459327 4716 . Pacu_||/|pe|-||-|a;| KJ‘IaCCI/ICbl/IKaLI,I/IFI JaHHbIX
347094324714 4716483924720670

Mastercard 4716322322459327 47163 . npeﬂ,OTBpaLLl,eHl/le KpaXu Ui yTe4dkun

47094324714 4716483924720670

KOHMAEHUNanNbHbIX JaHHbIX
* YcTpaHeHue BpeaoHocHoro N0 6narogaps

nHTerpaumm ¢ WildFire

Less
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SALJNTA CAHIV(LIMOHMPOBAHHbIX SAAS-

MMPUITOXKEHUNA
@ 'A) =
2~ e %
OETAJIbHAA KOHTEKCTHbIU NMPOrPAMMUPYEMAA OBHAPYXEHVE
MHCNEKUNA U KOHTPOI1b KNACCUNDOUKALINA U YOAJIEHUE
AHAINMUTUKA MO PACKPbITUA OOKYMEHTOB BPEOOHOCHOIO

KOHTEHTY AAHHbIX no



|nte rna| [locTyn He OTKPbLIT ABHLIM 06pa3om

[locTyn ABHO paspeLueH
COTPYAHUKaM BHYTPU KOMMAHUN

Company

[locTyn IBHO pa3pelleH KOHTpareHTam BHe
External
Public [ocTynHo ans Bcex B ceTvt MHTepHeT




Kakune npasuna Bbl XOTUTE CcOo3aaThb?
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WildFire Analysis PCI Compliance PIl Compliance Sensitive Credentials

@ O O @

Source Code Untrusted Users Sensitive Documents Regular Expression




charles bailey indicted feloniously stealing 29th december EO

dressed deer skins ... 20 peoperty  samuel Savage é O
richard SaVage richard Savage . leather seller 63 9 o
chiswell .crcet partner name samuel Savage days & 6/ C
previous 29th  december 1lookeda  Seventy skins O é
order skins bad colour directed &.
brimstoned naxe equal colour pale é \ '90
29th afternoon  saw smooth horse hours é &.
afterwards appeared tumbled thrown ‘L
yard dirtied caused brought warehouse % @
counted gone foreman wen: WOXsShip street  brought
armstrong  vickrey searched  foua - SKin prisoner ﬁ &&
breeches skin . foue workshop carter .. )
foreman samuel  richard Savage seventy skins @
= SAVage looking took stove counted &

; %
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NOAOEPXXUBAEMBIE NPUJIOXXEHUSA
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28 amazon V
Q U|t webservices 2
EXCHANGE SHAREPOINT ONEDRIVE YAMMER BOXCOM  GOOGLEDRIVE  Gmalil G SUITE EC2/IAM  CONFLUENCE
ONLINE ONLINE FOR BUSINESS
‘
servicenow (Workplace F+ 3 SRTIE
by facebook ‘
AMAZON 53 G|THUB SLACK CITRIX JIVE SERVICENOW SECURE DATA SFDC bROPEOX

SHAREFILE SPACE

2300+ npunoxeHun (SAAS N HE SAAS)

https://applipedia.paloaltonetworks.com
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JlnueHanpoBaHue no nosib3oBaTenam B rog
Tun nuueHsun: ogHo UJTN Bce npunoxxeHus

[nutenbHOCTb Nnognmncok — 1 roa, 3 roga, 5 net

WildFire n nogaepxka BKMoYeHbI
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My6nnyHoe o6nako

SaaS-npunoxeHus




panacademia.ru

PRISMA
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Cnacun6o!
Thank you

[=]; IEI
IEI>

Youtube bit.ly/bdv-video

paloaltonetworks.com [eHnc BaTpaHkoB, Ball MOMOLLHUK NO HOBbIM CTpaTternsim 6esonacHocTu
ISC Certified Information Systems Security Professional, GIAC Certified

Incident Handler, PAN Certified Network Security Engineer



https://panacademia.ru/

NNNNNNNN

Cnacumb60!

Akagemus Palo Alto

Pﬁ%os”:(?/oanacademia.ru/

MogpobHasa NHCTPYKLMS No HacTpouke GlobalProtect Ha pycckom
http://tiny.cc/GLobalProtect

OeHunc baTpaHKoOB
Palo Alto Networks Russia/CIS Bonpochl 1 NpennoxxeHuna

Russia@paloaltonetworks.com Russia@paloaltonetworks.com



https://panacademia.ru/

Application

ms-rdp

ssl

web-browsing
google-base

ocsp

mail.ru-base
google-analytics

ntp

facebook-base
google-cloud-storage-download
youtube-base
yandex-maps

soap

google-play
ms-teams
windows-azure-base
twitter-base
mail.ru-mail
insufficient-data
yahoo-web-analytics
unknown-udp
vkontakte-base
outlook-web-online

-
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=
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Bytes Sessions Threats Content URLs
196.9G M 11.1k| 0 0 0
256.4G M 9148kM 71k o0 732.6k il

8.0G| 107.6k| 3831 233l 315.2k1
3.0G | 96.5k | 0 0 38.2k |
30.7M | 9.5k | 0 0 6|
1.8G | 62.6k | 0 0 1.5k |
144.9M | 8.4k | 0 0 7.2k |
732.8k | 4.0k | 0 0 0
999.6M | 8.3k | 0 0 0
50.3M | 428 | 21 0 0
1.5G | 8.7k | 0 0 8.7k |
845.2M | 5.9k | 0 0 1l
35.2M | 5.1k | 0 0 9.2k |
169.1M | 10.8k | 0 0 10.8k |
39.7M | 848 | 0 0 848 |
65.7M | 1.8k | 0 0 134 |

26.2M | 694 | 0 0 0

1.9G | 40.7k | 0 0 40.7k |
102.6M|  80.9k | 0 0 0

8.1M | 973 | 0 0 976 |
463.1M | 7621 2.7«M 0 0
284.3M| 7.9k | 0 0 0
184.1M| 4.3k | 0 0 2.3k |

Users

240 N
238 I
225 N
218 N
213 I
145 Il
143 1N
139 I
139 Il
118
1130
96
8o M
8s
78l
741
731
731
721
631
63l
61 0
521




Application

ping
ms-onedrive-base
instagram-base
ms-store

stun

new-relic
pinterest-base
unknown-tcp
ms-office365-base
itunes-base
gmail-base
teamviewer-base
google-drive-web
dns

icloud-base
google-docs-base
ms-sms
traceroute
zoom-base
whatsapp-web
skype

hotmail
linkedin-base
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Bytes

1.3M|
26.2M |
284.7M |
6.9M |
27.9M |
21.7M |
38.2M |
792.2M|
16.0M |
57.5M |
281.0M|
303.0M |
119.0M|
159.6k |
268.9M |
176.6M |
1.2G|
91.6k |
130.0M |
169.6M |
71.8M |
54.2M |
179.5k |

Sessions Threats Content

9.6k |
1.2k |
3.4k |
209 |
1.4k |
2.1k |
362 |
3.8k |
400 |
1.4k |
2.2k |
684 |
265 |
1.1k |
11.0k |
659 |
1.5M W

563 |
1.2k |
2.4k |
4.4k |
486 |
31|

0

o
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o

QO 0 O & 0 &0 & O O & 0O 00 & O O O

URLs

886 |

208 |

2.1k |

399 |
1.2k |
2.2 |

18|
265 |

11.0k |
662 |
1.5M

81|
2.4k |
9.4k |
486 |
16 |

Users

471
46 1l
46 11
411
411
411
391
381
371
371
341
311
281
271
251
251
241
231
231
221
221
191
191




Application Risk Bytes Sessions Threats Content URLs Users
zendesk-base 3.4M | 203 | 0 0 2011 191
teamviewer-web 274.5k | 29| 0 0 281 171
google-maps 2.2M | 46 | 0 0 44 | 171
whatsapp-base 133.4M | 78 | 0 0 65| 161
apple-maps 58.3M | 3.0k | 0 0 3.0kl 161
whatsapp-file-transfer 378.1M| 242 | 0 0 242 | 16 |
netbios-ns 84.2M |  440.5k I 0 0 0 16
zoom-meeting 2] 11.7G | 312 0 0 0 151
rtep 4.1G | 355 | 0 0 0 151
odnoklassniki-base 4] 260.6k | 42| 0 0 0 151
disqus 17M| 81l 0 0 390 141
windows-push-notifications 3.8M | 283 | 0 0 2691 141
telegram 10.5M | 1.5k | 0 0 6 121
Idap 3.4M | 7.0k | 2 0 0 111
vimeo-base (4] 13.0M | 335 | 0 0 3321 11l
yandex-disk El 1.4G | 107 | 0 0 921 11l
dropbox-base 4] 29.9M | 1.8k 0 0 1.8kl 11l
bing-maps 9.2M | 126 | 0 0 1231 11l
facebook-video 4] 479.3M | 93| 0 0 0 101
facebook-chat 3 12.3M | 114 0 0 0 101
http-video (4] 5.0G | 706 | 0 9 33kl 101
snapchat 2] 698.3k | 43 | 0 0 0 9|
apple-siri 14.0M | 864 | 0 0 864 | 9|




