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AuanOrHayka g O komnaHum «OunanorHayka»

» 3A0 «[unanorHayka» co3paHo 31 adsapsa 1992 ropa.
Yupeautenu - CI1 «dnanor» n BelamcnutenbHbIN LEHTP
PAH.

[lepBbIMY U caMbIMN N3BECTHLIMW OTEYECTBEHHbBIMU
npoaykTamMmu, noctaBnseMbiMm KoMnaHmen, boinn Aidstest,
ADinf, Sheriff, Doctor Web n DSAV.

C 2004 roga no HacToswee Bpemda «[QuanorHayka» -
CUCTEMHbIN MHTErPaTop, KOHCYNbTAHT M MNOCTaBLUMK
KOMMMEKCHLIX peLlleHnn B capepe 3anTbl MHOpMaLUW.




AuanOrHayka 8 Ba3oBble NOHATUSA

* UHopmauusa orpaHnyeHHoro goctyna (M10O[) -
NHdopmMauuna npeacrasnarLlan LeHHOCTb AN ee Bragenbua, 4oCTyn K
KOTOpOI7| orpaHn4YmBaeTcA Ha 3aKOHHOM OCHOBaHWNA

UHcanaep (BHYTPEHHUU 3MTOYMbILUNEHHUK) — coTpyaHuK
KomnaHum, 4uneH kakon-nmbo rpynnel nogen, umetowen goctyn Kk MOL,
HeOCTYNMHOW Wupokon nybnuke. MoxeT AencTBOBaTb U3HYTPU
KomnaHun

BHeLWwHUN 3n0yMbILWINMEHHUK (XaKkepCTBO, BPeAOHOCHbLIN

Ko.q) — MOCTOPOHHEE NUL0, AEUCTBYIOLLEE LiefleHanpaBneHHo 13
KOPbICTHbIX MHTEPECOB, MECTU NN N3 NOOOMNLITCTBA, BO3MOXXHO B
crosope ¢ gpyrmmu nuuamu. [leucteyet n3BHe, 3a NnepuMeTpom
Komnanumn.




YTto ABNsieTcHa UeHHbIM AnS
KomnaHmmn?

Napruep @ : ‘

—— = Ycnosus pabotbl

H CxeMbl paboThl

CTpaTeFVIL-IeCKVIe NnryiaHbl, HOBbIE MNMPOAYKThI, ’
N3IMEHEHUA, MAPKETUHIOBbIE aKLUN

[lepcoHanbHbIE OaHHblE,
HR n npoyee




Komy 31O MmoXxeT ObITb

AUanOrHayka
UHTEepPeCcHo?

BHeLwWHUN 3N0yMbILWNEHHUK — KpaXka MHopmMaumm ¢
Leniblo nepenpoaa)xm (Xxakepbl, KOHKYPEHTHI)

« XakepcTBO (MCrMosib30BaHME pasfNYHbIX YA3BUMOCTEN),
BpPeOOHOCHbIN KOf,

 Web, Emall

BHYTpeHHUU 3N0yMbILWNIeHHUK (MHCanaep) — BbIrO4AHO

npoaaTtb, OTKPbITb CBOU BU3Hec, NOMNpoCUTb NOoBbILLEHNA

* [lpamoun gocTtyn K AaHHbLIM
- Web, Email, USB, IM (Skype, ICQ)

CrumiGrm
Japamenue OC, Eﬂﬁ;ﬂ;inﬂﬁﬂ“wr' HOHG#ry PUpOBaHKA, Ooctyn k MO0,

COZRAHHE HaHaNa enabbie naponm, BHIBOL, 33 NEPHUMETD
YAZBHMMOLTH ...

Email ¢ BMpyoom
VRABMMOCTEH

OCHOBHbIe 3Tanbl aTaku




Bupycbl, TpOsiHbI, CETEBbIE YEPBU

BoTHeTbI

BpenoHoCHbIe nporpamMmmbl

OULIMHT 1 coumanbHas NHXEeHePpUd

[MoxuileHne yCcTpoucTs
Ortkas B obcnyxmBaHum (Dos)
NHTepHeT-aTtakm

BpenooHocHbIN Kof
3M0YMBILLNEHHUKM BHYTPU KOMMAHUU

CTtaTuctuka obHapyxeHus
VHUUOEHTOB




AuanOrHayxka 3 g MocnencTBuUA OT yTeuek

[Tpsmble, puHaHCcOBbIE YObLITKU (YXO4 KIUEHTOB K
KOHKYpeHTaM, NoTeps KOHTPAaKTOB U1 T.4.)

[ToTeps NOSANBLHOCTU KIMMEHTOB, NAPTHEPOB,
penyTaunoHHbIN yuwepo

[ToTeps npom3BoANTENBHOCTU (HapyLleHne OU3HecC-
npoueccoB B KomnaHun)

[TlpecnenoBaHue no 3akoHy (WTpadbl, cyaebHble
pas3bupaTenbcTBa)




AuanorHayka ﬁ 54 3auem 3awmwartbLca?

MunHuMmnsaumnsa puckoB

CooTBeTcTBUE TpeboBaHmamM (Compliance)
« O3 o OH
« CornaweHus c KOHTpareHTamMmu
- PCI DSS
- 1SO 27000

[ToBbllWeHWe 3 eKTUBHOCTU BrsHeca (yBennveHme
BbIPYYKN)

YMeHbLLEHNE CTOMMOCTU NPOAYKTOB U YCIyr




NMOCTPOEHUSA KOMMJIEKCHOWU
CUCTEMbI 3aliUTbl OT YyTe4YeK

NoeHTndoumnkauma wn knaccudukauma WOL, onpegeneHne cobCTBEHHMKOB

nHpopmaunun, busHec-npoueccol

[Mpuoputesauna WO no creneHnm pucka, TpeboBaHusM ayauta WU

PErynsaTopoB

OnpegeneHne nonmMTUK XpaHeHusi, obpaboTkn 1 nepegaymn, Kak 4YacTb odLuero

nogxoaa K 3awmte 1O

Bbibop 7 pa3BepTbiBaHNE
CUCTEMbI 3aLLUNTbI OT yTeYekK

HAMPABJIEHUAA U MEPbl OBECMEYEHUA WH®OPMALMOHHOW BE3OMACHOCTU

PaspaboTka OOKyMeHTaumu,

o0y4eHne COTpyaHUKOB

[lpeBeHTUBHOE aBTOMAaTUYeCKOoe
pearnpoBaHue

PeryndapHbli KOHTPOSIb U OLEHKa
9do(peKTUBHOCTH

HopmaTuBHo-mMeToauYeckoe
obecneveHne
MH(OpMaLMOHHOM Be3onacHocTn

KagpoBoe obecneverune
nHdpopmaLmoHHon 6esonacHoCTn

TexHonorunyeckoe obecneyeHve
MH(OpMaLMOHHON 6e3onacHocTn




AuanOrHayka B - LOoKyMeHTbI

MNonoXeHWA KOpNopaTHBHOW MoNWTHENW
HHopmaunoHHoW GezonacHoCTH
Monutika

OetanwazvpoBavHeie nonoxeHWA MonvTHEW WHDOPMALNMOHHOA
YacTHeie NonuTukn
Ge3onacHOCTH, NPUMEHUTENLHO K OTA2NLHLIM oGnacTam

OnWcanue cogepXaHua, NOCNefoBaTEeNLHOCTH AeACTBHIA U
PernameHThl 1 MHCTPYKLW TBETCTBEHHOCTH AOMKHOCTHLIX MWL NPUMEHUTENLHO K OTOEMNLHBIM

npoueaypam

DopMil, 3aNUCK \ CEWOeTeNnbCTEA BELINONHEHHOW AEATENLHOCTH




AuanOrHayka TexHUKa

* cnonb3oBaHNE COBPEMEHHbLIX PeLleHU Ansl BbISBEHUS
yTeuek MO/

* AHanusaTtop nHdopmauum Ha OCHOBE MHOIMX ariropuTMOoB
OETEKTUPOBAHUA N UBMEPEHUNSA CTEMEHUN CXOXKECTU

« OxBaT BCeX OCHOBHbIX KaHanoB O13HEeC-KOMMYHUKaLMI
- ABTOMaTU3MpPOBaAHHAsA cucTemMa yydeTa u 00paboTKkM MHLNOEHTOB
« OTyeTbl AN 3agay ynpaBrieHNa pUcKaMn Ha NpeanpuaTum

ObecnevyeHne aHTUBNPYCHOM 3aLMTbl, peanusayma
CUCTEMBbI YNPaBiEHNA YA3BUMOCTAMU, PETYNSPHLIA aHann3
npasun M3, nocTpoeHne cnctembl ynpaBrieHUsa OOCTYM

Co3gaHue cuctemMbl MOHUTOPUHIa MHOpMaLNOHHOM
be3onacHocTu




AUuanOrHayka

Oby4yeHne agMmMHUCTPaTOpPOB BE30MacHOCTH,
OTBETCTBEHHbIX 32 YCTAHOBKY U 0OCnyXXnuBaHue cpeacTtB
3aLlmnThI

ObyuyeHune nonb3oBartenen, paboTaroLmx co cpeacTesamm
3almnThl

ATTecTaumsa cneunanmcToB no pesynbTaTtamM NporpamMmmebl
00y4eHus

YKomnnekToBaHne nogpasaeneHnn npennpuaTus
COTPYAHUKaAMW, OTBETCTBEHHbLIMU 3a BbINONHEHNE paboT no
3aumTe oT yrpo3 6e3onacHoCTH




AUanOrHayka

Websense Data Security




AuanOrHayka Websense Data Security

Hu3kaa TCO u CnoXHOCTb

Suite

Nnanpyrowasa Ha pblHKe TexHonorna DLP ang
OOHapy>XeHUsA, MOHUTOPUHra 1 3aLUnTbI
KOHMMAaeHUManbHbIX AaHHbIX

EanHbIE NONMNTUKK
[Mpeonaraet yHUOUUMPOBAHHbIN

MEXaHMaM Co3AaHuA NonuTuK | Mowmopurr S ] 3auwra

YnpaBneHne BceMU acrnekramm _
. NSI Email BnokupoBka
nonntukn Data Loss Prevention _— T
SOX LWnd¢posaHne

MoLLHble BO3MOXKHOCTH 3 New Design KapaHtuH

MOHUTOPWHIa MO OTCMNEXUBAHNIO PIl ™ revaTh .

BCEX U3MEHEHWNN OaHHbIX ¥~ HPIAA Removable Media MoaTBepXaeHne

(XpaHUMbIX 1 Npu NepemeLLeHnn) PCIDSS Custom Channel Mpunoxexue

PHI PFI Basbl AaHHbIX BoccTaHoBneHne
CepBepa

MoaynbHas apxuTtekTypa no3sonseT (

LlEHTpaHH3OBaHHoe ynpaBneHvue U 0T4eTHOCTb
Hambonee rmMbko CoOOTBETCTBOBAaTb

TpeboBaHUsIM NokynaTens N\

[MpocToe pa3sepTbiBAHUE U
MeHbLLEE YNCIO CeEpPBEPOB



AuanOrHayka - ik KOHTEeKCTHbIN aHanus

KOHTEKCT

+
KnaccudmkaTtop

Websense User Service X Websense Web Intelligence
> VI,El,eHTVI(bVIKaLl,I/IFI nonb3oBaTtensd > onpegenexHne nony4vartens

PerynsipHble BblpaXXeHUs

Kateropun / Cnosapwu




AUanOrHayka

Websense Data Security

TexHonoauu udeHmugukayuu A0




Linpposbie Machine
OTnevyaTKkun Learning




AuanOrHayka 5 FoTOBbLIEe MONMUTUKMN

Pasnun4yHble knaccmgukaTopsbl -
s I

° P e ry ng p Hbl e Bbl p a )Ke HUSA ’ VSeIectrtrhe ggqgfaphi;ql regions to iqdude in your»template preferen;es:
KIHOYeBble CIOBA, CrOBapy ji=ra

DEurope

Eonee 1100 rOTOBbIX MONMTNTUK B Jvicde East

[ africa

«N3 KOPOBKM», B TOM Ymncne @ Besc s il e | —

Select the industries to include in your template preferences:
Brazil

ﬂn ﬂ P q) Mexico Finance and Banking

¥ other Insurance
[] Manufacturer
[ software
[] Hardware

) v ] Teleo
y,El,06H bI MaCcTep HaCTPOUKU 0 Transprtaton

@ Healthcare and Pharma
MNOJINTUK

|| Retail

OnpepenseT TUNbl AaHHbIX
Hanpumep: INAH, PCI




AuanOrHayka - LinchpoBble oTneyaTkm

* LndpoBbie oTnevaTkm — BCe B peXXnme ansg YTeHusa:
* ba3 gaHHbIX
« CeTeBbIX KaTanoros
» SharePoint
» SalesForce.com

* lMlogkntoyveHune Kk base gaHHbIX Yepe3 ODBC
* CHATME umdpoBbIX OTNEeYaTKOB HernocpeacTeeHHo ¢ b/l
» J[laHHble He noknaatoT b

* IHKpemeHTanbHble 00HOBNEHUS 6a3bl OTNEYaTKOB NPU PocTe
ncxoaHou 6asbl




AUanOrHayka Machine Learning (UWN)

o
o yﬂ,O6Hb||/| File Et View Fav » :,-

* Heobxoanmo TONbKO ykasaTb
KaTanor ¢ 4OKyMeHTamm

Qo - © ¥
Hayano e [ Csampi ] B3 o
] * 'lf)j Public 7
1@ Secret

\

* MacwTtabupyemocTb

* MapkeTuHroBble

| -  maTepuansl
- BbicoKasi TOUHOCTb — “

[ByxaTanHbIM NOAXO[,

JTan 1 — onpeaeneHne Tuna
JaHHbIX

ATan 2 — onpeaenexue, r MapkeTuHroBkI

KOHOMAEHUManbHbIM /




AUanOrHayka

* WcnonbaytoTtca

MEXaHNU3MbIl OMNTNHECKOIO

pacno3HaBaHus

* OnpepenexHue KN B

KapTUHKaX

* Screen captures
Scanned checks
Scanned receipts
Fax pages
nT.n.

. Webseeet
@ TR‘TON UNIFIED SECURITY CENTER

OCR Detection

! Web Security ( Data Security | Email Security

Main | Settings

@) General

System
Authorization

Archive
Policy Updates

ﬁ% Deployment

Endpoint

System Modules 28 Dss Server onep

E
. w -
-

To ¥R ¥ [ Sty ‘.'I:..'( o v (@ V6ot ¥ gt ¥ et ¥ et ¥ [ ¥ tmet ¥ [0 ¥
p 2o e

e

322 oad Balancing| 132006 N 10428 R Nimnlology

¥
,  System Modules

iy DS3 Server onlaf
B Endpoint Ser
£ Policy Engine |

& Primary Finge

€ Crawler lafiaf]

B Endpoint Sery

has changed and is

deployment,

& Policy Engine

B o Server e |

[ SMTP Agent ¢
"

s disabled,

{
B
@

(R

B TowseBuk.

101

LA

AT o

e B

TOWNEBANK
i
o

GOSALOBINGNL A 23450 20500
AT —

Lol Parver

?;{@"—H

LoctyneH ona Web,
Email n xpanmnuuy

e




AuanOrHavka Be... A Opyrue TexHonormu
L Websense

- PacnosHaBaHue TunoB dpamnos — okoso 400

doopmaTtoB

* Hanpumep, BO3MOXHa 6110KMpoBKa 3almMppoBaHHbIX (alnsos,
nokymeHToB CAIP u pannos 6a3 gaHHbIX

» PaboTta co ceoncTtBamu dpannos (UM, TUM, pasmep)




AuanOrHayka

CeteBasst DLP

llepedaya
(Data-in-Motion)




AuanOrHayka BapuaHTbl KOHTpONS

« CmoTpum — He « CMOTPVM 1 Tporaem  CeTeBble NPUHTEPDI

Tporaem . « Mpokcy ans Web &
* Buamm BxopAawmnm n FTP

nexoasLnm 5 * MTA ans Email
He3alndpoBaHHbIN

» ActiveSync ans
TRaTUK Mobile

) ST NG




AuanorHayka poe.. KaHanbl n pearmpoBaHme

CeTeBad

— —— IM
\a_w =

- CereBas i (= &
| nevatb -

i __ Custom
Channels

PEAKLUA B SABUCUMOCTU OT KAHAITIA

Audit

: - Audit
Audit Block Audit Audit B Audit

| *Block ﬁ\‘ Quarantine *Block O Block ﬁ i:octk ‘V’ i:z(r:tk
' Alert |” Encrypt** - Alert Alert — er. - Notify
" Notify Alert ~ Notify Notify oty
Notify

* TpebyeTcsa Npokcu
** TpebyeTcs W03 LWNgpoBaHnst




AuanOrHayka - TruWeb u TruEmail DLP

PoaoHasa nHterpaums ¢ npombiwneHHbiM DLP ana pelueHmnm
Web n Email

PabotaeT Ha NAK Websense V-Series

He TpebyeTca CTOPOHHUX peLleHn NPOKCU U LLSTHO30B
LUndopoBaHuA

WH\

Web Security Gateway Email Security Gateway TRITON Security Gateway

[MpombiwneHHbin DLP ans *  [lpombiwneHHbin DLP gna *  WHTterpuposaHHaa Web &
Web Email Email DLP

NHcnekuma SSL *  Wcxogswee wndpoBaHue *  WHcnekumsa SSL

PaclumpeHHas 3awmTta ot Email *  Wcxopswee wmdpoBaHmne
BeO-yrpos *  Anti-virus / Anti-spam Email

URL Sandboxing »  PacwwupeHHas 3awmta oT Beb-
yrpos




AuanOrHayka

Endpoint DLP

Acnosnb3oeaHue
(Data-in-Use)




AuanorHayka

UHTepHeT

CeTteBoe
XpaHunuiue

KaHanbl yTe4ykn Ha ypoBHe
APM

Meaua
ycTpoucTBa

&

USB dchneLwukum

NokanbHbIN
NpuUHTEpP

CeteBOM
npuHtep 1

-

cepBep .
CeTeBoM

npuHTEp 2



javascript:ClickThumbnail(1210)

AuanorHayka W e IJeTtekTupoBaHue u
-\ pearnpoBaHue

S

f Endpoint DLP

§<§}, CbeMHble r XpaHunuva

yCTpOUCTBa

BAPUAHTblI PEATMPOBAHUA

Permit Permit

Confirm Confirm Alert/Log
Block Block Scripts
Email /ﬁ\ Encrypt to > Encrypt
Quarantine LJ USB Tombstone

Alert Alert Quarantine
Notify Notify EDRM

MpunoxeHus

o L




AUanOrHayka

*  KoHTpOsib NpuUnoXxeHuu:

KoHTponb npunoxeHnmn

urces > Endpoint Application Groups

(] New...~| € Dekte|

«  Copy/Cut/Paste

Create or view a list of application groups you want to manitor on the endpaint, aside from those on the default Websense list.

dainoBbI 4OCTYN -

Print Screens

Print
Screen

SysRq

* [lpnmeHaeTca K
KOHKPETHbIM rpynnam
NPUNOXEHNU

Hame

Browsers

CD Burners

Email

Encryption Software

Office Applications
Online medical (online
PP

Packaging Software
Portzble Devices

Saas (onling

a [

Applications

Firefox ,IE ,Chrome ,Safari ,Opera

Alcohol 120% ,CO-Mate ,Acoustica MP3 ...
Eudora Microsoft Office Outiook Peg...
Windows Privacy Tray ,File Encryption...
Flash FXP 3.6 bulld 1240 Leech FTP ...
AIM M3N messenger (ive) Windows Me...

Notepad ,Adobe Reader Wordpad ,Opend...

AlegianceMD INGENIX ,ECLIPSYS Cli..
eMule BitComet Ares Azureus KaZaa...
WinRAR ,7-Zip File Manager ,WinZip
Fsquirt BTStackServer WCESMar Irftp
HostAnalytics Intacct ,CRM.com NetS...

5

Description

Software that interprets HTTP content...

Software that enables to burn fles o...

Software that enables the sending and. ..

Software that is used for encryption ...

Software that enables the sending and. ..
Software that enables the sending and...

Software for data reading and writing
Orline medical records

Software that enables file search and...
Software that is used for packaging a...
Software that is used to communicate ...

Software as a service applications

Endpoint Operations
CutfCopy Paste File Access
File Access

Paste File Access

File Access

File Access

Paste File Access
Cut/Copy

Cut/Copy ,Download
Paste File Access

File Access

File Access

Cut/Copy ,Download




AuanOrHayka 5 KoHTponb LAN

KOH(PpUAeHUManbHbIX AaHHbIX |
* [lpenmyuiecTBa: |

b
- YnpaBneHue E/
pacnpocTpaHeHnem AaHHbIX _
(KoHTponb rpaxuy, MCMOH, & x
Haan Mep) SharePoint: 2010
MuH1nMn3zauyma
HeaBTOPM30BaHHOro 4OCTYMa

YrnydlieHHoe ynpasneHue
OaHHbIMK

* KOHTpOSIb MECT XpaHEHMUS /ﬁ




AuanOrHayka 3 i 3awmTa areHTa

& Websense Endpoint

* DYHKUUM 3aLNTbI areHTa:

« Cnyx6a He MoXeT bbITb e il
OCTaHOBIEHA B OCHACTKe |
“Services”

I_I po L'.e CC 6yﬂ|eT E Endpoint Settings

nepesanyueH, ecrnm Oblis
NPUHYAUTENBHO 3aBEPLLEH S

XP3\Administrator
b Connected

4 Discovery

» OTKIOYEHME 3amTbI A4S w e

Files scanned:

3agad obcnyxusaHuns

* cnonb3oBaHue
aAMWUHUCTPaTUBHOIO Naposid




AuanOrHayka

Websense DLP

XpaHeHue
(Data-at-Rest)




BapuaHTbl aHanusa

] - Discovery B cetu
- NpoeeneHmne 4yepes LAN/WAN
- YnpaBneHue ¢ nomoLlsbio PacnucaHus

- JlokanbHbIN Discovery

- Camoe bbicTpoe Discovery

- Ynpasnsetcs Yepe3 PacnucaHue,
ytunusaumio CPU, snektponutaHue

——

MMBpYaHbIIA Q/ /g;‘/yBRID - Nyywunin BapuaHT

2meo. | - AiCNONb30BaHMe Nobon KoMoHauMn

\

3



AuanOrHayka Ce PacwunpeHHble BO3MOXHOCTU
peakuum Ha UHUMAEHT

Action Plans > Action Plan Details

- Remediation Scripts

Name:

Audit and Notify @

* [OCTYMHO HECKOIIbKO FOTOBbIX CKPUMTOB | =i ™
" Detalos Prevention | Discovery |
* HacTtpauBaemble

Select the action to take when a violation is discovered:

Run remediation script: Motify Manager

[Z] run endpoint remediation script: |

- IlocTynHble oencrteug

INOTE: All discovery incidents are audited.

Move/Quarantine Encrypt* Classification Tag
(Microsoft FCI)

=0 —\

Apply EDRM** Purge/Delete

= = =

** TpebyeTcs CTOPOHHEE peLleHne



AUanOrHayka

Websense DLP

YnpaeneHue u omyemHocmsb




AUuanOrHayka

EanHaa Web-koHconb ang
yrnpaBneHns BCEMN peLleHNamMu
Websense

PoneBoe ynpaBneHue n
OTYETHOCTb

YnpaBneHnem Bcemu
KoMrnoHeHTamu DLP
KaHnanbl TruWeb n TruEmail DLP
Enterprise Suite

HacTponka oTaenbHbIX Moayneun
Data Security

- Data Security Gateway

- Data Endpoint

- Data Discovery

KoHconb TRITON

WEESENSE"
TRITON UNIFIED SECURITY CENTER

( Web Security I Data Security I Email Security t

Main Settings

@ Incidents & Reports

Data Usage
Data Discovery

’_!5"| Policy Management
Data Usage Policies

Data Discovery Policies
Data Discovery Tasks

Content Classifiers
Resources

M| status & Logs

System Health
Endpoint Status

Traffic Log
System Log
Audit Log

25

System Alert Summary

a Your subscription is valid
&P 35 dats usage poliges are confi

&P 16 discovery policies are configu
€2 Data Security is linked to Web S
a All essential settings have been

Data Usage Incidents - Data ¢

Incidents by Severity

130
104
E TE

=)
o a2

=1

26

Last data usage incident received at:




AUanOrHayka X CtpaHuua Today

 Heckonbko Dashboard’os

* [lokasbiBaeT cocToAHUE:!
System Health n aktuBHoCTH

Ton HapyLUEeHHbIX MONUTUK NO
Cepbe3HOCTU

Ton KaHanoB yTeYKkn No CePbLE3HOCTH
Ton HapywuTenen NoNTUKK

Ton MecT xpaHeHus
KOH(pUAeHUManbsHoN nHdopmaLunm




AuanOrHayxka % g YnpaBneHne cMcTeMom

WEBSENSE®

TR'TO N UNIFIED SECURITY CENTER

( Web Security I Data Security I Email Security r

- CospgaHve nonnTuk
e - BblOOp cnocoba naeHTudmKaumm

O | (Knaccudpmkatop)
nciaen BT

- : BbiOop kaHanoB Anst MOHUTOPUHra
System Alert Summary .
Pacnucanue 3agay Discovery
X : @ Your subscription is valid
’5 Policy Management & 35 data usage olicies are confi yCTaHOBKa Cepbe3HOCTM I/I peaKU'MM

Datz Usage Policies & 16 discovery policies are config
€4 Data Security is inked to Web 5

6 All eszential settings have been

o e e e © PACCNEOOBaAHNE UHUMOEHTOB

Resources ¢ || Inddents by Severity

Data Discovery b

Data Discovery Policies

Data Discovery Tasks H

Content Classifiers b

130

us s L 104
i» |+ OTt4yeTHOCTb

=

6
System Health

Endpoint Status
Traffic Log

System Log
Last data Uzage incident received at:
Audit Log I




AuanOrHayka “"%.  EpuHas cTpyKTypa NONMTUK

MonnTnka MoXeT ObITb NPMMEHEHa K O4HOMY UMK
HECKONbKUM KaHanam

BO3MOXHOCTU rpaHynMpOBaHHOIO pearmpoBaHns B
3aBMCUMOCTW OT KaHana n cepbe3HOCTUN MHUMOEHTA

Select an action for each channel:

Email: Quarantine Endpoint HTTP HTTPS: Block
Block Endpoint application: Confirm

Endpaint removable media: | Encrypt

Endpoint LAN: Confirm

i k=t Alwavs permitted Endpaint printing: Permit hd

Metwork Printing: Block
Confirm




ABTOMaTU3auus
pearnpoBaHus

OTtpen kagposB UcxopHbin Kop, MNMocTaBwmK MNepepnayva danna Ayaut

AuanOrHayka

KnueHTckas cnyx6a BusHec nnaH Web BnokunpoBaHue

MapkeTuHr noH ICQ, Skype OnoBelleHue

d_len CnuAHUA U NOrnoLleHnsA Peer-to-Peer YpaneHue
Byxrantepus MHdopmauymsa o 31 MokynaTenb - 4 WudposaHue

OTgen npogax qavma.ocn, BpenoHoOCHbIN canT Mevatb KapaHTuH

I‘op“ﬂlﬂquKlﬂﬁ oTaen ﬂOI'OBopa USB CbeMHbIe yCTpoﬁCTBa I'Io,qTBep)K.quMe

Texno,:uqep»(Ka TexHu4yeckas AOKYMeHTauus KoH KYPEeHT Print Screen

NHxeHepbl Pe3ynbTaTbl cCpaBHEHUMN AHanuTuk KonupoBaHue/BcTaBKa



AUanOrHayka YnpaBrneHue nHUugeHTamu

Incidents

[MpuHATHE Mep

@ Workflon~ | + Remediate~ | & Escalate - |

| # Settings| (=) view = |Z1, ~|(BE ~ |(ED | @ Refresh

Manaae |

¥ (i) Report: Inddents
Showing 66 incident(s)

Cnucok
MHUMNOEHTOB

Tpurrepsbl

>

m [
136903
200287
197101
197501
200251
196828
197907
137951

Host Name

win-ghjmestStkd
win-ghjmest5tkd
win-ghjmeststkd
win-ghjmest5tkd
win-ghjmestStkd
win-ghjmestStkd
win-ghjmest5tkd
win-ghjmestStkd

[=] | File Full Path

C:\est\SC3. et
C:\test\Sam's. bt
C:\test\Order Information.docx
C:\testiMy CON. txt

C:\test\My Card. txt
C:\test\MR 1. docx
C:\test\Formal_Structured_p...
C:\test\Client List.PDF

Policies

General Sensitive Informati. ..
PCI Audit for discovery

PCI Audit for discovery

PCI Audit for discovery

PCI Audit for discovery
General Sensitive Informati...
General Sensitive Informati...
General Sensitive Informati. .

Severity
@High
(& Medium
@ Medium
(@ Medium
(& Medium
@ Medium
G High
@ High

197896
196967
197747
196953
187739
197066

win-ghjmest5tkd
win-ghjmeststkd
win-ghjmest5tkd
win-ghjme6tStkd
win-ghjmestStkd
win-ghjmest5tkd

C:\test\CC Form.doc
C:\test\Backup\SC3. txt
C:\test\Backup\PC 1 bxt
C:\test\Backup\C3.txt.
C:\test\Backup'C2. bt
C:\test|OI\SC3. et

O
|
|
|
|
|
|
|
g
|
|
B
|
|
g

PCI Audit for discovery

General Sensitive Informati. .

PCI Audit for discovery
PCI Audit for discovery
PCI Audit for discovery

General Sensitive Informati...

(@) Medium
@High
@ Medium
(& Medium
@ Medium
D High

File Size
53.15KB
258
45.81KB
338
418
13.66 KB
54.26 KB
14.59 KB
23.5KB
53.15KB
338
258
418
53.15KB

=

Incident Time

22 May.
22 May.
22 May.
22 May.
22 May.
22 May,
22 May.
22 May,
22 May.
22 May.
22 May.
22 May.
22 May.
22 May.

2012, 09:35:11PM
2012, 09:34:58 PM
2012, 09:34:52PM
2012, 09:34:44 PM
2012, 09:34:39 FM
2012, 09:34:32FPM
2012, 09:33:47 PM
2012, 09:33:09 PM
2012, 09:33:01PM
2012, 09:32:55 PM
2012, 09:32:45FPM
2012, 09:32:33PM
2012, 09:32:29 FM
2012, 09:32:25PM

Incident: (4] 197961 (») Severity: (@ High Channel: €0 Discovery

Discovery Type: File System

Display: Violation triggers

Properties | Hstory |

(@ Rule: PCI : Credit Cards - Default @ -

® Credit Cards (Default) (Script) 10
4516 w00 000k 7425, 4532 3000 1000 7855, 4916 100

(@ Rule: Sensitive Private: EU Credit Card Number &

File path:

Host Name:
File Size:

Date Created:
Date Accessed:
Checksum:

File Owner:

® EU Credit Cards {Script) 10
4916 0000 000¢ 7425, 4532 30000 000« 7895, 4916 00

(@ Rule: PCI Audit: CCN without validation @

# Credit Cards Pattern (Script) 10
4516 w000 000k 7425, 4532 1000 1000 7855, 4916 00

(@ Rule: PCI Audit: Wide @

Severity:
Status:
Channel:
Analyzed by:

HapyLUEHWsT

)Credlt Cards (Extra-Wide) (Script) 10
916 00K XK T425, 4532 10X XK 7835, 4916 200
Event time :
(@ Rule: PCI Audit: CON with CWV (6] Incident time:

1 Assigned to:
= Inddent tag:

Detected by:

® PCI Audit: CCN with CVW (Script)
52340000 000k 0108, 2014

(@ Rule: Sensitive Private: US Credit Card Number &

® Credit Cards (Default) (Script) 10
4516 w000 000k 7425, 4532 3000 1000 7855, 4916 w00

(@ Rule: PCI Audit: CCN - High Accuracy @

® Credit Cards (Default) (Script) 10
4916 o000 xxxx 7425, 4532 3000 o0 7895, 4916 300

(& Rule: Credit Cards - Default

Task name:

Discovery Type:

\S3C: \test\Client List. PDF
wm-gb_]mestsikd
14.59 KB
22 May. 2012, 09:24:41 PM GMT+0300
22 May. 2012, 09:24:41 PM GMT+0300
10609473258888014252
5-1-5-32-544

@ High
MNew
oo Discovery
Policy Engine bubble
FCI Agent on WIN-GBIMESTSTKD
22 May, 2012, 09:3%:04PM
22 May, 2012, 09:33:09 PM
Unassigned
PCI

FCI Discovery Task
File System

File Details

Incident Details

<€




AuanOrHayka \ ‘ UccnepoBaTenbCcKue oTYeTbl

L
Show All M1

- [aeTt npeacTaBriEHUE [w i T

| Gengrl Emal

Ton Web nonyyaTensix ni s
| Advarticemanis

Ton Email nonyyatenen ... ..
Lirestegorized
Ton NCTOYHMKOB, COBEPLL emsinTutnion;

Intermet Radbo and T

Ton HapyLleHHbIX NonuUTY &
Businez: ind Econstry

- Wcnonbayetca gna: o

I_I Financial Data and Services
—_ sonal Hebwork and
POPUTEIALINMN MEPOMIPL prniies s i

CHUXEHUIO pucKa Entwtinan
| Reference Materisl
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CBoAHblIe oT4yeThbl AnNs
pyKoBoACTBa

Top 5 Channels

MoryT 3anyckaTtbCa Mo pacnmucaHuio
Ton nHUMgeHToB 3a nocnegHue 24 yaca
— WT1oroBble ot4yeTbl 3a 30, 60, 90 aHen
— TpeHOooBble OTYeThI
— W gpyrue.

. Top Violated 30 days Incidents by Severity

HTTRHTTPS

® Email
@ HTTPHTTPS
CFTP

Severity

¥ &P Repork: Top Wislsted 30 days Date Range Last 37 Days High

Q@
Top 20 Policies @ Medium
@

This zection lists the policies that ware vialated the most,

Low

40,000 -
30,000 -

20,000 -

o I Illlllll
o) --________
& o

bﬁvs'pq‘”c?"’*-ﬁ‘@&?eé@ PO
& o 0" : @ High
& & & Medium
Low

&

Policy i i DLow
Encrypted Files

Acceptable Use - Obscenities & Racism
Mevada SB 227 and MRS 6034
HIPAA

California SB 541 and AB 211
US PHI

FCRA

Indisna HE 1101

Ohia HE 104

California AB 1238

PIREDA

GLEA

Hebwork Security Information
FFIEC

RTM/AEA Mumbers

California SE1

Check 21 Act

Pennsylvania 5B 712

EIN

Social Security Mumbers

=
=
=
=

Pl S ST

bl

1=
=
=
]

1S 1S 1S 1S 1S
12 1= 1=

(]
i

\o|




HTTP

AuanOrHayka - Yrpo3bl

MEER) O5YEHVE PABOTHYKOB
( Cﬂy‘-la|7| Hble . FoToBblE LLAGMOHDI,

onoselyeHus/noaTee p>XXOeHnd, CaMOCTOATESIbHbI n

penus
Drophox

BUOUMOCTDb
[lpeaHamMmepeHHble ’
YHUKanbHble coBrnageHund, oencrtBu4d rno

cepbesHoCTU nHuuaeHTa, Source n Destination
(HE3MoyMbILLNEHHbIE) | P Awslreprl]ess, Drip DLP

PACLUMPEHHOE
OETEKTUPOBAHUE

NHcangoep
Drip DLP, koHTpornb npunoxenun, OCR
pacno3HaBaHue

WEBSENSE SECURITY
BHeLHWI LABS (ACE)

D
3MOYMBbILLUTTEHHUK \B) SECURITY LABS

HewmndpoBanne SSL, URL kateropuu,
reosiokauusi, HeasToOpnU3oBaHHOE
lndppoBaHne




AUanOrHayka

Data Security

UHmeepayuss mexHosnoauu




AUanOrHayka

* DLP -270
KpaeyronbHbIu
KaMeHb nporpamm no
3alunTe AaHHbIX

OCHOBaHHbIN Ha
cTaHgapTax
obecne4ynBaeT
COBMECTUMOCTb C
peLleHNsIMN TPETbUX

KOMMaHWN (Open API
ICAP)

UHTerpaumnsa B UT-
NHPACTPYKTYPY

Email Encryption Digital Rights

Management

LIQUID MACHINES

The Freedom of 5

6SE|:|_|:|RE -

ArcSIghtt

Zixcorp. Microsoft

o%
@B documentum

a division of EMG

Blue@&Coat .
/

Proxy

Encryption



AuanOrHayka BPE-.. - ApxuTeKkTypa
MaccuBHbIN MOHUTOPUHT

Internet

\

Enterprise Desktop

(— Internal Network W

L

e e >

Websense Web Security Switch
Gateway / V10000 |
or 3rd Party Web Proxy

J

Span  Standard

port  switch port
(2

ICARF _J

o) DSS Protector

Websense DSS
Websense DSS Protector Management Server
(Monitor Only Mode)

(1) HTTPR, HTTP/S  (2) HTTPR SMTP, FTF, IM, other




AUanOrHayka

PeweHune Websense DLP

Makembi




AUuanOrHayka

Data Security Suite

LAN Storage Control

USB Portable Decrypt.
Applic. Data Controls
Mobile Email DLP

Monitor & Respond

Scan & Remediate

Data Risk Mgmt.

Data Identification

TRITON Console (\);

«*Appliance or Software

Data Endpoint

LAN Storage Control

USB Portable Decrypt.

Applic. Data Controls

Mobile Email DLP
Monitor & Respond
Data-in-Use

Data Identification

TRITON Console @

< Software

MakeTbl Data Security

Data Security
Gateway

Mobile Email DLP
Monitor & Respond
Data-in-Motion

Data Identification

TRITON Console @

“*Appliance or Software

Data Discover

Scan & Remediate
Data-at-Rest

Data Identification

TRITON Console (\);




AuanOrHayka (.. Gartner, Forester

challengers
-
Contenders

» Symantec

Security Division of EMC
»—Websanse

¥ MeAfes

® CA Technologies
* Verdasys

- B
|Fidelis Cybersacurity Solutions Trend Micro &

3
5
b
o
=
=
B
o

Wa—i“‘j"“ » GTB Technologies
® InfoWatch

Market presence
—_—

(N
niche players visionaries

e completeness of vision F——p
As of January 2013




KnouyeBble KNUeHTbI

aANOrHayka
Au y Websense B P®

®DLHAHCOBbLIN CEKTOP
Ig BTB dk VPANCUIE Peneccanc KpeanT @ EBponabaHik

Kamurasn

|BAHK MHTEA  [ORE san @ ornoank  WlRers

[TpOMBbILLNEHHOCTb

. v
aykomn  CSpznpom (:@.{ﬂ;'_'f M2 Enel ork-s
L7

> -
N
PN CEBeR“CTanb 718 «CaxanuH Hepaxu»

. BbiTb Beayumm MCTOYHUKOM 3Heprun

o ana A3MaTcko-TMXOOKeaHCKOro permoHa

OPUNIbCKUA HUKENDb
EHEMNMPE

€JIEKOMMYHUKALINN

N EMTT




AUuanOrHayka

KomnnekcHbIn noaxod K MOCTPOEHMIO CUCTEMBI 3aLLUTbI

« bonee 90% yTeyek 3a npownbIn rod, corriacHo otyeTy Verizon,
MOX>XHO ObINNO NpeaoTBpaTUTL UCNONb3YS AOCTAaTOYHO AELLEBbIE
cpeacTea u crnocobbl 3aLluUThl

PykoBOACTBO KOMMNAHUW:
* MunHnmMmnsaumna pMHaHCOBbIX NOTEPb, PenyTaunOHHbIX PUCKOB

Otnen Vb:

» [NpepoTBpalleHme n paccriegoBaHne MHUMOEHTOB, CBA3aHHbIX C
yTe4KoM KoHJunaeHummanbHou nHpopmauymm

OTtnen HR:

- BbigBrieHne HebnaroHageXHbIX COTPYAHUKOB. J10OANbHOCTb
nepcoHarna

Otnen UT:

«  CHmXeHune Harpys3kmn Ha coTpyaHukoB T, npnBneKkaroLmnxcs K
paccnegoBaHNIO MHUNOEHTOB




AuanOrHayka .. 5 Bonpochi?

3A0 «mnanorHayka»
TenedoH: +7 (495) 980-67-
dakc: +7 (495) 980-67-75

PomaH BaHepke
http://www.DialogNauka.ru
e-mail: rv@DialogNauka.ru




