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ATAKA ANUNAK

YcnewHo nosyyeH AOCTyn BHYTPb KOPNOPATUBHbIX ceTen bonee yem 50 6aHKOB.
YKkpaaeHo 6onee 1 mapa. pybnen ¢ 2013 no 2014 roa, u3 6aHKoB B Poccuu

WHprumnposaHue
yepes drive-by-
download:
Andromeda un
Pony TposHbI

yepes Neutrino
Exploit Kit

™
*

-
1 L

MopoaenbHble Wcnonb3oBaHue
nMcbMa ¢ CYyLLECTBYHOLLMX
BpeOOHOCHbIMUA OOTHEeTOoB ans
BMNOXEHUsIMU OT
acrpocTpaHeHn
umenu LIb P® P poctp
s1 HOBOrO Koda

Hoctyn K CHATne geHer n3
©aHkomaTam n3 ©aHKoOMaToB U

cneyunannsn- yepes NHTepHeT-

pOBaHHbIX KOLLIENbKW, Hamp.

CErMeHTOB, Yandex Money
KOTOpPbIE JOIMKHbI

ObITb
M30JIMPOBAHHbIMM,

MoaTeepxaeHo,
41O BbINO
3axBaveHo 52
6aHkomarta. Kpaxa
6onee 1 mnpa.
pybnen.

OnemMeHTbl ataku

http://securityaffairs.co/wordpress/31405/cyber-crime/apt-anunak-steals-millions-from-banks.html

http://www.group-ib.com/files/Anunak APT against financial institutions.pdf
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OBLIME YEPTbI B3JIOMAHHbIX CETEM

v Knaccmnyeckmin «nopToBbIN» MEXCETEBOW
aKkpaH Bepcusa 1.0

v Ctatndeckun IPS (unu paxe IDS)

v'YcTapeBLune TeXHONormm Ha base nNpokcu
cepBepoB

v Knaccuyeckum aHtusmpyc Ha MK (nyywmn
n3 top10)
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3auem viHe NGFW?
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anIIO)KEHMﬂ U3IMEeHUINCb U UCNONb3YIOT C/1I0XKHbIE CXeMbl
noaxKknw4YeHna No cetun

paloalto
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CeTteBble NPUIOXEHNA NSMEHNTTUCD

= Apps # Ports

= 368 npunoxeHuin B Applipedia ncnonb3ytot AMHaAMMUYeCcKune
TCP/UPD nopTtsl (18,5%)

= 352 NpUNoXKEeHUN MOryT TYHHeNuUpoBaTb ApYyrne nNpusioXXeHud
(18%)
= 740 ncnonb3yloT WwndpoBaHue 4519 COKpPbITUA KOHTeHTa (37%)

= 11% BpedoHOCHbIX ceccum 60T-ceTen MaeHTUPUUNPYOTCA B
Tpadomke Kak “unknown tcp/udp”

https://applipedia.paloaltonetworks.com/ paloalt
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https://applipedia.paloaltonetworks.com/
https://applipedia.paloaltonetworks.com/

MeXXceTeBble 3KpaHbl He
U3MEeHUIINCb



MeKceTeBble 9KPaHbl HE U3SMEHUNTNCD

[MONUTUKM merXKceTeBblX
3KpaHoB 6a3unpyroTCA Ha
KOHTpoOAe:

* [lopToB
* |Pagpecos
* [lpOTOKO/I0B

(¥ BitTorrent”

& E f
N <
e > S
- s N &
\ A
« C S -yl

V([T Tube
\

HO...npnnoxeHna nameHnUInCb

* [opTbl # [punoxkeHu ore&

reopLesorT entererise S IIEBE L

? SharePoint

- Lync icrosoft

* [P-agpeca # [lonb3oBaTenu

e [1akeTbl # KOHTEHT

HoBbi meXKceTeBOU 3KPaH A0/1KeH BOCCTAaHOBUTb KOHTPO/1b
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[Mpumep

Pas3pewmnTts MS Lync? 3anpocTo!

1434(UDP), 5060, 5061, 444, 135, 5062, 8057, 8058,
5063, 57501-65535, 80, 443, 8080, 4443, 8060, 8061,
5086, 5087, 5064, 5072, 5070, 5067, 5068, 5081, 5082,
5065, 49152-57500(TCP/UDP), 5073, 5075, 5076, 5066,
5071, 8404, 5080, 448, 445, 881, 5041

A Kak paspewuTsb bittorent?

paloz {0



Kakylo YacTb CETEBOro naketa Hago NpPoBepATb?

Source Destination

Makem AaHHele Address Address

rnpunoxeHusn

e

TpaduyuoHHO:
lpunoxxeHue = Homep nopma (Hanp., HTTP = 80)

Source Destination

TCP Port 80 Address Address

MNakem

~

Hoeoe onpedeneHue:
lMpunoxeHue = Cneyuguyeckue nepedasaemMbie OaHHbIE
flash = daHHBbIE Onsi aHuMmayuu eHympu 6pay3sepa om Adobe

paloalto
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TyHHenupoBaHune noeepx DNS

Standard query response TXT

NMpumepbl

= tcp-over-dns

= dns2tcp

= |odine

= Heyoka —

= OzymanDNS i vionl s 1
= NSTX < s

< AAAAAAMRSAA.=auth.ec2.muides.com: type TXT, class IN
Mame: AAAAAARSAA.=auth.ec2.muides.com
Type: TXT (Text strings)
Class: IN (0x0001)
Time to live: 3 seconds
Data length: 34
Text: AZXIAAARSADASVzZMLWkdINONLREwzREC
TEXC

icnonb3oBaHWe peKypCMBHbIX 3arnpoCcoB AN nepeaadn MHKanNCcynmpoBaHHbIX
coobweHnn no TCP B 3anpocax yaaneHHoMy DNS cepBepy 1 oTBeTax KNUEHTY

dere o 2 paloalio
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Y1o Bbl BUAUTE co ctapbim FW?

MHoro
Tpadouka
Nno nopTry

80

MHoro
Tpaduka
Nno nopTy

25

MHoro
Tpadguka
No NOpTYy
21
MHoro
Tpadguka
MO MNMopTy
53




NGFW: Baweun ceTbl0 NONb3yeTcH
200-300 npunoxeHun

[:J KOHTAKTE

GoloMyPC
S @Lime

Broadcast Yourself™

tali> Youlld

PartyPekers

§myspace.com ey

Y LogMern .
msn™ & pamachi’



http://en.wikipedia.org/wiki/Image:Hamachi_logo.png
https://www.torproject.org/
http://www.live365.com/index.live

OT1yeT O NPUNOKEHUAX YOAUBNAET MHOTUX 3dKA34YNKOB

- neonet

web-browsing
flash
web-crawler

4
4
4
4

apple-appstore

4
4
4
4

opera-mini
google-desktop
atom
mobile-me

- http-audio
4

4
4

- http-video

- asf-streaming

B S N T R

pandora-tv
tagoo
poker-stars
source-engine

youtube-uploading
youtube-safety-mode
rtmpe

justin.tv

limelight

dailymotion

general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
media
media
media
media
media
media
media
media
media
media
media
media
media
media
media
media
media

file-sharing
file-sharing
file-sharing
internet-utility
internet-utility
internet-utility
internet-utility
internet-utility
internet-utility
internet-utility
internet-utility
internet-utility
audio-streaming
audio-streaming
audio-streaming
gaming

gaming
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video

peer-to-peer
peer-to-peer
peer-to-peer
browser-based
browser-based
browser-based
client-server
client-server
client-server
client-server
client-server
browser-based
browser-based
browser-based
browser-based
browser-based
client-server
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based

1,872

1,252

160
10,161,886,439,519
2,018,785,960,346
129,821,100,429
127,123,732,506
35,994,266,661
765,112,718
1,416,110
1,109,456
321,114
382,876,698,144
6,763,818

21,864

15,314

142
1,400,772,539,442
563,165,794,217
118,638,696,267
55,688,672,985
49,067,440,021
48,324,709,116
21,274,471,687
4,362,694,616
3,882,960,101
1,114,697,163
651,630,285
92,181,486

5

1

1
196,005,508
3,747,484
673,530
5,959
360,473
1,647

170

10

24

97,357
154

5

1

1

173,541
281,304
4,104,013
3,203
44,625
140
95,209
1,147
1,251

707

5,118
1,401



[MpunoxxeHns ABNAKTCA UCTOYHMKOM PUCKOB

|_|pMI'IO)KeHMFI CaM¥U MOTYT ObITb anI'IO)KeHMFI MOTYT
“yrpozamun” cnocobcTBoBaThL
* P2P file sharing, TyHHe/bHblE PACMPOCTPAHEHNIO YTpOs3
NPUNOKEHNA, AHOHNMAWU3EPDI, * OCHOBHbIe yrpo3bl — 3TO Yyrpo3bl
mynbtumeaua, TOR, Bitcoin YPOBHA NPUNOKEHWN

Application

[MPUNOXKEHUA N YrPO3bl YPOBHA NPUNOXKEHWNI CO3aat0T bpelun B cucteme 6e30nNacHOCTU
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TexHnKu YRNOHEHWNA OT 3alNTbl PAa3BUBAKOTCA

3
1. PacnpocTpaHeHue T
BpegoHocHoro MO nan

HenerMTMMHoro Tpaduka yepes
OTKPbITble MOpPThbl

"  HecTaHAApPTHOEe UCMO/ib30BaHMe IRC
CTaHAAPTHbIX NOPTOB

® CO34aHuMe HOoBbIX cneunaan3npoBaHHbIX
NPOTOKO/ZI0B ANA aTaKu

signatures Port
fr— Port [ == 10000
2. Wcnonb3oBaHue CTaHAaAPTHbIX 80 T

MPOTOKO/I0B HAa HECTAHAAPTHbIX
NopTax — YK/IOHEHME OT
CUIHATYPHOro CKaHMPOBaHUA

HTTP

paloalio



[lBe cToOpoOHBLI OAHOro nporokona SSL

BlackPOS Bad?
@ UKrov it
Citadel i -

Aurora -
TDL-4 T@M |

Poison IVY

Ramnit APT1

Rustock

SSL ansa 3awmuTbl AaHHbIX WU YTOObI CKpPbITb BpeAOHOCHYHO aKTUBHOCTbL?

paloalio



SSL zawuudcdposaHa TpeTtb
TpadhukKka ceTn

Jlosepan, HO nposepan!
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YTO COTPYAHUKKN NepenaroT Yepes 3allnPpoBaHHbIE KaHaNbl?

[i ‘ (sitTorrent’
/You

sapd g

ORACLE

reopLesorT enterrrise. S IEBEL.

SharePoint

P
/4

NpumeHeHue wndpoBaHUA:
SSL
CneuunanbHble NPOTOKONbI
lwncppoBaHUA




Cxema pabortsl pacuuncdposaHuma SSL/SSH

» [locne pacwupoBaHus Tpadpuk byoet npoBepeH N OH MOXET BbITb TakxXe
OTOCIaH Ha BHELHNN 3epKaribHbI NopT (Hanpumep BO BHeLHUK DLP)

~— www.google.com

Y Plaintext

Data Leakage Prevention

paloz/to




«[TOMOLLHUKN» MEXCETEBOro 3KpaHa He rnomoratoT!

=  CnoHasi TONonorns N HeT «NPo3padYHoONy UHTEerpaLum

" «[TOMOLLHUKN» MEXCETEBOIO 9KpaHa He MMEIOT MOSTHOro NpeacTaBiEHNA O
Tpadomke — HET Koppenaumm

= [loporocTosiliee 1 4oporoe B 00CNyXnBaHUM peLLeHne

UTM
e

Internet! — ,:n—
| —— —— | DLP

lb-l_n_'“'l o ——) Enterprise
Network

« Ncnonb3oBaHue UTM - oTaenbHbIX GYHKLUMOHANbHbIX MOAY/EN B
oaHom ycTpouncTtee genaet ero O4YEHb meaneHHbIM



[Touemy noaxong UTM He paboTaet

Virus
Signature
s

L4 Session App URL IPS
Table Signatures Signatures Signatures

Stateful FW Application Web Filtering IPS Anti-Virus
policy Policy Policy Policy Proxy

Port-based
session
Inspection

Application URL Threat AV
Inspection Inspection Inspection Inspection

—
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[MoBblillaemM 6e30MacHOCTb = Xy»Xe NPOM3BOAUTENTIbHOCTb

TpaanunoHHaa 6e30nacHOCTb

Jlydwas = Kaxpgas HoBasi Kopobka ans
npon3BoanNTeZIbHOCTb
NPON3BOANTENBHOCTb

= |PS yaule Bcex nony4yaroT
»anoobl

Firewall = oyt Tpenusa mexay UT n
| ©e30nacHOCTbIO

‘\ An'f;li-lu\"(l_glyﬂ\(are




Me>xceTeBou 3KpaH HOBOIO NMOKONEHUS
Palo Alto Networks

annapartHoe yCTPOMUCTBO
CNPOEKTUPOBAHHOE A1 paboThl NpU BCEX
BKIHOYEHHbIX PYHKLNAX Oe3onacHOCTH

paloalto




NHHOoBaUWOHHbIe TexHonormm Palo Alto Networks

App-ID™
noeHmugpuxkayus
npusaoxceHuu

- 01010?&
:)1 : 1 1.01_: salef)roe.com‘
$ %F,w c e cnemna”

Apﬂlg}g&i;;otml D10101C

001 r IECAUPLO

\pplication Signatur D10107" oracLe

...................... 001010 4abex Gosogle
Heuristics 0101010 fall

............... R COLORIRY facebook |

User-ID™

10.0.0.22

10.0.0.217  Login
10.0.0.237 Monitoring

NoeHmuguKkayus vy A
nosnb3osamenel S o ‘
10.0.0.2 Polling
10.0.0.22 Finance Group
Content-ID™

KoHmposb OaHHbIX

+ SSL decryption

paloalio




ApXUTEKTYpa OQHONPOXOAHOM napannesibHon 0bpaboTku

OauH npoxop,

« Kaxabi naket
CKaHUpPYeTCcs TONbKO OAUNH
pas

 [pu ckaHKpoBaHUK
OA4HOBPEMEHHO
onpeaenserca:

MNpunoxeHune
Monb3oBaTenb/rpynna

KoHTeHT — yrpo3bl, URL n
T.4.

NMapannenbHan
obpaboTtKka

- CneunanusnpoBaHHoe
annapaTHoe
obecneyeHune ans
Ka*KaoW 3a4a4u

- PaspgeneHue Data plane u
Control plane

[o 200 Fé6ut/c, HU3KaA 3aaeprKKa

paloalio




* Highly available mgmt

* High speed logging and
route update

* Dual hard drives

Quad-core
CPU

Control Plane

\_

* 80 Ghps switch fabric
interconnect

* 20 Gbps QoS engine

Switch

Fabric

Switch Fabric

ignature

40+ npoueccopos teh

30+ 6 RAM
Pa3geneHHble NnaTbl yNpaBAeHUA U
nepeaaymn AaHHbIX (Management

Plane/Data Plane) -
20 F6uT/Cc geTeKT NPUNOXKEHN | ram
10 [6uT/c ¢ BCem BKIOYEHHbIM

4 MUNNIMOHA OAHOBPEMEHHbIX CECCUIA conprs

1OGbps

NeLwork Processor

functionality Flow
* Hardware-acceleration for control * 20 Gbp§ front-end network
standardized complex functions processing
(SSL, IPSec, decompression) * Hardware accelerated per-packet
y route lookup, MAC lookup and
NAT

Data Plane

paloz|io
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Gartner: NGFW — Baw cnegyrowui I1PS

IPS is Dead — Migrate to Next-ngeréffB‘ Firewalls

The world of stand-alone IPS products will soon be gone, as IPS functionality hecomes integrated as a

standard feature of Mext-Generation Firewalls, Threats target applications, and enterprises strugole to DDWH lDEd
control modern applications with existing security infrastructure. The current landscape dictates a new set FREE Report
af requirements for camprehensive intrusion prevention, and Palo Alto Metworks next-generatian firewalls o .
deliver, where IPS products cannot: Gartner’s “Defining the

Mext-Generation Firewall"

Palo Alto Hetworks Traditional IP5 Complete the form below

to download the report.

Control &pplications Ot 00 spplications Can only treat a feww "bad" applicstions like threats
Scan allovwed traffic for | Yes, 1000z of signatures Yes, 1000z of signatures
thrests First Mame:
Real-world, Multi-Ghps Yes Depends on the vendor, but oftertimes, no Last Mame:
Perfarmance
. . ) . . ) COmpaEny:

Research and Support Clazs-leading — mare Microsoft | Lots of noize, little action —the best in-house IPS

vulnerahilties dizcovered than | researchteam dizcovered 3 Microsoft Title:

any IP= vendar (6 inthe last 6 vulnerakilities in the last 6 months. Some haven't

manths] done anything for 2 years. Phione:

E-mail:

Furthermore, because Palo Alto Metworks next-generation firewalls have superior port density, covering State: Select State
trultiple segments is much easier, and costeffective than stand-alone IP3S. Country: Select Country

Industry experts understand all ofthese new requirements, and have begun recommending that
enterprises transition fram standalone IPS to nexd-generation firewalls — read Garner's note, “Defining the
Mext-Generation Firewall.” Complete the farm on the right to download a copy of the repart. (hode: A0 fields
are recireh

SUBMIT




NGFW: rapaHTMpoBaHHaa Npon3BoaUTENLHOCTb NPU BCEX

BKIMIOYEHHbIX DYHKLMSIX 6e30MacHOCTH

MNPUNTOXKEHWUA, MOJIb3OBATENIN U COOAEPXKUMOE - BCE Y BAC MO KOHTPOJIEM

=

ORACLE’

)
ool

2
BitTorrent
webex

')

& $harePoint

29 | ©2015, Palo Alto Networks. Confidential and Proprietary.

ABTOPU30BaHHbIN NOMb30BaTENb

> | A
ORACLE

ABTOpPU30BaHHbIV Nofb3oBaTeNb
13 otaena GUHaHCOB

13 otaena npogax

~®

2 paloalto

s (B
"\ > Seeeroie,

ABTOPV30BaHHbIN
nonb3osatenb

ABTOpPU130BaHHbIN
nonb3osaTtesb

EonHasa nonutuka
6e3onacHoCcTU

NoeHTUdMKaLnsa, KOHTPOrb U
6e3onacHoe paspelueHune
npunoxenun (App-1D) ana
Kaxgoro
nonb3oBatensa/rpynnbl (User-
ID)

PacwudpoBaHue
Bxoasdlwero/mncxoasilero
SSL/SSH

O6HapyXeHue U3BeCTHbIX U
Hen3BeCTHbIX Yyrpo3 B
peXume peanibHOro BpeMeHwu
(Content-ID)

Bbicokas nponyckHas
CNOCOOHOCTb, HN3KMNe
3a1epPXKKN

MpocToTa u 6onbLuoe
KOJNIN4eCTBO BapMaHTOB

BHeApeHus paloalio



[Tpumepbl pelleHna 3agad ¢ nomoilbio NGFW

paloalio
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[Tpnumep 1

o File Blocking Profile
= KoHTponb cdanno

= Paspelintb BeD-
File Blocking Profile

Name Web mail

Name  Files shares

Direction Action
Description
both alert
4 4
_¢| download block
| 2 | &
| load block
| Name Applications File Types Direction Action £ ok
[7] Log all any any both alert !
[ pe any " PE "download | block
E_I'Archivesdwith any 'encrypted-rar 'upload 'block
asswor
p 4
encrypted-zip
|;7_J'Docs any 'encrypted-ofﬁce2007 'upload ” block
'encrypted-pdf
'msofﬁce
” pdf
I cunic | uoTH l cunic I AppILauul i | Tl VILT Profile
Secure web-... 3= © corp\internet _ & web mail I% service-https I oo @@[ﬂ
Other web-mail  (SEZL3%0 any ¥ [ web mail any ® Deny [

Cloud file sha... [Sg@l3=2" @ corp\vip_internet _ & Cloud file sharing 3 service-http @ aow PFII SRR
I\}:ﬁ' service-https I

#0 paloalio
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[pumep 2

= MapkupoBka Tpacumka lync-voice no knaccy gold CoS B MPLS WAN

= B KomnaHuu X eCTb MHOXeCTBO counnanos, coeanHeHHbix nosepx MPLS VPN.
OnepaTtop obecrneymBaeT knaccol cepsuca (CoS) n aaMMHUCTPATOP XO4YET
MapKnpoBaTb roflocoBble ceccun Lync cornacHo golden CoS

* Ho agMMHUCTpaTOP XOYET COXpaHUTb Nepeaadvy annos yepes Lync kak best-effort
CoS

DSCP Marking by application

Mark only lync-voice application with DSCP EF
to become gold CoS. Don’t do that for
lync-file-transfer

Name Application
lyncVoiceGold any any B ms-lync-audio /] A
lyncFileTransfer any any [z ms-lync-file-transfer &

et 2 paloalio
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[Mpnmep 3

= [lepeHanpaBneHue no nonutuke Tpadumka jabber gna IT
agMMHUCTPaATOpPOB

=  Ounuman KomnaHnm X nogkntoyeH k MO ¢ ncnons3oaHmem MPLS VPN. B dounnane

paboTtatoT paspabotumnku MO, koTopble nepenatoT Yepes jabber 6onbline o6beMbI
Koaa, neperpyxas VPN.

= B dmnuane yctaHoBUIM HOBbIN MapLupyTtusaTtop ADSL. M3 gorkeH
nepeHanpaenaTb BeCcb Tpadpduk jabber (Hezasmucumo ot TCP nopTta) ot
nonb3oBarteneun rpynnsl I Tadministrators (He3aBUCMMO OT IP MCTOYHUKA) B CTOPOHY
ADSL mapLipyTtusartopa.

Router ADSL

Any Source Address

Any TCP Port

dere o 2 paloalio
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[Mpumep 4

= «CamonucHoe» npunoxeHue OracleWarehouse connector

= KomnaHum En@gas Tpebyetca pasmectutb B LUJOLl cepBep ans cbopa gaHHbIX C
300 obbektoB ACY TT1, pacnpeaeneHHbix TepputopuansHo nosepx MPLS IP/VPN.

= C6op gaHHbIX ByaoeTt ocywecTBnATbLCA nporpammont OracleWarehose connector. K
coXarneHuto, CNoXXHO onpeaennTb MecTo pacnonoXxeHusi Bcex 300 o06beKToB K
cooTBeTcTBYIOLWME TCP NopThbl, KOTOPbIE OHW NYBNUKYIOT KOHHEKTOPY.

= Ho 3ato ceccum nerko ngeHtndgpuumposatb no TCP payload, KOTopbIM Ha4YMHaeTCcA
c charString “en@gas:getServerParams”

CustomApp
Identifies “en@gas:getServerParams”
In any TCP connection (any port)

paloalio
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O630p annapaTHOM apXUTEKTYPbI U
NHenKn obopyagoBaHUS
NGFW Palo Alto Networks

paloalio

the network =« company”



CemenctBo nnatdpopm Palo Alto Networks

PA-5060

20 réut/c FW/10 réut/c npepgorepatieHue
artak/4,000,000 ceccui

4 SFP+ (10 Gig), 8 SFP (1 Gig), 12 RJ-45
gigabit

PA-5050

10 réur/c FW/5 réur/c npeporspalieHue
artak /2,000,000 ceccuii

4 SFP+ (10 Gig), 8 SFP (1 Gig), 12 RJ-45
gigabit

PA-5020

5 réut/c FW/2 Iréut/c npeaoTtspatleHune
atak /1,000,000 ceccum

8 SFP, 12 RJ-45 gigabit

= o

PA-3060
4 Gbps FW

2 Gbps threat prevention
500,000 sessions

8 copper gigabit

8 SFP interfaces, 2 SFP+ (10GE)

PA-3050
4 Gbps FW
2 Gbps threat prevention
500,000 sessions
12 copper gigabit
8 SFP interfaces

%
<

PA-3020
2 Gbps FW
1 Gbps threat prevention
250,000 sessions
12 copper gigabit
8 SFP interfaces

NG

mmm VM Series

N

I : 8 -
L (ESXi/NSX/SDX/AWS/KVM) B - B
no 1 Gbps FW PA-500 PA-200
ML 0 600 Mbps threat prevention 250 M6uT/c FW/100 M6uT/C 100 M6uT/c FW/50 M6uT/c
a0 250,000 sessions npeaorspalleHne aTtak npeaoTBpalLeHne
[ocTeBast MalUMHa UK B /64,000 ceccuit aTak/64,000 ceccwit
k peXMMe runepemsopa 8 copper gigabit 4 copper gigabit j
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PA-7080 - cambiu npousBoanTenibHbIN B Mmupe NGFW !!

- PA-7050 PA-7050 System | PA-7080 System

NGFW (L3-L7)

Gbps

Threat Prev. Gbps 10+ 60+ 100+

MaTpuua 1.2 Tout 1.2 Tout

KOMMYyTaLnK P80
BcTpoeHHan 4x1TB HDD = 4x1TB HDD = a - ——
cucTema 2TB RAID1 2TB RAID1 ——' D
IOTMPOBaHMA * B

* JlnueHsunpoBaHue n
TEXHUYecKkas nogaepKka Ha
Laccu

* JlnHenHoe
MacluTabupoBaHue
NPOM3BOAUTENBHOCTH

o CHwXeHne CTOMMOCTHU 3a
3almLeHHbIn [onT

* WHTepdencol 10 n 40 INomt
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OyHKLMN onepaLMOHHOM CUCTEMbI

NpeHTUPMKaumnA 1 KOHTPONb NPUNOKEHUM, NONb30BaTENEN U 3aLLUTaA OT Yyrpos3
AONONHAIOTCA cnegytowmum GyHKLUOHANIOM:

= Network = 30HOBbIV NOAX0OA,

» [nHamunyeckas mapwpytmsaumsa (BGP, OSPF, » Bce nHTepdencobl BKNIOYATCHA B 30HbI
RIPv2) 6e3onacHoCTV ANga ynpoLeHus

* PeXXnuM MOHUTOPUHra — nogkntodeHne Kk SPAN- HaCTPOWKN NMOJTINTHK
nopTy o

» [pospayHbinn (L1) / L2 / L3 pexumbl = OTKa30yCTOI/ILII/IBOCTb

- MagLupmiauvm no nonutukam (PBF) = Active/active, active/passive

= IPv » CUHXPOHU3aUUsa KOHurypauum

= PortChannel (LACP) = CMHXPOHU3aLMA ceccuit Ha L7

ECMP n 6anaHcMpoBKa Harpysku

= VPN

= Site-to-site IPSec VPN
= SSL VPN (GlobalProtect)

= Path, link 1 HA MOHUTOPUHT

. BMpTyaﬂbele CNCTEMDI

» HacTponka HECKONbKUX MeXCeTeBbIX
9KpaHOB B OHOM yCTpoucTBe (cepumn
PA-7000/5000/3000)

» QyHKUMoHan QoS

= lNpuoputesauus, obecnedeHme . I'Ipoc:Toe n rmdkoe ynpasJieHne
MakcmmaribHoW/rapaHTUpPOBaHHOM NOSOCHI = CLI, Web, Panorama, SNMP, Syslog

= Bo3MOXHa npuBs3Ka K nosib3oBaTesnism, ’ ’ ’ ’ ’
NPUNOXEeHNAM, UHTepdencam, 30Ham 1 T.4. NetFlow, unterpaums ¢ SIEM/SIM

* MOHMWTOPUHI NOMNOCHI B PEXMME pearibHOro
BPEMEHM

paloalio



[NocTpoeHue 3alnTbl OT COBPEMEHHbIX
yrpo3 v ueneHanpaBneHHbIX aTtak (APT)

palozlio
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Anunak — NMCbMO C BP€AOHOCHbBIM BITOKEHNEM

st /g5 0
COOBLLEHVE

[
& Heskznarensie
1

YaanuTe

W 2509,
Elina
ObHos

) -

oo s

BHHMATE NbHO YHTaTh

Best regards,
Shchekina Eling,
Senior accountant

Tel.: +7 (495) Snum

e.shekina@rbkmone!
www.rbkmoney.ru

*L RBK
!l' Money

b os O6woBnerHan Beponm orsoopa - Coobuwesne (HTML)

L‘('l li?- ‘-i Rehme PR fcraun B g a}’ N

[ Comsanmnie *
HS9 O ) s Cooteetcteue ©3-N2115 - CooBiuenme (QBb1uHbIA TekcT) 7T EH - O
COOBLLEHWE

BT 24.06.2014 16:11

support@chr.msk.ru

Coorsercrane ®3-N2115
Komy  m.fa i 2 n k. ru

0 Ml Yaanunn AoN0NHWTENBHBIE PaspblEbl CTPOK B CDD&LL[EHHH.

_ Cooreetcreme ©3-115 ot 24,06.2014r.doc (835 KéaiT)

YKa30M BaHKa POCCMM 0 NPUHATM KoMnAeKca Mep no obecneyermio cobniogeHua GpegepanbHoro 3akona N 115-03
"0 NpOTHBOALMCTBIM NEranu3aLmi (OTMbIBAHMIO) 4OXOA0B, NOAYYEHHBIX NPECTYNHBIM NyTem, i PUHAHCHPOBAHMIO
Teppopuama’ HeobxogMMOo NpoBEpUTL cooTBETCTEBME COBAKOAZEMBIX NPABKA M HOPM, ANA AaNbHERWErD
NPaBOMEPHOT0 GyHKLMOHNPOBAHKA.

MpocbBa 03HAKOMMTBCA BCEM COTPYAHMKAM KPEMTHBIX M PMHAHCOBLIX OPraHM3aLMA.

CnymBa nopaepmkm BaHka Poccuu,

X

B paloalio

NETWORKS




TexHonorunm Palo Alto Networks, npumeHsiemble Ang 3alUThb
OT COBPEMEHHbIX Yrpo3

3arpy3ka N0 gns YcraHoBNAEeHMe PasBeaKau
«YepHOoro xoaa» obpaTHOro KaHana Kpajka AaHHbIX

‘.

Block C&C on
Block
high-risk apps 82—88tandard
Block
Block
the exploit

MpumaHka Kcnaout

k_nown malware
sites

KoopauHu-
poBaHHOEe
BGnoknposaHue
aKTUBHbIX aTak
MO curHaTypam,
NCTOYHMKAM,
NnoBeAeHUIO

Spyware

Block spyware,
C&C traffic

Threat License

AV
Block malware

Prevent drive-by-downloads

,',

paloalio



AHTUBMPYCbI HEe CNPaBAATCA CO CKOPOCTbIO
NosIBNeHNst HOBbIX BUOOB BpeaoHocHoro MO u He
MOryT 3abnokmpoBaTb 9KCMMNONTHI

YTO AenaTb: NPM Ha*KaTUM Ha CCbIJIKY, KaxKaoMy HOBOMY
HaKaBLLUEMY reHepupyeTcs HOBbIN COBEPLLUEHHO KOA BUpyca?

The Future

NEXT EXIT A

paloalio



Wildfire — 3awwimnTa oT HEM3BECTHbLIX YIrP0O3 Ha YPOBHE CETU
NMy6nu4yHasa necoyHuua

WildFirem
A
|
- 1 ®)
) s
= | T o
'S | P UcnonHaemblie Ppainnbl
-
© : S (*.exe,*.dll, *.bat, *.sys, u
I < T1.4.), flash, JAR, Android
| APK, ccbiniku B noyte
I
EEEREE. . Internet
Palo Alto OducHbIe AOKYMEHTDI,
Networks PDF
security platform

3

19dALeHin)

JlokanbHas neco4vyHuua
(WF-500)

palo,;m;“'s



AHanusnpyem noseaeHue.
TexHonorua WildFire

WildFire

Exfiltration
of sensitive data

Command ﬁ
and control =

1=
ﬁ DATA
Download
of additional 23] v
malware o o

Observes and detects 100+

malicious behaviors to identify malware \

FILE TRANSFER DECODDERS

AHanusunpyem npotokonbl SMB, FTP, HTTP, SMTP,
POP3, IMAP

AHanunsupyem daiinbi exe, dll, bat, sys, flash, jar,
apk, doc, pdf u t.4.

Adds to threat signature
research database

=8

PATTERN DB

\

SINGLE PASS PATTERN MATCH

v

paloalio



Cepsuc Wildfire B undppax

7,500+ 31,000+ 5-15 MUH. 120,000
KoprnopaTtuBHbIX NGFW — ceHcopbl BpeMs peakuun curHatyp
KIMMEHTOB N UCTOYHUKN Wildfire Ha HOBYtO 0e30nacHoCTU
cepsuca B Mmupe doannos yrposy Kaxkable 15 MuH.
no 330,000+ 150,000
: BapMaHTOB curHatyp DNS u
: : BPEIOHOCOB URL kaxable 15
: \ : 3akpbiBaert 1 MUH.

curHaTypa
(# hash, URL)

INTELLIGENCE \
\M/w Ro 77.5%
: : BPEOOHOCOB
Threat URL Forensics

Prevention Filtering &

HEW3BECTHbI
apyrum AV
60+ Ext. Feeds p
AV KOHUOpLWYM, 1 Op. palomwo

THREAT \

(VirusTotal)



Wildfire: Remote Access Trojan (RAT) B Arcom

=  WildFire oGHapyxun ueneHarnpasrieHHY0 ataky Ha KpYrHy NpPon3BOACTBEHHYIO

KOMMaHUIo B LieHTparnbHon A3umn

= BpenoHocHoe N0 6bIno npegHasHa4yeHo Ans NPOMBbILLNEHHOrO LWNMoHaXa u

KpaXun OaHHbIX
=  CTpout obpaTHbI KaHarn

= [lpnHumaet 6onee 40 komaHg OT LEeHTpa yrnpaBneHuns

= BbIf10 oTnpaBneHo Kak PULLNHIOBOE 3M1EKTPOHHOE NMUCbMO
= “The end of Syrian President Bashar al-Assad.exe”

» He ncnonb3oBarncs BHELUHUNA YNaKOBLLNK
u O6bIL-IHO ANy ueneHaripaBii€eHHbIX aTak

- [1na mackmpoBKK KoA
NHXXEKTpoBarncs B bpaysep
No ymMon4yaHuio u notepad.exe

« Commandé&Control B JlnBaH

46 | ©2015, Palo Alto Networks. Confidential and Proprietary.

-‘g fEaRz Crypter 2.2.0 - by fEaRz

g

FERRZ CRYFTER V220

File Options ‘ Change Icon “Advanced ‘ Execution Progress

[~ Anti-Sandbox(s) (Username]Sleep)
[ Anti-Sandbox(s) (GetModuleHandle)
[~ Anti-Sandbox(s) (ProcessEntry)

[ Anti-Sandbox(s) (Cd-Key)

[~ Anti-Sandbox(s) (IDT base address)
[T Anti-Ymware

[~ Detect IsDebuggerPresent
[~ Detect Soft-ICE

[~ Detect FileMon/RegMon
[V Disable ¥P Firewall

[~ Anti-Kaspersky

[~ Strip Reloc Files

[v Validate PE

File () Size: 0Kb (s)

I Stub Size: 18.51 Kb (s)




PeweHue Ang 3awmtbl XOCTOB HOBOIO
NOKOJIeHUA:
Palo Alto Networks TRAPS

paloalio
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Bnoknpyet 6a30Bble TEXHUKM — @ HE KOHKPETHbIE Yrpo3bi

dyHpoameHTanbHO Apyrov noaxoAd ot Palo Alto Networks

* YA3BUMOCTU U IKCNJIONTDI TexHukn JKCcnnyatTaumnm
o}

ThICAYU B rog Bcero 2-4 texHuku B rog

/% BpeaoHocHoe O %Q TexHukun paboTbl BpeaoHocHoro MO

MunnuoHsl s rog Bcero 10-100 s rog

Tenepb npegoTBpaLleHne BO3MOXHO!




[NpenoTBpalleHme SKCMronTa — Kak 9To paboTaeT /

/

OTtyeT B
ESM
@\ COop gaHHbIX
‘ ?‘ (b OcTaHOBKa Safel
npouecca
-
— — — ' OnoBelyeHus —
¥ nonb3oBarens u
aAMUHUCTpaTopa
lMonb3oBaTenb Traps npo3padvHo lMpouecc 3almLLeH, Traps 8binonHsaem ATaka ocTaHoBreHa
OTKpbIBaeT NHXEKTUPYET TakK Kak npu nonbITKe delicmeusi MosibKo 8 A0 UCNONHEHWS
OOKYMEHT NOBYLLUKM B MpoLiecchl NCronb30BaHUs MOMeHM BPEeAOHOCHOro Koaa
aKcnronTa cpabambigaHus
cpabaTtbiBaeT J108yWKU

J1OBYLUKa

lMpu nonbimke ucnosib308aHusi ysi3eumMocmu cpabambieaem sio8yuwika u npouecc
ocmaHaesiueaemcs euje 00 3arnycka epedoHOCHO20 Kooa.
JleyeHue / kKapaHMuH He mpebyemcsi!

paloz!io



[1lpegoTBpalleHne 3aBTpaLLUHNX 3KCMITOUTOB CEerogHs
HoBsble 0-day akcniionTbl MCNOMb3YT CTapble TEXHUKK (2-5 B LIeNo4Ke)

Memory . - .
IE Zero Day . DEP ROP/Utilizing ROP Mitigation/
CVE-2013-3893 ) Heap Spray SLI;:';'; E'ﬁ:fk Circumvention UASLEE 0S Function DLL Security
Adobe Flash } Return Oriented Sysglfxnt Utilizing DLL
CVE-2015-5119 Programming ROP OS Function Security
Adobe Flash

ROP JT Utilizing DLL

CVE-2015- } ROP e W JIT Spray e ) X "

Mitigation Mitigation OS Function Securit
3010/0311 & y

EHOKVIpOBaHVIe XOTSA Obl 0OQHOMN TEXHUKN OCTaHaBNuBaeT dTaKy LUeJINKOM

paloz!io



3awmTa oT BpeaoHocHoro 1O — kak 3aT1o paboTaer

! PaspeweHo

ucrnoJsiHeHue
¢hatina
. . i '
lMpumererue Mposepka HASH u
lNonb3osamerb 3awuma om mexHuK
3afpemos 1o Heu38eCMHbIX
sarnycmumb ucnosnHeHusi 0o WildFire
paiin eepdukma WildFire

l

> Safel <

OTtyeT B
ESM

palo



[Mpumep: TexHonormm Traps Ha pasHbIX 3Tanax aTtaku

Exploitation Download and Execute

Exploitation Exploitation Exploitation Execution Execution Execution Local Verdict Wildfire Verdict Wildfire

Technique 1 Technique 2 Technique 3 Restriction 1 Restriction 2 Restriction 3 Check Check Inspection TR (RGN

Utilization of OS
functions

4 &

Memory Corruption

Admin Pre-Set
Verdicts

Wildfire Known
Verdict

On Demand
Inspection

Restricted
Location

Unsigned
Executable

Injection Attempts
Blockage

¥

Malicious
Behavior

JIT Heap Spray Child Process

Advanced Intelligence
Execution and
Control Emulation

Protection

Logic Flaws

f% Traps W Traps
Exploit Protection Malware Protection

paloalio



CucrtemHble TpeboBaHMUS

.......................................................................

Bce nnatopmbl 1 NpUnoXXeHnsa Ha

oase Windows

» Desktops, Servers, Terminals, VM, VDI

« ICS SCADA and POS

« XP, SP3- Windows 8.1, 32-bit & 64-bit,
Windows Servers 2003 — 2015

...........................................................................................................................................................

.......................................................................

[ToTpebnsaemble pecypchl

- ~25MB RAM

 0.1% CPU B MOMEHT cTapTta npouecca

* |/O — 04EHb HU3KO

« [locTyn B ceTb TOSMbKO Nocrie npeaoTepalleHnsd

...........................................................................................................................................................



NHTerpauna NGFW B ceTeByO MHQPACTPYKTYPY

Tap Virtual Wire Layer 2 Layer 3

=  Tap pexum - SPAN nopT cBuTYa 4nsa ayguta unn obaopa npunoXxeHUn B CETU

= Virtual Wire - ons npo3payHoro KOHTPOMS N COXpPaHEHNSA TEKYLLLEN TOMNosiorum
= Ha 2 yposHe OSI ngeanbHo gna dounerpauum mexay VLAN
= Ha 3 ypoHe OSI| meHsaem noptoBble M3 n HTTP npokcn Ha NGFW

=  BupTtyanbHble cuctemsl, knactep A/A, A/P

NETWORKS




3alUuLLEHHbIN MObunbHbIW/YyaaneHHbin goctyn B LUOL:
GlobalProtect + AirWatch

i N I“ Manual
V4 A Submission
‘ \ / " Gateway : App Store
I : Submission : Harvesting
Internet Corporate
traffic traffic
Mobile Malware Signatures
{ ——————————————————————— , P —————
: ! =T
! Host Profile ! WildFire
update
GlobalProtect EEm mm m. (XML API)
Gateway(s) R
| v' Windows, Mac OS X
i v Apple iOS
MDM, BYOD, ! v Google Android
’

GP App install

A

airwatch
by VIMWare palog——:;:: (0

NETWORKS

n GlobalProtect App




dKocuctema Palo Alto Networks ana sawmrtol LOA

YdaneHHbll Wildfire g’éé’:fg BupmyanbHbie NGFW

Public/Private Cloud ;
Public Cloud
docmyn ¢ Threat Intelligence ( )

GlobalProtect . l

af

Public Cloud

AWS, vCloud A

o
l...
", ] an®®
& Data Center Perimeter .

AnnapamHbie NGFW

(c eupm.
cucmemamu) Opkecmpauyus,
asmomamu3auusi,
SaaS, SECaaS
Panorama: ¢ REST XML API
Llenmpanu3oeaHHoe
ynpaeJsieHue
ecemu NGFW

AnnapamHbie NGFW
(c eupm.
cucmemamu)

BupmyarnbHbie

NGFW
(Private Cloud)

Traps = Advanced
Endpoint Protection
(Windows)

AnnapamHble cepeepsbl

Bupmyanu3upoeaHHbie cepeepsbi | Private Cloud

VMware, KVM, Citrix SDX paloalio



3awuTta BuptyansHbix LIOL:
Palo Alto Networks NGFW + VMware NSX

T,
[ NN S ¢ M E— Dynamic Objects —
Manage NSX FW rules Manage East-West =
Deploy VM-5eries Policy 2
‘@
o
( e
Web Servers 'DNS Servers =l
------- m
EEEE EE E EEEE :
Firewall o
[=]
= PaloAlto
Networks
Palo Alto Networks
VM-Series PA 5000 Series

9

External Network
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[Tpnumep kpynHeuwero BHegpeHuda NGFW + VMware NSX

How Columbia

Sportswear enhances

Security With 'SOftwaI'e http://www.computerworlduk.com/news/i
defined data Centre’ nfrastructure/how-columbia-sportswear-

will-enhances-security-with-software-
approach defined-data-centre-approach-3606103/

American retailer will save millions of dollars by
swapping physical infrastructure for software managed
systems

By Matthew Finnegan | Computerworld UK | Published 09:05, 01 April 15

Networking

Security and micro-segmentation is one of the compelling
adoption arguments for SDDC

By Networks Asia staff | Wednesday, August 27, 2014 - 08:54

http://www.networksasia.net/article/security-and-micro-segmentation-one-
compelling-adoption-arguments-sddc.1409100853

paloalio
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Palo Alto Networks — obLwas nHdopmauus
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[TnaTtdopma 6e3onacHOCTU HOBOIro NOKOMEHUS

Palo Alto Networks Next-Generation Threat Cloud
Next-Generation Threat Cloud

= AHanua nogo3puTerbHbIX hannos
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Next-Generation Firewall
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MHcnekuuns npoueccos 1 hannos
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Next-Generation Firewall

Next-Generation Endpoint
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