KAK INJTATOOPMA CUMYTTAUUNN KUBEPATAK
[MOMOI'AET NOBbIWATb 9O0POEKTUBHOCTb PABOTDI
NOOPA3OENEHUN KUBEP3ALLUTDI

{ETQLHQCK( NATAKOB MAKCUM

CoocHoBaTenb CTRLHACK

CO/NOBbEB BJIAAOWMUP

pyKOBOLI,l/ITeJ'Ib HallpaBJIeHNHd BHeOgOpPeHMd cpengctTB 3alldWAT bl

AUaNOrHayka

oTAaoelJ]la TeXHMNYECKKMX peLIJeHl/Il;I



[lopnMeHeHne
NNaTPoOpPMbl

O]



CpencTBa 3aluUThl

[TepuMeTpOoBble C3W, 3alTa MOYThI,

aHTUBUMPYC, EDR, DLP

CucrtemMa 3aLlumThbl

AHanms ya3BmMMocCTen

CKaHepbl, MeHTeCTbl

SOC

SIEM, aHanutmnkn, SOAR, KOMaHOa

pearmpoBaHug




OXXupaHume U peaslbHOCTb

CucTeMa 3allnTbl OONI>XHa obecneymBaTb onpeaeeHHbM YPOBEHb 3aLlUMThl.

101> H bl MNMPpOoXoOMTb TOJIbKO aTaKW C NCTINOJIb3OBaHMEM HOBDbIX y§I3Bl/IMOCTel;I N TEXHUK.



[ToMepbl aTakK

18190 IcedID Macro Ends in Nokoyawa Ransomware

rr T1566.001 Phishing: S hishi

Initial Access 1shing: spearphishing
Attachment

T1204.002 User Execution: Malicious file
Command and Scripting Interpreter: Windows
Command Shell - TI052.003

Execution Microsoft Office Excel | T1059.004 Command and Scripting — Execution —— T1047 Windows Management Instrumentation

T10592.005 Command and Scripting
Interpreter: Visual Basic
T1047 Windows Management Instrumentation

- T1053.005 Scheduled Task/Job: Scheduled
Persistence S0483 IcedID Task

T1134.001 Access Token Manipulation: Token
Privilege Escalation S0154 Cobalt Strike Impersonation/Theft
T1055 Process Injection

T1036.003 Masquerading: Rename System

T1053.005 Scheduled Task/Job:
'LI'JltIOl;((I)eSO4 Indicator Removal: File Deletion PerSiStence

Defense Evasion T1218.011 System Binary Proxy Execution: SC h ed u | ed Ta S k

Rundll32
T1078 Valid Accounts

T1552.001 Unsecured Credentials: Credentials
in files

Credential Access T1003.001 OS Credential Dumping: LSASS

S0552 AdFind

?;?,?;:)39 Arp T1087.001 Account Discovery: Local Account T-l OOBOO] OS C red e ntl a | D u m pl n g

T1087.002 Account Discovery: Domain

A et Account EE— Credential Access —

T1083 File and Directory Discovery

Discovery S0039 Net ; LSASS M
S0097 Ping T1018 Remote System Discovery e r [ ‘O ry

S0096 Systeminfo T1016 System Network Configuration

Discovery
S0483 IcedID . .
SO154 Cobalt Strike T1482 Domain Trust Discovery

T1021.001 Remote Services: Remote Desktop
Protocol
T1021.002 Remote Services: SMB/Windows
Lateral Movement S0029 PsExec Adimin Shares
T1021.006 Remote Services: Windows
Remote Management HeCKOMbKO TEXHUMK C MCMOMb30BaHMEM
Collection T1560.001 Archive Collected Data: Archive Late ral Movement —_—
via Utility
YTUNNTblI PSExec

T1071.001 Application Layer Protocol: Web
S0483 IcedID Protocols
Command and Control S0154 Cobalt Strike T1105 Ingress Tool Transfer
BackConnect VNC TI102 Web Service
T12192 Remote Access Software

Exfiltration _ T1041 Exfiltration Over C2 Channel

Nokoyawa Ransomware T1486 Data Encrypted for Impact
S0029 PsExec

Impact




YTO npuBoAUT K NPONYCKY aTak?

CucteMa 3aluThbl paboTaeT He Tak, KaK OXXMaaeTcH




Takme npobneMbl ecTb B 60NbLUMHCTBE MHPPACTPYKTYP.

CTRLHACK

XaKEPCKNX TEXHUK B MHPPACTPYKTYPE KOMMAHMUM MOMOXKET

BbIABMNTb TaKMNE I_IpO6ﬂeMbI N TTOBbICUTDb 3(13(1)6KTI/IBHOCTb CNCTEeMDbl 3alUUNTDhbI.

MIMUTUPYET 0ENCTBUNG [1naTdopMa HaueneHa Ha [To3BOMIAET MOCTPOUTb
XaKepoB B MPOBEPKY BHYTPEHHEW MPOOLLECC HEMPEPDBIBHOM

dBTOMaTHMHECKOM pexxmnmMe I/IHCI)paCprKTypr OLUEeHKN CNCTEMbI 3alLLINTbl



(\, [TpoBepKa cpeancTs 3aLLUTDI

Kakne M3 XakKepPCKMX TEXHUMK
onoknpytoT C3V1, KOPPEKTHO M OH WK
HACTPOEHbI?

Kakmne 3agayuum pelwlaet? {(j} [eTeKTUpoBaHUEe TEXHUK
. & Kakme m3 XaKEPCKMX TEXHUNMK
CTRLHACK< o4

netekTuMpytotTca B SIEM, ocTaTouHO N

COObITUI 0149 OEeTEKTUPOBAHUSA TEXHUK?

Pa3zutme SOC

DopMumpytoTca NN MHUMOeHTbl B SOC,
KakK KOMaHOa pearnmpyeT Ha
MHUWMOEHTbI?




CuMynaumnm NpeacrtaBagoT cCobom Habop
O0EVCTBMIM Ha Pabouymx CTaHLLMAX U cepBepax.

KAK 3T0 PAEOTAET [10 MTOram BbIMOSTHEHUA CUMYNALNM
bopMUMpyeTCa AeTallbHbIM OTYET O BCEX
BbIMOHEHHbIX AENCTBUNAX.

O] AreHTnbl 02 Cumynauusa 03 Peakuud
Ha pabouvme cTaHuMM U Ha areHTax BblIMOJIHAKTCSH C3W 0o/KHbI pearmpoBaTh,
CepBepa yCTaHaB/1MBaAKOTCH 0enCcTBUG, UMUTHUPYIOLLKME B SIEM 00 KHbI

dlf€eHTbl 0EeNCTBMA Xa KePOB OTIMPaBJTATBCH coObITNG



MOLAYJIN CNCTEMDI

[TlepBUYHbIM OOCTYN

CoegnHeHne c agpecamMm N3 «4epPHbIX CIUCKOBY.
CKa4dmBaHWe BpedoHOCHbIX GannoB vepe3 Web.
CoxpaHeHKre BpedOHOCHbIX GalioB Ha ANCK.
[TCcbMa € BPeOOHOCHbBIMU BITOXXKEHUAMMN.

[TpoBepka paboTbl NGFW, necoyHmLubl, MOYTOBOIO
AHTUBUMPYCa, aHTUBUMPYCa Ha PC 1 cepBepax

[1loCT-2KCNN1yaTauums

OToeNnbHble TEXHUKW MO BCEM CTaOMAM aTaKKM nmocsie
NoyYeHMda NepBUYHOIO OCTYMNa.
TexHukn ona OC Windows, Linux, MacOS.
[TomBAska K MITRE.

[TpoBepka paboTbl SIEM, aHTuBUMpPYCa Ha PC 1
cepsepax, EDR/XDR
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Pe3ynbTaTtbl pab6oThl

CTRLHACK

KOHTPOMb PaboThbl
cpencTB 3alKMThl

NGFW

[TponyCcK MOMbITOK CKa4YMBaHUA BPeOOHOCHbIX
dansoB.

3aWUNTbl MOYTDI

[TPOMYyCK BIOXKEHWM C onpeaeneHHbIMU
paspelleHnamMm. PaboTa noa Harpys3xKowm.

AHTUBUpPYC

Pa3Hbl pe3ynbTaT PaboTbl Ha PaboYMX CTaHLMAX U
cepBepax.

OTcyTCcTBME NocnegHmx oOHOBNEHUIM Ha HEKOTOPbIX
VEIZIZENS

BblKTtOUEeHHbIU dHTUBMMPYC Ha HEKOTOPbBIX MalllMHaX.

EDR

JTMwHMe cobblITUg.
HekoppekTHaa paboTa NpaBW pearnpoBaHmA.
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CobbiTHnAd

Pe3ynbTaTtbl pab6oThl

s/ [TonHOe OTCyTCTBME CODbITUI C y3Ma.
OTCYTCTBME HY>XHbIX CODbITUN.

CTRI—HQCK Pa3Hag monHoTa cobbITUM C Pa3HbIX MalllH.

[MTpaBuna
OTCYTCTBME MPaBW/ B T.U. NMO4 CTapble TEXHUKU.

BblKtO4YeHHble NnpaBWia.

Pa3Hble PE3VYJ1bTaTbl pa6OTbI MPEaBWI1 Mo
CCTEMHDBIM N TT1O04, HelTPBUWITEel MOOBaHHDBIM
MOJ1b30BaTEeJ1EM.

AHanms3 m pearvmpoBaHme
3a0epPXKKW C co3gaHMeM KapToOYKM MHLIMOEHTA

SIEM/SOC

(OT 15 MUHYT 00 HECKONMbKMX YaCcoB).



CTRLHACK

I1ake Mo nTtoraM nNmMnoTa KImMeHTbl
MOOEPHU3INPYIOT M OOMNUNCBIBAKOT MpaBunia B SIEM

15



CTRLHACK<
N CKaHEePp YA3BUMOCTEN

CKaHep noka3blBaeT TO/IbKO Hanuyme
onpeneeHHbIX YA3BUMOCTEWN.

))) HO XaKep MCrnonb3yeT YA3BUMMOCTMU
TONbKO Ha OBYX-TPEeX CTagMax aTaKW.
Ha OoCTanbHbIX Warax YA3aBMUMOCTM He
MCMONb3YylOTCA.

TexHUMKM Ha 23TUX Warax MOXXHo
NMPOBEPWTb TONMbKO C
Mcrnonb3oBaHmeM BAS cnmcteMm.
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[ToMepbl aTakK

1804 1#-Malicious ISO File Leads to Domain Wide Ransomware

Initial Access

Execution

Persistence

Privilege Escalation

Defense Evasion

Credential Access

Discovery

Lateral Movement

Collection

Command and Control

Exfiltration

Impact

T1566.001 Phishing: Spearphishing
Attachment

T1059.001 Command and Scripting

Interpreter: PowerShell

T1059.003 Command and Scripting
lcedID Interpreter: Windows Command Shell
Cobalt Strike T1204.002 User Execution: Malicious File

T1569.002 System Services: Service

Execution

T1047 Windows Management

Instrumentation

T1053.005 Scheduled Task/Job: Scheduled
Task

T1134.001 Access Token Manipulation: Token
Cobalt Strike —— GetSystem Impersonation/Theft ZeroLogon CVE-2020-1472
T1068 Exploitation for Privilege Escalation

T1562.001 Impair Defenses: Disable or Modify
Tools

T1218.010 System Binary Proxy Execution:
Regsvr32

T1218.011 System Binary Proxy Execution:
Rundll32

TIO55 Process Injection

T1553.005 Mark-of-the-Web Bypass

Mimikatz TI1003.001 OS Credential Dumping: LSASS
ProcDump Memory
TI003.006 OS Credential Dumping: DCSync
nltest
net
IcedID chcp
ipconfig
systeminfo
net
nslookup T1482 Domain Trust Discovery
TI082 System Information Discovery
Invoke-ShareFinder TI1018 Remote System Discovery
T1615 Group Policy Discovery
Get-EventLog T1614.001 Sy‘stem Location Discovery: System
Language Discovery
. TI124 System Time Discovery
Cobalt Strike Get-ADComputer TI135 Network Share Discovery
T1087.002 Account Discovery: Domain
Custom PowerShell Account
. TI083 File and Directory Discovery
Custom Batch Scripts | T1033 System Owner/User Discovery
Adget
WMI Queries
dir
Group Policy
Invoke-ShareFinder
Veeam Backup Console

T1021.001 Remote Services: Remote Desktop
Protocol
T1021.002 Remote Services: SMB/Windows
. Admin Shares
Cobalt Strike T1021.006 Remote Services: Windows
Remote Management
T1570 Lateral Tool Transfer

Local Files Text, TSV, CSV T1074.001 Data Staged: Local Data Staging

IcedID
Cobalt Strike
AnyDesk
Atera
Splashtop

T1071.001 Application Layer Protocol: Web
Protocols

Rclone Mega.io T1567.002 Exfiltration Over Web Service:
ga- Exfiltration to Cloud Storage
Quantum Ransomware
T1486 Data Encrypted for Impact
T1531 Account Access Removal
net user

18190 IcedID Macro Ends in Nokoyawa Ransomware

Tools

Initial Access

Execution

Persistence

Privilege Escalation

Defense Evasion

Credential Access

Discovery

Lateral Movement

Collection

Command and Control

Exfiltration

Impact

Microsoft Office Excel
S0483 IcedID

S0483 IcedID

S0154 Cobalt Strike

S0552 AdFind
S0099 Arp

Chcp

Adget

S0359 Nltest
SO039 Net

S0097 Ping

S0096 Systeminfo
S0483 IcedID
S0154 Cobalt Strike

S0029 PskExec

S0483 IcedID
S0154 Cobalt Strike
BackConnect VNC

Nokoyawa Ransomware
S0029 PskExec

Technique

T1566.001 Phishing: Spearphishing
Attachment

T1204.002 User Execution: Malicious file
Command and Scripting Interpreter: Windows
Command Shell - TI0O5%2.003

T10592.004 Command and Scripting
Interpreter: PowerShell

T10592.005 Command and Scripting
Interpreter: Visual Basic

T1047 Windows Management Instrumentation

T1053.005 Scheduled Task/Job: Scheduled
Task

T1134.001 Access Token Manipulation: Token
Impersonation/Theft
T1055 Process Injection

T1036.003 Masquerading: Rename System
Utilities

T1070.004 Indicator Removal: File Deletion
T1218.011 System Binary Proxy Execution:
Rundll32

T1078 Valid Accounts

T1552.001 Unsecured Credentials: Credentials
in files

T1003.001 OS Credential Dumping: LSASS
Memory

T1087.001 Account Discovery: Local Account
T1087.002 Account Discovery: Domain
Account

T1083 File and Directory Discovery

T1018 Remote System Discovery

T1016 System Network Configuration
Discovery

T1482 Domain Trust Discovery

T1021.001 Remote Services: Remote Desktop
Protocol

T1021.002 Remote Services: SMB/Windows
Admin Shares

T1021.006 Remote Services: Windows
Remote Management

T1560.001 Archive Collected Data: Archive
via Utility

T1071.001 Application Layer Protocol: Web
Protocols

T1105 Ingress Tool Transfer

T1102 Web Service

T1219 Remote Access Software

T1041 Exfiltration Over C2 Channel

T1486 Data Encrypted for Impact
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OO0 «KOHTPOJIXAKS>
+7 (495) 789 72 97
Info@ctrlhack.ru

CIMACUBO!
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