ABTOMaTU4eckas agantauusd niaHoB
pearnpoBaHns B SOAR 2.0
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Kupunnn Muxannaxuy,

Begywmin cneumanuct no MHopmMaumnoHHon 6e3onacHoCTH

Ka
L~ X N _ =
T \l - X

PomaH [lywkoB

Benywmin npecenn meHegxep

Security
SVision AUanor




NnaH BeOMHapa
1. Kakyto ponb urpaet nnardgopma
2. Kakyto 3agavy BbinonHAeT npoaykt SOAR 2.0
3. Kak BbiCTpanBaeTcs Lenoyka atakum (3adem uHterpaumm ¢ 39 party)
4.KaK BbICTPOEHO OO BLEKTHO-OPUEHTUPOBaAHHOE pearnpoBaHue
5. Kak npumeHsieTcs rpadp B3anmocBsi3en

6. oe nckatb ny4ywine npakTUKu
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EnvHan rmbkasa nnarcgpopma

! e

OBBbEKTbI, KAPTOUKU U Ponesaga moagersb u
BHELLUHWUX BUA HacTpouKka MEHI0

Security E.EI

PaGoune npouecchl 1 Vision Buayanusauus
CTPYKTYypa aHanuTuka

-
<O

NHTerpauun ¢ BHELWHUMM OT4YETHI M NorMpoBaHme
NEencTBumn




Low-code n No-code 5
Ans nroobIX KOMOUHaUUN

Cobupante mooynu
noa BaLlM 3agayun
0e3 HaBbIKOB
nporpaMmmMmpoBaHUSA
C MOMOLLIbIO TMOKNX
KOHCTPYKTOPOB




100+ coTpyaHMKOB KOMaHAbl
SOC+IRP

PaspaboTtka nnenbykos,
yrnpasrneHue npobrnemamun v gp.

50+ nHterpaunm ¢ T n b
cucrtemamm




YINPABINEHUE MHUUWOEHTAMU

15+ nnenbykoB 1 npoLecc
yrnpaBneHns ysa3BMMoCTAMMN

YnpasneHne BHYTPEHHUMM
npoektamu noapasneneHna Ub



UmnopTo3amelyeHue NpoaykToB Afig aBToMaTtusauum npoueccos UB/UT 8

T ivanti platform
CISCO SecureX

Mcyberbit soc 3p

nnnnnn

L

LERE ArcSight

m
IBM Resilient

F:ERTINET FortiSOAR

Vision

YnpaBsieHne UHLMAEHTaMuU AHanus yrpos, kubeppassegka

SOAR TIP

Security Orchestration, Automation and Response Threat Intelligence Platform

YnpaBneHue ya3sBMMOCTAMM MNoBepeHuecknit aHanus

VM UEBA

Vulnerability Management User and Entity Behavior Analysis

Mowuck aHomanui ¢ ML

AD

Anomaly Detection with Machine Learning

Security

N .
’3 Siemplify IBM openPages with Watson

@ The Hive @ Anomali

RS/ Archer GRC

gsas OpRisk Management

WEnterprise Risk Management

YnpaBneHue puckamm

SGRC

Governance, Risk Management and Compliance

NMpoBepka cooTBeTCTBUA

KU

Kputnyeckas inpopmaumoHHasa ViHdpacTpykTypa

B3aumogpeiicTBue c peryastopamu

[ocCOTlKA / ®nHLEPT

oT HKLIKM / L5 PD



Mupamuaa 3penocTu NpoLeccoB NPakTUYecKon 6e3onacHoCcTn 9

YnpaBaeHne nHUugeHTaMu AHanuns yrpos, kubeppasseaka

Security Orchestration, Automation and Response

Threat Intelligence Platform

MoBepeHueckuit aHanus

UEBA

User and Entity Behavior Analysis

DLP, Sandbox, VulnScaners,

antl-APT, PU M/PAM’ EDR, WAF B3aumogeiicTBue ¢ perynsaropamm
[ocCOTKA / OGnHUEPT

ot HKLIKW / LB PO

Antivirus, NGFW, UTM, PKIl,
IPS/IDS, anti-DDo0S, anti-SPAM



SOAR 2.0




YnpaBrneHue nHuugeHTamum
B Security Vision 5

COop nHunaeHToB




YnpaBneHue HUNOEeHTaMu

B Security Vision 5

COop AaHHbIX

NHTerpaumns ¢ C3U,
rpynnupoBKa CoObITU U
aenynnvkaums

Pezynbtat ananu3a https://tuiaazul.com.briwww.netflix/0cb

OomeH: tuiaazul.com.br
CTpaHa: US

lopoa:

Cepeep: Apache
IP-agpec: 192.185.177.73
ASM: AS26337

Mrma ASN: OIS1, US

UrlSCAN Score: 100
True

CchinKa Ha pe3ynbsTaT npoBepku: https://urlscan.io/result/ 1

PesynsTaT aHanusa curHaTypsl EICAR-Test-File

Onucanme curHatypsl: Moa umenem "EICAR-Teq
COM-dainn, kotopein Bupycom HE ABNAETCH, a
BO3BpalaeT ynpasnexue DOS.

Nata obHapymkeHWs:

=

Knacc: DangerousObject
Nata nybnukaumm B base: 19/04/2016

M Tun =

TUKEeTUHI

2

(W) HaumenosaHme =

Mepenava B rpynny
pearmpoBaHus,
oboralleHvne gaHHbIMU U3
OPYrnxX CUCTEM

12

3

PearnpoBaHue

YnpaeneHune C3U
N3 eaANHOro OKHa,
SLA, popmupoBaHune
npoueccos

HauansHoe cocrossme:

Mpvoputer = [¥) Mcnonnurens =

Onvcanme =

svdemo777@mail.ru HHHLMaNW3aLms

MHUMAEHT "OULIMHI

WHUMAEHT "OULWINHI

noctyn
DrLmHr

3anexa cosgasa

HenoMHsWwmid NeTp Bopucosuy
‘OforaweHne

4
aD

»  O¥HAaHWE NDMHATHA B paboTy

HenoMHAWWMIA MeTp Bopucosuy

ANaUKA Ha BIOPYI0 MHIIO

Monoe Mapk AHaToNbeBM

1781801

1781786

WHUMAEHT (2 nuHnn)

MHUMAEHT "OUWKHHM"

Bruteforce_attempt_atomic_custom

MoCTYNUNO NOTEHLUMANLHO
DUWMHIOBOE NMUCEMO

O6Hapy»eHa NonbITka
nontopa napons ans

YUYETHOIA 3amKcy root ¢
y3na 172.20.4.114 Ha
y3ne demo-astra-cmn

. Oxunaer
HasHa4eHUA

HU3KM#A

rocTynuno
MOTEHUMANEHO
GULWMHIOBOE MUCBMO B .
agpec HenoMHAwWmA NeTp Boprucosmy . 4
P!’eSale“@demo-securiW P VHUMAEHT 33KpeT
vision.ru ot <.

B 3akpem B Esicoxwii

Coagars oTueT (L11L2]

svdemo777@mail.ru



YnpaBneHue HUNOEeHTaMu

AHanmn3 nucbma

BblAeNeHne TeMbl,
COAEPXXNMOTO,
TEeKCcTa U CCbINOK

15 MuH

bBriokmpoBka

aobaeneHne
oTnpaBuTens

N OJOMEHa B YEPHbIN
CMMCOK

[Nonck getaneun

npoBepka
oTnpaBuTens,
JOMEHa, BIroXeHunn
N CCbIJTOK

OuncTtka
cepBepa

OT ONacCHbIX NMUcem
U BNOXEHUN

7 5 MUHYT
oe3 SOAR

13

[MTonck NoxoXxmx

MOUCK ApYrux
nosnyyarenen

10 MuH

OnoBeLleHne
nonb3oBaTens

3allyCK rnpoBepKnN Ha

paboumx cTaHumsx
nonb3oBaTteneun



YnpaBneHue MHUMAEHTAMU c aBToMaTU3aumei 14

Erivern @ urlscanio WhoisXML(ARI g threatcowa  MaXRRIO! kaspersky [ Exchange

AHanu3 Mowck Mowck BriokupoBka  Ouuctka OnoseLyeHne
nMcbma getanemu MOXOXKNX cepsepa Nonb30BaTeNs
BblOoerneHune npoBepka NMOWUCK OpYyrux nobasneHune OT OMnacHbIX 3arnyck rnpoBepKu
TEMbI, oTnpaBuTenNs, nonyvartenem OTNpaBuTENS nMcem Ha pabo4mx cTaHumsaX
—— COAepXnmoro, AOMeHa, N JomMeHa U BNOXEHUN rnons3oBarterneu
TEKCTa N CCbINOK BIOXEHUN N B YEPHbIN
CCbIJIOK CMUCOK
4 MWUH
yCKOpeHMe 3a CYET
CHM)KEeHune BANAHuA aBTOMaTu3auum

yesioBeyeckoro pakropa
MUWHYT

oe3s SOAR




UHTEI PALN U
LLENMO4YKA ATAKHU




PeanusoBaHHbIe MHTeErpauuu

Céop \l’ @ PearnpoBaHue

@5 Exchange

EEEEEE
FOCUS

ArcSight

== Active Directory

lkaspersky

» total




YnpaBrneHue nHuugeHTamum
HNobaBneHue nonb3oBaTtensa B rpynny AD

: ; ' KpbITH
: Mposepka Homepa 3aKpbiTne
: 2asBKY MHLUMAEHTA
O6orateHue Ornpaeka HarnmcaHue oTyéTa
JAaHHbIX MO nMcbMa Ha

MHLUUAEHTY NOUTOBbIN ALWMK
nonb3oBaTens
[MonyyeHune
AaHHbIX MO Y3 13 C 3anpocoM
AD, B T.u. agpec HOMepa 3asBKW Ha
nOUTH nobaBneHue B
rpynny AD
D
@5 Exchange
-- Microsoft

mm Active Directory

= AUaAOrHayka




YnpaBrneHue nHuugeHTamum
O6GHapyxeHue BINO

Ob6oraweHune

AAHHbIX NO 3anpoc

WHLMAEHTY uHopmauumn y
no/sib3oBaTens

B 3aBMCUMOCTU

OT Han4ma MO 31EeKTPOHHOM

MHANKATOPOB

no4yTe, napCcuHr
OTBE€Ta

@5 Exchange
2 total

== Active Directory

-

Co3aaHue 3agaum Ha @ i:Kl?an::?-a
ckaHupoBaHue APM LnA

HarnmcaHwe OoT4yéTa
cbop craTyCa

BbINMOJIHEHWNA 3a4a4l

lkaspersky

AUaACr-Hayra




Yto BuauT aHanutuk Ub

WHuMaeHTE! ATaru
—
Y
M =
m 29277
m 29276
29275
m 29274
. 29272
29271
29270
29260
29268
29267
29266
29265
20264

KThl  AHanuTMea  Hac MNomows IRP MNomMows

Nepeso MoW WHUMAEHTSI Mow aTaxku

Q
[¥) Haumenosanue = [¥) para cospasms =
ET POLICY Executable and linking format (ELF) file download Over HTTP 24.07.2023 13:43:43
Potential Remote Command Execution: Logd] CVE-2021-44228 24.07.2023 13:43:43
Nogoapede Ha NoAGOp NAPONA YYETHOR 3aNKCH 24.07.2023 13:43:43
MNogospeHwe Ha BHYTPEHHEE CETEBDE CKAHHPOBAHWE 24.07.2023 13:43:43
PTAF_Correlation_triggered 24.07.2023 12:40:47
LSASS_Memaory_Dump 24.07.2023 12:40:47
Add_new_user_in_commandline 24.07.2023 12:40:47
Stop_Important_Service 24.07.2023 12:40:47
Windows_Eventlog_cleaning 24.07.2023 12:40:47
Service_Created_or_Modified 24.07.2023 12:40:47
Possible_network_connect_through_local_tunnel 24.07.2023 12:40:47
Remoting_WHMI 24.07.2023 12:40:47
Windows_Malicious_system_like_process_started 24.07.2023 12:40:47

Eea benfesa

Epa benfesa

Epa benaeba

Eea benAesa

Esa BenAesa

Esa Benfesa

29221

20221

29221

B B 0 @G B B @ M & & O & @

CoxXpaHuTh E Monxas KapToOUuKa ]

[29276] Potential Remote Command Execution: Log4]j
CVE-2021-44228

Konuuecteo cobsimui: i

Obwan niopManHa

THN MHUKOeHTa: IHCNAYATAUMA KPHTHYHOA YAZBHMOCTH

OpraHuzayms;

P

000 "Mos Obopona”

NnaxoBwiA Ccpox B3ATHA B 24.07.2023 17:43:43
paboTy: i

MnasossA cpok 27.07.2023 13:43:43
palueHAA: (

TAKTAKM ATaKH:

CaazanHwe obbext UB

1
Vulnerability 33% B e xocr 33%

B cepzepiarm 33%




anIHFlTVIe Ka4eCTBEeHHbIX
cTpaTern4eCKnx n
TaKTU4YeCKUX pel.ueHm‘&

AKkTyanbHaa nHdcgpopmauua B
pexumMme peanbHOro BpeMeHu

Co3gaHuA nHTerpaumm ¢ nroobbIMU
UC npu nomowun Beb6-nHTEephenca

=

CokpalieHune TpyaoBbIX
pecypcoB U UCKIKOYEeHUe
yenoBeyeckoro dakropa

ABTOMaTn3auua coopa

MHdopMauun n pearupoBaHus

EAVWHBLIN NHCTaNNATOP U
nnat¢gopmMeHHoe peLlueHune

CHuxeHwue yuwepba u
BpeMeHU BO34eNCTBUSA
nHuunpaeHtoB UB

) 3 4

i
u
CokKkpallueHne BpeMeHU B cpeaHemM

B 10 pa3 3a c4éT aBTOMaTU3auum

JTro6as CNOXHOCTbL CLeHapua u
riornka 6usHec-npouecca

20



KOHCTpPYKTOP KOHHEKTOPORB 21

MaxPatrol R ! —
SIEM e splunk> @& Exchange

v’ Symantec kaspersky WhoisXML (AP!
INFOWATCH

PowerShell PostgreSQL

== Active Directory GROUP|iB g kafka.
|

email | Syslog | baunbi | B | APl | DNS | LDAP | ckpunTbl

CO34aHNE HOBbIX KOHHEKTOPOB 6e3 y4yacTtna BeHAopoB
Cbop n oborawieHmne @ @ PearnpoBaHue Ha cobbiTuA




VX5 RETALG

------------

Tlamépouia cgeNepzkpectok L |ApyCEAD

CYNEPMAPKET

B

- —

r)zseroup

YINPABINEHUE MHUUWOEHTAMU

:%OUP 15+ aBTOMaTU3NPOBAHHbIX

runepMapKer | | NNenbykoB pearnpoBaHus

[y©okmne npouecckl 06paboTku
NHUWOEHTOB

20+ vHTerpauum c NT-cnctemamu
n C3



YINPABINEHUE MHUUWOEHTAMU

20+ aBTOMaTU3NPOBAHHbIX
Nr1endykoB pearmpoBaHus

Peanusauua npouecca
yrnpasreHne ysa3BMMOCTAMN

30+ nHTerpaunun, Bkno4vas
B3anmogenctemne ¢ PuHLUEPT



OTKpbITUE

YINPABINEHUE MHUUWOEHTAMU

30+ aBTOMAaTU3NPOBAHHbIX

nnenbykoB n 50+ nHTerpauymm

[lpoekTHaa peanusauma npouecca
ynpaeneHue UT-aktmeamu

NHTerpauusa c Data Lake u
ncnosnb3oBaHne ML mogenu

Q




CueHapumn ataku

MyTb 3NOyMbILINEHHUKA

) KopnopaTuBHbIN cermeHT
Firewall KoprniopatueHbiii
CVE (Log4Shell) nopran || ||

"
WnudposaHue _‘ ‘;
P

L

(A ==

3n0yMbILINEHHUK

CepBepHbli CErMeHT

nepumeTp

MP SIEM

Suricata

ModSecurity

KSC




3royMbILWNeHHUK: war 1

obpaTHbIV TYHHENb C2

.E PESY/ILTAT

3n0ymbIlWNE€HHUK
KOpnOpaTMBHbIE

Firewall

MP SIEM
oborawieHmne chisel

Suricata

akcnnyatauus log4shell
detect ELF




3rOyMbILUNEeHHUK: Wwar 2

FQDN xoctoB

PE3YJIbTAT

KOpﬂOpaTVIBHbI U CermeHT
KopnopaTuBHbIi

noprtan
J— CkaHupoBaHue
L —— | MP SIEM
E CKkaHupoBaHue .

ModSecurity

detect scan

CepBepHbI CErMeHT




3NOyMbILWSEeHHUK: war 3

KopnopaTtusHbIi
noprtan

[=——\

MNopbop napons

DC

account successfully
logged on

PE3YJIbTAT

MP SIEM
event log




3NoyMbILWSIeHHUK: war 4

KopnopatusBHbIi
noprtan

[——\

CVE PrintNightmare

+ Domain Admins

pobGaeneHue B rpynny
agMUHUCTPATOPOB

PE3YJIbTAT

MP SIEM
event log

ModSecurity

akcnnyartauyusa CVE
PrintNighmare




3]'IOYMb||.UneHHV|K: war 5 TEHEBbIE KOMUM

Y yaaneHbl, MHpopmaums
KopnopaTtuBHbIN cermeHT Ha APM 1 cepaepax

3awmcpoBaHa
PE3YJIbTAT

KopnopaTuBHbIi
nopran

— YpaneHune TeHeBbiX KONUM

MP SIEM

L——— LUndposaHune

=\

CcOo34aH MHUMAOEHT

ModSecurity

YpaneHue TeHeBbIX KOnNui detect scan

WundposaHue

CepBepHbIU CErMeHT




ABTOomMmaTnyeckoe nocrtpoeHue Kill Chain

3anyck 3anyck 3anyck koMaHAabl

dkcnnyaraums XaKepCKOW BpyTdopc XaKepCKOW AyTeHTudmKaums

YyA3BMMOCTHU 3anyck

wudpoBanbLiuKa

YTUNUTBI napons y4€éTHou yTUNUT Ha dpannoBom Wmic
3anucu cepBepe shadowcopy
chisel mimikatz delete

log4j

—

MyTb 3NOyMbILINEHHUKA




ABTOomMmaTnyeckoe nocrtpoeHue Kill Chain

Akcnnyaraums
yA3BMMOCTHU

log4j

Initial
access

3anyck
XaKepcKom
YTUNUTBbI

chisel

Execution

BpyTdopc
napons y4éTHom
3anucum

Credential
access

3anyck
Xakepckomn
yTUNUT

mimikatz

Privilege
escalation

AyTeHTUbMKauma
Ha ¢pannoBoMmM
cepBepe

Lateral
movement

3anyck koMaHAabl

3anyck

Wmic
wudpoBanbLiuKa

shadowcopy
delete

Defense
evasion




ABTOomMmaTnyeckoe nocrtpoeHue Kill Chain

Ataka

1
Q
a

OSwee PearmpoBavue OObexTel WHumgedTel MITREATTECK Kill Chain  MocTwHuymgedT KoMMyHMKauMa WCTOPWA QedcTBMid  HMCTOpMA aTasmM

D =
Kputwueckan

.‘ [29307] ET POLICY Executable and linking format (ELF) file download Over HTTP  ( Mas: )
74.07.2023 14:13:14

JasepluMTs $83 BOCCTaHOBMNEHHA 3aBEpWHTE C BOCCTAHOBMEHWEM False positive

Pearmposanne Kill Chain HHUMaEHTE
haza pearupoBaHMA:
Werousik whumaenTa:  ("Maxpatrol S1EM ) ( Modsecurity ) (Suricata ) Tnitial Access Cradential 29311
Execulion [:D Discowery @ Access CD @ BpenoHocHsn 06bexT Bbin HAMAeH W HE BeUTEYeH B TEUEHWE 5 MUHYT
OprasyzaLma: /A ) 0 2023-28-06 14:48
: ' H
Ipynna yoTpaHesmns: Onepatwadas rpynna paccneqosaxsms \.&J U I]E:ruj‘
OTBETCTBEHHLIA: AxHa OneHHAKOBA 29310
o FJ.
fata B3aTvA B pafoTy:  24.07.2023 14:23:44 e — — ;:::"m‘ ‘g" Shadow_Copies_Deletion_with_Builtin_Tools
@D © CmD © S =@ O ——@ O T
) v
BROMEHWA: 1Y) Buiipars daiin (] ﬂ (e Lo
29309
Pawexme: Emé 1 @ ¥3 pobasneHa B NpHBMNErMpoBaKHYK rpynny Domain Admins
2023-27-06 16:35
29308
ﬁ CORELIGHT Possible CVE-2021-34527 (PrintNightmare} Exploit - SpoolS5
KpaTkme pexoMesgaimm RpcAddPrinterDriver

2023-27-06 16:34
* [poOBEAMTE NONHYH AHTHEMPYCHYH NPOBSpKY
+ IabnoxmpyiTe y3nu Ha M3

* 3a0noxMpyiTE YYETHYH) 38NKCH

+ CHEHUTE NAponk Lenesod yYeTHOH 3anucu

29306
» VaanuTe goGaBneHHY0 YUeTHYID 2aNUcs U2 LENeeol rpynn.s |"h

Monospenme Ha noabop Napons YY4ETHOA 3anHoK
2023-26-D6 13:25

29303
MOfospeHne Ha BHYTPEHHEE CETEE0E CHAHWPOBAHME
2023-26-06 13:19

"




OB bEKTO-
OPMEHTUPOBAHHOE
PEAT'MPOBAHUE




PocT KonnyecTtBa aTak n BNUAHUA YenoBevyeckoro akrtopa 35

$4.24 mnn.

MakcumanbHaa 3a 17 net
aHanNUTUKN N OTYETOB
cpegHsi CTOUMOCTb
YyTEYKN OaHHbIX

https://www.securitymentor.com/security-awareness-training-statistics-and-trends

+141%

KOJIN4ECTBO YTEYEK
pPa3JyinyHbIX TUNOB AAaHHbIX

X3.5

aTaku C UCnonb30oBaHMEM
TPOSIHOB-BbIMOraTesiemn

+55%

yTedek [MOH B obnacTu
30paBOOXpaHEeHUs
X2 P

aTak Ha BeD-
pecypcsbl

33%

PULLMHIOBbIX
nmcem

A0NS MaccoBbIX atak OT
obLero konu4yecTtBa

OTNpaBnseTcs
eXxeHEeBHO


https://www.securitymentor.com/security-awareness-training-statistics-and-trends

AvuHamMmuyeckune nnendyku

HauansHoe cocronxme
WHMUMaNMzaLMA
3anABKA CO3NaHa

OboraweHmne

VIHUMOEHT 3aKpEIT % S

Score<2 MepauuHan oGpaboTka VirusTotal

Score>=2
Ouepefs
WaonAuma yana H WaonAumA yana
: B paGoty ! H
3 v :
¥ ¥
R AHaNM Bup »
D = 4 i
KSC ckaHupoeakne : ) » 0O KSCI ga EDR
- ) O (A 0EE T < S
MMCEMO NOMB30BATEND TMCEMO NONs308aTENH ) KSC crarye

: NGFW

KSC cTamye

K paccnefoBaHuD

PaccrieposaHne

MowHoe cpadaTsieaHe

- ==~ 3aKDLITUE HHLMAEHTa

He TpebyeTcs 3apaHee paccunTbiBaTb MapLUIPYTbl aTaku U KapTbl CETeBOW JOCTUXXUMOCTU

K BOCCTaHOENEHHID

- Cratyc Ji

Sa;a-i_adira
. |TSM =

K nocT-aHanuay
v

MocT-aHanus

3aKpuiTHe MHUMLEHTa

¥ Co3Aats oTueT

------------ > VIHUMReHT 3aKpsiT

(sta 4

192.168.18.50

[lepBUYHLIN aHaNu3

PeTponouck no

TenemeTpus
cobbITUsSM

B CMDB XocTa

3anpoc aaHHbIX

l

PaclwmnpeHHbIn aHanms

ATpubyThI
obbekTa

CoepxuBaHue ot
BHELUHWN
malicious IP

PearnpoBaHune

PearnposaHue
Ha 00BLEKT U3

Ha KPUTUYHBIN
XOCT Bernoro cnucka

BapuaHTbl caoepxnsaHus

S Cuctema pearupyeT B YCIIOBUMSIX UIBMEHYUBOCTU aTak U MH(PACTPYKTYpPbI




KoHCTpyKTOp padbouux npoueccos 37

CVSSv3==7.0
CVSSv3>=7.0
oTyeTbl
no6ble TpaH3aKLUM I _ |
puTuHoCTE=Bricokan Opyroe
PyuHOoe cO3gaHWe 33ABKH Ha YCTPaHEHHE
“ CTaTyc bl \{ L '%‘g' H ycip KoHthuaeHLMansHocTe=Bricokan
SLA- 3 gHA SLAC 3 oHA BpyuHyo
HMiyem NoNMTHEY Ha yCTpaHeHne 3aABKH NEPEOTEDLITEI aBTOMaTnueckKume
A
AencTeuA
PY4Hble
'
encrema
cornacoBaHusa A
[Mepesectv B E‘.TEIIT)"C Mckniodenue
v |
_ BepHyT: B padoTy
BepHyTs B paboty---- WcknioyeHue H
L I'o,.:l.TBe:}p,cme
~ Pge : !
Bo3BpALAEMCA B LIMEN 3aRBKa Ha YCTPAHEHWE CO3NaHa — v :

VCKMIQYEHWE NOATBEPHABHD r=============== ‘




OO0BLEeKTHO-OpUEeHTUpPOBaHHOEe
pearnpoBaHue

ceTeBasi UHdbopmauns

nosib3oBaTtesin u ceCcCun

3aBepwunTb ceccum Y3
3ab610KMpOBaTb IOKaNbHYO Y3
Pa36/10kMpoOBaTh /I0KaAbHYO Y3
3aBepwuntb Bce RDP ceaHcbl

MonyuynTb HGOPMALMIO O TEKYLLMX CECCUAX

AR

tttttt

S Yaanutb Y3 U3 NOKaNbHbIX aAMUHUCTPATOPOB

MPOLLECChI M CIy>KObl

MonyunTb ceTeBble HAaCTPOMKHM

Monyuntb coegmnHeHma TCP/IP

MoNy4nTb CMNCOK TEKYLLMX CETEBbIX COEANHEHUN
MonyynTb MHPopMaumo 0 HacTpolikax DNS
Monyuntb DNS Kaw

Mony4nTb CNUCOK CeTeBbIX MApPLLIPYTOB

MonyynTb cnmncok npasma M3

Monyunte SMB 06Wwme pecypchbl

obLas nHopmaums

OcTaHOBUTL cepsuc

3anycTnTb cepBuc

MonyynTb CNMCOK CeEpPBUCOB
Yoanutb cepsuc

Mony4nTb CNUCOK CEPBUCOB
3aBepwmnTb NpoLecc

YpanuTb npouecc U3 aBTo3arpys3ku
Pa3bnokupoBaTth npotecc B AV

3abnokupoBsaTb Npouecc B AV

A A A A A

Mony4nTb CNMUCOK NpoLLeccos

VY Y Y Y Yv v vy oy

3anycTuTb NPOM3BOJIbHYO KOMaHAY
Mepesarpy3unTb XoCT

BbIKNOUNTb XOCT

Yoanutb nanky

Yoanutb danin

Yaanute MO

YpanuTtb KAKOY peecTpa
BocctaHOBUTL KAtoY peecTpa

3anycTuTb NONHOEe CKaHMpoBaHMe xocTa AV

A A A

3anycTuUTb NO/IHOE CKaHMPOBaHMe xocTa AV
aadMUHUCTPUpOBaHME

Monyuntb cnucok MO

Mony4nTb CNUCOK YCTaHOBAEHHbIX 0OHOBAEHN
MonyunTtb MHGOpPMayMo 06 yCTaHOBNEHHbIX MaKeTax
Co3paatb 3aABKy Ha obHoBneHue MO

MonyynTb HPOPMALMIO O CUCTEME

Mony4ynTb CNUCOK NOKaNIbHbIX aMUHUCTPATOPOB
MonyunTb cnncok sudo nonb3oBaTtene

Mony4ynTb pesynbTatbl CKAHMPOBAHME

Co3paTb 3aABKY Ha yCTpaHeHue yA3BMMOCTH
MonyynTb cBA3aHHbIE YyA3BUMOCTU 13 VM

Monyuntb MHbopmaumio o 3arpyske CPU/RAM




'PA® B3SAUMOCBA3IEN
N BUSYATTUIALUA
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6bICprIe NOJIHOTEKCTOBbIN KHOMKMA
CCbIJIKMN MOoUcCK ynpaBaieHusa

duvnbTpauma  copTupoBKa

Tenedons\VoIP B CucTembl

MaccoBble
onepauuu

08.08.2022 [ K
12:34:20 IKCAYATALMA

08.07.2022
21:27:05

06.07.2022 [ 1
20:36:44 KCnAyaTaLMM

He 3agano

26.01.2021 18:45:25

26.01.2021 18:45:25

MeTKun
BpemMeHuU

NMCAHHE YRIBUMOCTH:

A remote code execution vulnerability exists in the way that the MSHTML engine improperly validates input. An
attacker could execute arbitrary code in the context of the current user. If the current user is logged on with
administrative user rights, an attacker who exploited the could take control of an affected
system. An attacker could then install programs; view, change, or delete data; or create new accounts with full user

cTnan

CVE-2020-1064

CCbIJIKM obaszarenbHblIe
nons

‘IIIIIIIIIIIIII

Nerann obuapymennn

MCToNmmMK Aannbix 06 = Haenrndmuxarop = Aara nepsoro

T T Aara nocneamero
YRIBMMOCTH YRIBUMOCTH CKAHEPD obHapyxenua

obrapyxermus

| Maxpatrol 6 | 417473 26.01.2021 18:45:25 26.01.2021 18:45:25

IIIIIIIIIIII>

IIIIIIII>

MNOJIHaA KapToyka  Tabau4HbIM BUA ~ KpaTkas KapTouka
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pa3nunuHbie ¢popmarbl I

XpaHeHune AaHHbIX

peAaKTop AOKYyMeHTa

porpecc ycrpanenus:

enamsrean.
Terpou Tlerp Merpon

Jlata nastvs n pabory:
15.06.2022 21:21:20

SLA 10 yCrpanessno yxamsoct

90d 00h 00m

Cpox nenomiers:

[loTpaueno 11alOBOrO BPEMEIH:
32%

(CTaTOK BPEMCII 30 OKOHNAIINA CPOKA HCTIOICHNA:
61d 07h 27m

JlaHHbie no xocry:

S FQDN 1P aapec Oncpanmonnan cnerema
_epuep\ APM DEMO-DC 192,168, 18,50 Microsoft Windows Server 2019 Sté

PasMep 1 nonoxetme: I+ OTKpBITL Ha BEChb 3KpaH s ©
ARawboppa
Brnaaxa 1 Brotk
CIE +L: Haumerosanme:  Cepsepa Windows / Linux ®

O6was nudopmanmsn:

Craryc:
B pabore

Cpox nononmmcs:
12.09.2022 15:57:02

Onmucanne yRIBMMocTH:

A cross-site-scripting (XSS) vulnerability exists when Active Directory Federation Services
(ADFS) does not properly sanitize user inputs. An un-authenticated attacker could exploit the
vulnershility by sending a specially crafted request to an affected ADES server. The attacker who
successfully exploited the valnerability could then perform cross-site scripting attacks on affected
systems and run scripts in the security context of the current user

Criocob nenpasesms
Use the vendor&apos;s advisory
hitps//portal msre microsoft com/en-US/security-guidance/advisory/CVE-2020-1055

TIporpecc ycTpaneHns:

Henamusrenn:
Herpon Terp Terponiy

Jlara magrus n paGory
15.06.2022 21:21:29

Linux Kernel 2.6

CentOS Linux 7

macOS Big Sur

CISCO 105Cisco

Windows Server 2019 Standard
Windows 11

Ubuntu 22.04

CentOS Linux 8

Microsoft Windows Server 2019
Microsoft Windows 11 Pro

Windows 10 x

Microsoft Windows Server 2016
Microsoft Windows Server 2019
MaiikpocodT Windows 10 Pro

WAlind~saue 100

.cepsepanaocumn: 26.5% .cepeepanaocwlndaws 73.5%

26.5%

Wcnons3osats u3
AeAcTBMA:

®OopMaT AOKyMeHTa:

OpMeHTaLMA AOKYMeHTa:

OTCTynbl AOKyMeHTa:

83 Hactpoutb

” word

HymMepauus cTpaHu:
KONOHTUTYbI:

Excel

Koni-BO CTPaHWLL B WMPUHY:

Kon-80 CTpaHuU B ANUHY:

=+ Bxonuo# napamerp

HeT anemeHTOB

Windows Server 2016 Standard

Microsoft Windows 10 Pro

Windows Server 2019 Standard

~
v
~
v
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KoHCTpyKTOp BUINKETOB

KapTbl U NJ1aHbl MOMELL,EeHUA Aawbopabl

TON-5 AKTHBHLEX KPHTHYHBIX HHLKASHTOR
HauMeHoBaHMe KpHTHUHOETE CraTyc c

OTNPaBKa NWChME C NOACIPHTENBHOMD

AomMena: acmetek.com KpuTHdHan HoBue
OGpaWweHre Ha NOLOSPHTENBHBIA LOMEH S o
cutt.ly
OGpaWEHIE HA NOQOIPHTENBHBIA LOMEH
conect-app.com Beicokan HoBsi
Ofpawesre C NogospHTENEHOrO IP
102.168.4.172 (ws4-dev.sv.local) Bricokan Homsift

KPHTHUHOCTE WHAWKATOPOR TLP ANA HHAKKATOPOB

c ¢

239,227

112,078
o
rpadbl cBA3en
8,017
777,609
«——i0A
) i [Malware] mirai . Huskan 68.4% . CpegvRa  0.7% . Amber 64.9% White 30.7%
~EEEEr - ersss P oo [ romnan 200% Bre oo Po=r i
'$206-116-23-54.bc hsia.telus.net) \ . . . M ..
10A
J
10C @
R
16A MHTEPaKTUBHaA aHaJIUTUKa N CBA3aHHbIe rpaqwl KN
_11P] 126.252.93.204
< KonMuecTBo aKTMBHBIX MH[ TOPOB 33 Nnepuopj KoNnM4ecTBO aKTMBHBIX MHIMEHTOB 3a neproj

934676 7
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pa c Bﬂ 3e M ol Ll e emote Command Execution: Log4j CVE-2021-44228

¥ PekoMeHAaUMK

Mep pears Ha T

1. NpoeequTe GNOKUPOBKY YaNa-UCTOYHWKE Ha M3

2. MNpoBeauTe NONHYI0 AHTUBMPYCHYH NPOBEPKY Y3na
3. 3abnokupyATe aKTMEHYIO Y4eTHYIO 3annch

[MHumnpent] NMNopospenne Ha noaboOpP NApPoONA YHYETHOH 3ann
Paclmpenioe CAEPHMBaHNE WHUKMAEHT
1. NpoaHanuaupyiTte cobuimua ayTenTudmuikaumum c
AAHHOrO Y3Na, @ TaKKe NOA aKTUBHOW W Lenesoi
1 e Ko M e H a M M 3 Kc n e To B — YUBTHBIMW 3aNUCAMA, B cnyuae o6HApYXEHUA [Ceppep\APM] 192.168.18.20 @
[] NOAO3PUTENBHBIX/MACCOBBIX NONBITOK ayTeHTUhMKALMA
Ha Apyrve yanel pekomenayetca aabnokuposate [P
A@HHBIX Y3708 HA M3, @ TAKKE LIENBBYIO YUETHYIO 3aNUCh @

[Yuernan sanuce] rsrch.local\userS

TA00DG Credential A = T1110 Brute F
redential Access rute Force T1110 - Brute Force @
¥ PexoMenaaunn

2. 3anycK OeUCTBUM U3 rpadha —— eron wsene A

[Y¥4eTHan 3anuck] rsrch.local\tsoy

1. BuiACHUTE, ABNAETCA N BLIABNEHHAA AKTMEHOCTL % COpOCUTE Naponb y4eTHoR
NervTMHOR ANS NONLIOBATENA U XOCTA [YueTHas 3anuce] rsre sanucu

2. ECNW YCTAHOBNEHA NFUTUMHOCTb, HACTPOATE i

KoppenauuoHHoe npasuno SIEM, ncknodaiowee CMEHWTL NAPONL YYETHON

cpaboTiu False Positive 3aNUCK Ha CTAHAAPTHLIA

3. UHTepPaKTUBHbLIE nepexoabl — 5. G TS rapa, & TR e S
n 1. ECNW aKTUBHOCTL HENErMTUMHE, 8 TAKXKe NPU HaNUUUKM 3aNACkI0 X0CTel B CMDB

cobbiTHiA yenewHol ayTeHTudrkaymm nog uenesoi

= = = [o6aBuTL YUeTHYIO 38MACh B
3a6NOKMPYATE TEKYLLYI) YHETHYIO 3anWch rpynny ®

2. 3abnoknpyiiTe aTakylowmiA U aTakyemsld IP-agpeca Ha

M YAanuTi yHeTHYI0 3ankce U3 anue] rsrch.local\ivanov @
2 3. MpOBEAMTE NONHYI0 AHTUBHPYCHYIO NPOBEPKY Y3NoB, rpynnbl
"

H e OLI e B Mn H bl e c B;I 3 M 330€MCTBOBANHEIX B MHLMgEHTE

PacwmMpeHHoe CAepHMBAHNE MHUHAEHTa . ?:S:g:mpoaam ST
1. NpoaHanuznpyiTe cobbimuA ayTeHTudHKaumm ¢ [YuetHan sanmce] rsrch.local\smirnova

AaHHOMD YaNna, a Takke Noj TEKYWel y4eTHOR 3anvckio B [CepBep\APM] 192.168.18.5!
OKPECTHOCTMA MHUMAEHTA. B Cliyyae oGHapyXeHus

NOAO3PMTENBHEIX/MaCCOBLIX MONLITOK ayTEHTHHUKALMN

Ha Apyrvie yanl pekomerayeTca 3abnokuposates IP

AaHHLIX Y3N0B Ha M3

Pa36noKMpoBaTE YYETHYIO
2anUck

P PekomeHgaumm
[1P] 192.168:4.173
»

[Category] TorNode TAD042 Resource Development - T1586
Compromise Accounts

. ° ¥ PexoMerHgaunin @
[1P] 192.168:4:171

Nep pear Ha T [ATaka]
1. NpoeeguTe BNOKMPOBKY Y3Na-WCTOYHMKE Ha M3 CeteBan be3onacHOCTL

v - -
. : [Threat] DDes 3. 3a6noKMpYIiTE aKTUBHYIO yJeT

NACbL
m - . PacumpenHoe caepmHBaHne HHUMACHTA [""u"ﬂe'"]
: 1. NpoaxanuanpyiTe cobbITMA ayTeHTUDHKALW C AaHHOTD Nopo: e Ha 6op nap YYETHOH 3anncu
[Malware] mirai ¥3na, a Takxe N0A aKTMEBHOM ¥ LENesod Y4YeTHsIMA
3anucsMK. B cnyuae obHapyXeHus NogospuTensHbIX/
MaCCOBLIX NOMLITOK ayTEHTUDUKALMK Ha ADYTHE Y3kl [YueTHas 3anucek] rsrch.local\user!

pekomMeHayeTcs 3abnokupoeate IP gaHHbIX Y3Nn0B Ha M3, a
TAKXKE LIENeByI0 YUETHYIO 3aNHCh [YueTHaa zanuce] rsrch.local\ivanov @

JOAY

=
O6pawetine Ha " 'Y
wreab [P [1P]206.116.23.58 . . —
ios0 1mpact

noposp:
206 .23.54
(5206-116-23-54 bc hsia. telus.net)

TADDO06 Credential Access - T1110 Brute Force [YueTHas 3anmuce] rsrch.local\pyatochkin

¥ PexoMeHgauMn
| - # , .
[Threat] APTa1 - . » M2 Mep ananu3
Zhenbao/Hammer Panda "TADOOT Discovery 1. BolACHWTE, ABNAETCA NV BLIABNEHHAR aKTHBHOCTL
NEruTUMHOA ANA NONL30BATENA W XOCTa
2. ECNM YCTaHOBNEHa NErMTMMHOCTE, HAcTPOWTe T1110 - Brute Force
KOppensuMoHHOe NpaBmno SIEM, nckmouaoiee cpabotkm [YueThan 3anmce] rsrch.local\tsoy
False Positive

- N Nep pear Ha T
' 1. ECAM @KTMBHOCTL HENErUTMMHA, @ TAIOKe NPY HAaNMUMA Cepeep\APM] 192.168.18.50 @
AIP1126.252.93.208 cobbITWA YCNewHow ayTeHTHOUKAUMK NoA Leneson [Cepsep !
YHETHOM 33NMCHI0 C Y3N3-MCTOUHNKE MHLMIBHTA,

3abnox WTe TeK 10 YUET ACH YueTHas 3anuce] rsrch.local\smirnova
N e Fvie ey - T1586 - Compromise Accounts [ ]

. 2. 3abnoxupyiTe aTakyoWwuin v atakyemsi [P-aapeca Ha

[Category] Phishing M3
3. NpoBeauTe NONHYK aHTUBKPYCHYHD NPOBEPKY Y3N0B,

[Threat] cnc 33/1EACTBOBAHHEIX B MHLMIEHTE

«

[Malware] mirai.haikai

PaclmMpeHHoe CAEPIKMBAHHE WHUMAEHTA [Cepsep\APM] 192.168.18.20 @ [YuetHan 3anuce] rsrch.local\petrov

1. Npoaxanu3vpyiTe cobbITMA ayTeHTUdUKaUWMM C AaHHOTD
Y3Na, a Takxe Noj Tekyler y4eTHOR 3anucsio B
OKPECTHOCTM MHLMAEHTA. B cnyuae obHapyxeHus
NOAO3PUTENBHBIX/MACCOBbLIX NONLITOK ayTEHTUDWKaUMK Ha
APYrve y2nel peKoMeHayeTca 3abnokuposate IP AaHHLIX
Y3N0B Ha M3




JIYHLUUE NMPAKTUKHA




KoHCTpyKTOp ponen n MeHro

AKTHBLI Ya3BuMMOCTH

S AKTUBbI CnpaBOYHUKHU HacTtponku

S Yaseumocty  CnpaBoOYHMKMU

~ I AKTMBGI

4 Ayantop

A Bnaaneneu cucrembl

1 MEHe,D,}Kep no WHBEHTapM3auMK

A TexHuumeckmii agMMHUCTpaTOp

> M bronnerteHb

Hacrponku

> M WHumMaeHTHI

» MNeTp NeTpoe

root
AzbIK: PYCCI{HI:"I Y
p— TeMa: CeeTnan e

Opranmsauma: 000 "Mosa obopoHa”
= BUAWMMOCTb 10YEPHWUM OPraHU3aUMam:

% Hactpoiikmu npoduna

TeMbl opopmMieHUs

multitenancy

MY/IbTUA3bBIYHOCTDb

e Yrenne

+ NobGasure

nepcoHasibHas  rpaHynspHble
BUTPUHA HaCTPOWKMN

e Pepakrmponanmne o ANMHHHCTPUpOBaAHWE

<+ Nobasure <+ Nobasurs
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JTYULLWE TNMPAKTUKA

1. NIST




JTtanbl 06padboTkn nHunageHtoB (NIST) + 3KCNepTHble peKOMeHAALUN —

OnucaHue ncnoJsib3dyeMbiIX UHCTPYMEHTOB U NpOoLEeCCOB.

NMOArOTOBKA -
BHYTPeHHNE N BHewHne cepBuckl, C3W, cnncku NckrnoveHumn, coctas komaHg SOC

C60p AaHHbIX B OKPECTHOCTAX MHUMUAEHTA:

OBOTALLEHUE .
PETPO-NMOUCK, SiIgMma-rnpasura, aHalimTu4eCKkme cepBucChbl

Knaccmbuxau,vm n aHann3 MHUNAOEeHTa.

{xs| |
maTpuua MITRE ATT&CK, cnenok xoctoB, undposblie cemnaetenbcTtea, Kill Chain = &
CLIEPKVBAHVE Er!_oxprBaHMe VVI n3onsuus: | B
YYETHbIX 3annceun, XocTos, BpenoHocHbIXx URL/Email/gomeHoB

PeaFVIpOBaHVIe Ha OCHOBEe KJH4YeBbIX OOBLEKTOB:

PEArMPOBAHUE y g ™\
70+ npegHacTpPOEHHbIX AencTBuUm ans xoctos, 20+ ansa Y3, +apyrne oobekTbl @

Bo3BpaT CKOMNPOMETMPOBaHHbIX 00BHLEKTOB B UCXOAHOE COCTOsIHUe:

BOCCTAHOBJEHUE
pa3bnoknpoBka, NpoBeaeHNe BOCCTAHOBNEHUS N3 Bakana

LESSONS LEARNED

BbinonHeHne paboTbl Hag oWMOKamMu: O
HeJOoNyLEHNS MOBTOPEHUS aHaNOrMYHbIX MHUNOEHTOB =




JTYULLWE TNMPAKTUKA

2. IKCITIEPTU3A SV
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pa c Bﬂ 3e M Compromise Accounts

¥ Pekomexaaumi

Nep pear

. NpoeeauTte Snoxp:
. NpoeegwuTe n
3. 3a6nokupyiiTe aKTy

N

Paci < Ta
1. MpoaHanuamupyiiTe cobbms a
AAHHOTC Y3NA, 3 TAKXE NOA AKTMBHON 1 LeNeBoi
1. peKkoMeHAaUMn IKCNepToB - e T
n MOAOIPUTENEHEIX/MACCOBBIX MONKITOK AYTeHTUdMKALMK
Ha ApYTve yane: pexomerayeTc salinokuposars 1P
ABHHBEX Y3N0B HA M3, 3 TAKXE UENEBYK) Y4eTHYIO JANKCE

HTHOMKALWA C

TA0006 Credential Access - T1110 Brute Force
¥ Pexomenaaumm

MepBuuHbIi AHANKI UHUMACHT

1. BuiSCHUTE, ABNAETCA N BLABNEHHASN AKTHEHOCTE
WTUMHOR ANA NONBIOBATENA W XOCTa

2. ECNW YCTAHOBNEH NerHTHMHOCT, HACTPOITE
KOPPENAUMOHHOE Npasnno SIEM, uekmouaouee
cpaborku False Positive

Nep! pear Ha T

1. ECN¥ aKTUBHOCTH HENETUTAMHA,, & TAKOKE: NI HANMUMK
coBbmuil yenewKow ayTesTudinkaum o, ueneson
N@-MCTOMMMKE MHUWABHTA),

2. 3a6noKUpYATE aTaKyIOWWA W aTa 4 [P-appeca Ha
M
3. NposegnTe NONHYK) aHT PYCHYO NPOBEPKY Y3

33/1eMCTBOBARHBIX B MHLMABHTE

Paci € Ta

1. NpoananusupyWte cobemms ayTenTudnkaum ¢
AGHHOTO Y3713, 3 TAKKE MO TEKYUIeH| YYETHOM 3anncsio B
OKPECTHOCTI MHMAeHTa. B ciyuae obHapyXeHus
MOAOSPUTENBHBIX/MACCOBLIX MONBITOK AyTeHTUdMKaLMK

Ha ApYrve Y3/l DEKOMEHAYETCR 33010KupoEaTs
AaHHb Ha M3
PekomeHaaumnu

TA0042 Resource Development - T1586
Compromise Accounts

¥ PexomMergalimm

MepBryHOE PEarHpoBaHKe Ha HHLMACHT
1. NpoeeguTe
2. NpoeegwTe
3. 3abnokupyiTte 0
PacluMpeHHOE CASPHBaHKE HHUMACHTa

1. MpoaHanuzupyiiTe cobLTUR FYTEHTUONKAUMMA C JaHHOTO
Y3M3, 3 TAKKE NOA AKTUEH0N ¥ LENES0M YUETHSIMA
3anucamM. B ciyuae obsapyXesns NoJ0SpUTENsHLIX/
MACCOBLIX MOMSITOK 3YTE MKELIM HE ADYTHE V3Nl
PpeKoMeHayeTCs I y3nos ka M3, a
TaKKe Les

TAD006 Credential Access - T1110 Brute Force
¥ PexomMergalimm

MepBrYHbIA aHaNM3 HHLKACHTa

1. BusicHWTE, SENSETCR W BES Has aKTMBHOCTE
NMErVTUMHOR JU1S MoNs3083 W XDCTa

2. EC'M YCTaHOBNEHA NErMTUMHOCT, HaCcTpoWTe
KoppensumosHoe npaauno SIEM, nconouaowee cpabotkn
False Positive

MepBryHOE PEarHpoBaHKE Ha HHIMACHT

1. ECM aKTUBHOCTL HENETWTHMEA, 3 TAIOKE NMPA HANMUMK
COOLITWIA YCNeIwHOM ayTeHTIDMKALMKM N0 LeSIes0M
YUETHOR 3aMHCLID C Y3N3-MCTONHWK MHLMAEHTA,
zabinoxupyiTe Te
2. 3abnokupyiTte
Ma

3. NpoeeguTe 0. a
33[EACTEOSANHEX B MHLM
PacliMpeHHoe CAEPMHMBIHWE HHIMIEHTA

1. MpoaHanuanpyiiTe CobLTHR ayTeHTUAMKALMA C JAHHOTO

W IP-agpeca Ha

BEpKY Y3nos,

OKPeCTHOCTH MHLMAesTa. B
MOJO3PHTENBHEIX/MACCOBLIE MO
APYTHE Y=Mbl DEKOMERAYETCR
yanoe Ha M3




JTYULLWE TNMPAKTUKA
3. C3M




YnpaBrneHue nHuugeHTamum oo
[MepumeTp KOMNaHuUm Eﬁg
coobiTna [ WHUNOEHTDI
NGFW @ c60op CbIpbIX COBbLITUI SIEM
Proxy EDR
Email TIP
AV cOop MHUNOEHTOB @ !
Sandbox
; @ pearnposaHune
150+ pencreun
Data Lake _p Windows
Linux
Kafka, Hadoop,
afka, Hadoop Cay

Elasticsearch u gp.

51

100+ TEXHUK N TaKTUK MaTpuULbl
MITRE ATT&CK®

knaccundpmkaumsa 250+ Tunos
MHUUOEHTOB U cobbiTun b

CepBuchl oboraweHus

 |IP, URL
 Emalil agpec, gomeH
« Xaw dannos




JTYULLWE TNMPAKTUKA

4. OBOIALLEHUE

N3 3RP PARTY




MITRE ATT&CK

Reconnaissance

Inforr

Gath:

Org Information
f ing for

Information

User Execution Command and Scripting Interpreter Brute Force Compromise Accounts System Network Configuration Discovery Network Service Discovery

Exploitation of Remote Services Inhibit System Recovery

Resource Execution

Development

Acquire Drive-t Command and
Scripting
Interpreter

Infrastructure

Removable Media

Chain

User Execution

Windo
Management
strumentation

Remote Access Software Data Encrypted for Impact

Privilege
Escalation

Persistence

Defense Evasion Lateral
Acces: Movement

Exploitation of

Account
Remote Services

Manipulation
Brute Force

tial

t Capture

todify

Authentic

Implant Internal
Image
dify
Authentic
Pr

2 Applicat

Startug

Command and
Control

Transfer

oud Ac

Software
Traffic Signaling

Service

Exfiltration

oun

Data
Manipulation

Wipe

Endpoint Denial

Inhibit System
Recovery




MITRE ATT&CK

MITRE ATT&CK: User Execution Command and Scripting Interpreter Brute Force Compromise Accounts System Network Configuration Discovery Network Service Discovery System Network Connections Discovery Account Manipulation

Exploitation of Remote Services Inhibit System Recovery Remote Access Software Data Encrypted for Impact

T1573.00 Asymmetric
2 Cryptography

T1484.00 Group Policy
1 Modification

L.

Adversaries may enumerate browser bookmarks to learn more about compromised hosts. Browser bookmarks may reveal personal information about
users (ex: banking sites, interests, social media, etc.) as well as details about internal network resources such as servers, tools/dashboards, or other

related infrastructure.
Browser

Bookmark Browser bookmarks may also highlight additional targets after an adversary has access to valid credentials, especially [Credentials In Files]

(https://attack.mitre.org/techniques/T1552/001) associated with logins cached by a browser.

Discovery

Specific storage locations vary based on platform and/or application, but browser bookmarks are typically stored in local files/databases.

Adversaries may search freely available technical databases for information about victims that can be used during targeting. Information about victims
may be available in online databases and repositories, such as registrations of domains/certificates as well as public collections of network data/artifacts
gathered from traffic and/or scans.(Citation: WHOIS)(Citation: DNS Dumpster)(Citation: Circl Passive DNS)(Citation: Medium SSL Cert)(Citation:
SSLShopper Lookup)(Citation: DigitalShadows CDN)(Citation: Shodan)

Search Open

Technical
Databases

Adversaries may search in different open databases depending on what information they seek to gather. Information from these sources may reveal
opportunities for other forms of reconnaissance (ex: [Phishing for Information](https://attack.mitre.org/techniques/T1598) or [Search Open
Websites/Domains](https://attack. mitre.org/techniques/T1593)), establishing operational resources (ex: [Acquire Infrastructure]
(https://attack.mitre.org/techniques/T1583) or [Compromise Infrastructure](https://attack.mitre.org/techniques/T1584)), and/or initial access (ex:
[External Remote Servicesl(https://attack.mitre.ora/techniaues/T1133) or [Trusted Relationshiol(httos://attack.mitre.ora/techniaues/T11991).
Adversaries may employ a known asymmetric encryption algorithm to conceal command and control traffic rather than relying on any inherent protections provided by a
communication protocol. Asymmetric cryptography, also known as public key cryptography, uses a keypair per party: one public that can be freely distributed, and one private. Due to
how the keys are generated, the sender encrypts data with the receiver’s public key and the receiver decrypts the data with their private key. This ensures that only the intended
recipient can read the encrypted data. Common public key encryption algorithms include RSA and ElGamal.

For efficiency, many protocols (including SSL/TLS) use symmetric cryptography once a connection is established, but use asymmetric cryptography to establish or transmit a key. As
such, these protocols are classified as [Asymmetric Cryptography](https://attack.mitre.org/techniques/T1573/002).

Adversaries may modify Group Policy Objects (GPOs) to subvert the intended discretionary access controls for a domain, usually with the intention of escalating privileges on the
domain. Group policy allows for centralized management of user and computer settings in Active Directory (AD). GPOs are containers for group policy settings made up of files stored
within a predicable network path <code>\\<DOMAIN>\SYSVOL\<DOMAIN>\Policies\</code>.(Citation: TechNet Group Policy Basics)(Citation: ADSecurity GPO Persistence 2016)

Like other objects in AD, GPOs have access controls associated with them. By default all user accounts in the domain have permission to read GPOs. It is possible to delegate GPO
access control permissions, e.g. write access, to specific users or groups in the domain.

Malicious GPO modifications can be used to implement many other malicious behaviors such as [Scheduled Task/Job](https://attack.mitre.org/techniques/T1053), [Disable or Modify
Tools](https: //attack.mitre.org/techniques/T1562/001), [Ingress Tool Transfer](https://attack.mitre.org/techniques/T1105), [Create Account]
(https://attack.mitre.org/techniques/T1136), [Service Execution](https://attack.mitre.org/techniques/T1569/002), and more.(Citation: ADSecurity GPO Persistence 2016)(Citation:
Wald0 Guide to GPOs)(Citation: HarmjOy Abusing GPO Permissions)(Citation: Mandiant M Trends 2016)(Citation: Microsoft Hacking Team Breach) Since GPOs can control so many user
and machine settings in the AD environment, there are a great number of potential attacks that can stem from this GPO abuse.(Citation: Wald0 Guide to GPOs)

For example, publicly available scripts such as <code>New-GPOImmediateTask</code> can be leveraged to automate the creation of a malicious [Scheduled Task/Job]
(https://attack.mitre.org/techniques/T1053) by modifying GPO settings, in this case modifying <code>
<GPO_PATH>\Machine\Preferences\ScheduledTasks\ScheduledTasks.xml</code>.(Citation: Wald0 Guide to GPOs)(Citation: HarmjOy Abusing GPO Permissions) In some cases an
adversary might modify specific user rights like SeEnableDelegationPrivilege, set in <code><GPO_PATH>\MACHINE\Microsoft\Windows NT\SecEdit\GptTmpl.inf</code>, to achieve a
subtle AD backdoor with complete control of the domain because the user account under the adversary's control would then be able to modify GPOs.(Citation: HarmjOy
SeEnableDelegationPrivilege Right)
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