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CISCO SecureX

Mcyberbit soc 3p

#» paloalto’ Cortex XSOAR

m
IBM Resilient

L

LERE ArcSight

F:ERTINET FortiSOAR

dboe Agedonr d fropefrj dodAa
SOAR

Security Orchestration, Automation and Response
dboe Aédedonr q osYReErabdd
VM

Vulnerability Management
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AM

Asset Management
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ivanti Platform
IBM OpenPages with Watson

RS/ Archer GRC
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WEnterprise Risk Management
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Threat Intelligence Platform Governance, Risk Management and Compliance
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User and Entity Behavior Analysis
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Anomaly Detection with Machine Learning bd You®dA no
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Threat Intelligence Platform

Security Orchestration, Automation and Response
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User and Entity Behavior Analysis

DLP, Sandbox, VulnScaners,
anti-APT, PUM/PAM, EDR, WAF aRArabjqyddg¢rq d
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Antivirus, NGFW, UTM, PKIl,
IPS/IDS, anti-DDo0S, anti-SPAM
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Pezynbtat ananu3a https://tuiaazul.com.briwww.netflix/0cb
OomeH: tuiaazul.com.br

CTpaHa: US

lopoa:

Cepeep: Apache

IP-agpec: 192.185.177.73

ASM: AS26337

Mrma ASN: OIS1, US

UrlSCAN Score: 100
True

CchinKa Ha pe3ynbsTaT npoBepku: https://urlscan.io/result/ 1

PesynsTaT aHanusa curHaTypsl EICAR-Test-File

Onucanme curHatypsl: Moa umenem "EICAR-Teq
COM-dainn, kotopein Bupycom HE ABNAETCH, a
BO3BpalaeT ynpasnexue DOS.

Nata obHapymkeHWs:

Knacc: DangerousObject
Nata nybnukaumm B base: 19/04/2016
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VHUMAEHT "OUWNHI

4.06.2022
Ha3HaYeHns

VIHUMACHT (2 Nutky ttempt_atomic_f

HenoMHsLwmiA MeTp Bopucosuy

B Buicokuin

HenoMHAWKiA NeTp Boprucosuy

Monoe Mapk AHaToNbeBMH

O6Hapy»eHa NonbITka
nontopa napons ans

YUYETHOIA 3amKcy root ¢
y3na 172.20.4.114 Ha
yane demo-astra-cmn

. Oxumpaet

1781801 Ha3HaueHuA

WHUMAEHT (2 nuHnn) Bruteforce_attempt_atomic_custom
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NOTEHLMAANLHO
ULIAHIOBOE MMCLMO B
aapec
presale4@demo.security
vision.ru o1

MoCTYNUNO NOTEHLUMANLHO
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svdemo777@mail.ru
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WHuMaeHTE! ATaru Oepeso MoW WHUMAEHTSI Mow ataku

?- Q e E I.II Iil 5 MuHyT v C m b CoxpaHnTh E Monxas KapToOUuKa :‘.
M 1d = [+ Haumenosanue = [¥) para cospasms = ] Oreercreentmit = [¥] Araxa = [29276] Potential Remote Command Execution: Log4j
CVE-2021-44228
m 29277 ET POLICY Executable and linking format {ELF) file download Over HTTP 24.07.2023 13:43:43 29278 E KonwuecTso cobeimui: 1
m 20276 potential Remote Command Execution: Log4] CVE-2021-44228 24.07.2023 13:42:43 29278 = Obuian winbopratma
THIN MHLMAeHTA: IRCNAYATALMA KPHTHUHOA YAIBHUMOCTH
29275 Nogoapexwe Ha nogGop NaponA YYeTHOR 3anMcH 24.07.2023 13:43:43 29278 E MCTOUHMIC:
Flodsacy ¥
Oprasusayms: 000 "Mor OBopoHa"
m 29274 MNogoIpeHHe Ha BHYTPEHHEE CETEBDE CKAHHPOBAHNE 24.07.2023 13:43:43 29378 = - - -
Nnawoswid CpoK B3ATHA B 24.07.2023 17:43:43
= paboTy: i
20272 PTAF_Correlation_triggered 24.07.2023 12:40:47 .
o - on_tnog - MnaHoBwiA CpoK 27.07.2023 13:43:43
PeLIEH A |
29271 LSASS_Memory_Dump 24.07.2023 12:40:47 E TaKTHKM ATAKH:
29270 Add_new_user_in_commandline 24.07.2023 12:40:47 Eea Benaesa 29221 E
20260 Stop_Important_Service 24.07.2023 12:40:47 EBa Genaesa 29221 E IR T L
29268 windows_Eventlog_cleaning 24.07.2023 12:40:47 Eba benAesa 29221 E
1 1
29267 Service_Created_or_Modified 24.07.2023 12:40:47 Epa benacpa 29321 =
29266 Possible_network_connect_through_local_tunnel 24.07.2023 12:40:47 =
1
IYIES — L 07 2197 17-40-4F IO
29265 Remoting_WMI 24.07.2023 12:40:47 Esa Benaesa 29221 IE‘ Vulnerabilty 33% . Bespuwi xocr 33%
B cepzepiarm 33%
29264 Windows_Malicious_system_like_process_started 24.07.2023 12:40:47 Era Benaesa 29221 E
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Ataka
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Q
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OSwee PearmpoBavue OObexTel WHumgedTel MITREATTECK Kill Chain  MocTwHuymgedT KoMMyHMKauMa WCTOPWA QedcTBMid  HMCTOpMA aTasmM

D =
Kputwueckan

.‘ [29307] ET POLICY Executable and linking format (ELF) file download Over HTTP  ( Mas: )
74.07.2023 14:13:14

JasepluMTs $83 BOCCTaHOBMNEHHA 3aBEpWHTE C BOCCTAHOBMEHWEM False positive

Pearmposanne Kill Chain HHUMaEHTE
haza pearupoBaHMA:
Werousik whumaenTa:  ("Maxpatrol S1EM ) ( Modsecurity ) (Suricata ) Tnitial Access Cradential 29311
Execulion [:D Discowery @ Access CD @ BpenoHocHsn 06bexT Bbin HAMAeH W HE BeUTEYeH B TEUEHWE 5 MUHYT
OprasyzaLma: /A ) 0 2023-28-06 14:48
: ' H
Ipynna yoTpaHesmns: Onepatwadas rpynna paccneqosaxsms \.&J U I]E:ruj‘
OTBETCTBEHHLIA: AxHa OneHHAKOBA 29310
o FJ.
fata B3aTvA B pafoTy:  24.07.2023 14:23:44 e — — ;:::"m‘ ‘g" Shadow_Copies_Deletion_with_Builtin_Tools
@D © CmD © S =@ O ——@ O T
) v
BROMEHWA: 1Y) Buiipars daiin (] ﬂ (e Lo
29309
Pawexme: Emé 1 @ ¥3 pobasneHa B NpHBMNErMpoBaKHYK rpynny Domain Admins
2023-27-06 16:35
29308
ﬁ CORELIGHT Possible CVE-2021-34527 (PrintNightmare} Exploit - SpoolS5
KpaTkme pexoMesgaimm RpcAddPrinterDriver

2023-27-06 16:34
* [poOBEAMTE NONHYH AHTHEMPYCHYH NPOBSpKY
+ IabnoxmpyiTe y3nu Ha M3

* 3a0noxMpyiTE YYETHYH) 38NKCH

+ CHEHUTE NAponk Lenesod yYeTHOH 3anucu

29306
» VaanuTe goGaBneHHY0 YUeTHYID 2aNUcs U2 LENeeol rpynn.s |"h

Monospenme Ha noabop Napons YY4ETHOA 3anHoK
2023-26-D6 13:25

29303
MOfospeHne Ha BHYTPEHHEE CETEE0E CHAHWPOBAHME
2023-26-06 13:19

"
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MCnoNHeHus:

vulnerability exists in the way that the MSHTML engine improperly validates input. An
attacker rbitrary code in the context of the current user. If the current user is logged on with

administrative user rights, an attacker who exploited the could take control of an affected
system. An attacker could then install programs; view, change, or delete data; or create new accounts with full user
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Onmucanne yRIBMMocTH:

A cross-site-scripting (XSS) vulnerability exists when Active Directory Federation Services
(ADFS) does not properly sanitize user inputs. An un-authenticated attacker could exploit the
vulnershility by sending a specially crafted request to an affected ADES server. The attacker who
successfully exploited the valnerability could then perform cross-site scripting attacks on affected
systems and run scripts in the security context of the current user
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Ton-5 AKTHBHBIX KPHTHYHBIX HHLUHASHTOR

Hanmerosamme KpHTHUHOET Cratyc c
OTNPaBKa NKChMa ¢ NOACDHTENBbHETD
AomMena: acmetek.com KpuTHdHan HoBue
OGpaWweHre Ha NOLOSPHTENBHBIA LOMEH BLicoKan —
cutt.ly
OfpaweHre Ha NOQO3PHTENBHBIR QOMEH
conect-app.com Beicokan HoBeifi
Ofpawesre C NogospHTENEHOrO IP
102.168.4.173 (wsd-dev.sv.local) Beicokan HoBesft

KPMTHUHOCTL MHAHKATOPOR TLP ANA HHAKKATOPOB

c c

239,227

112,078
3JeAhad dg¥R
8,017
777,609
B« —oa
oﬁwi i [Malware] mirai ) .Hu;gan 68.4% .Cpe,u,uia 0.7% .Amher 64.9% White 30.7%
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‘l' W 8 L J’ ComeRoTe e AT emote Command Execution: Log4j CVE-2021-44228

¥ PekomMeHAaUMK

NMep peari Ha T

1. NpoeequTe GNOKUPOBKY YaNa-UCTOYHWKE Ha M3

2. MNpoBeauTe NONHYI0 AHTUBMPYCHYH NPOBEPKY Y3na
3. 3abnokupyATe aKTMEHYIO Y4eTHYIO 3annch
Paclmpenioe CAEPHMBaHNE WHUKMAEHT

1. NpoananuanpyiTe cobkirua avTeHTHdJmauMM [

- - HHOF 'yana, e No aKTu 0 eBoi
1 o Ctsd3d deH Oy d ¢ 1 Cmifj-iels.ts o (Compvin) 121615208
[] ,ClDB acco none|

Ha Apyrie IKOMe! eTCA 3 abnorvuosah P
A@HHBIX Y3708 HA M3, @ TAKKE LIENBBYIO YUETHYIO 3aNUCh @

[MHumnpenr] Noposperdne Ha nonbop napons y4eTHOH 3ann®

[Yuernan sanuce] rsrch.local\userS

T1110 - Brute Force [Y¥4eTHan 3anuck] rsrch.local\tsoy

2. LOfEMS HJj2 Mo it CEOWO - o e °

TAO006 Credential Access - T1110 Brute Force @
M

1. BuiACHUTE, ABNAETCA N BLIABNEHHANA AKTMBHOCTL % COpOCUTE Naponb y4eTHoR
NervTMHOR ANS NONLIOBATENA U XOCTA [YueTHas 3anuce] rsre sanucu

2. ECNW YCTAHOBNEHA NFUTUMHOCTb, HACTPOATE .
KoppenauuoHHoe npasuno SIEM, ncknodaiowee CMeHUTb NapoNk Y4eTHOA
cpaboticy False Positive 38NKACK Ha CTAHAAPTHEIN

- -
3 IS 'l'B G) g IS 8 I epauufoe p Bavfie Ha n""eﬁ I I [ [vuetnas sanuce] rsrch.local\petrov R
" . Ecn TMBH umHal B Traiok Ha. ] 3anvcelo xocTel 8 CMDB

uﬁhn CreWwHon ayT chMKkaumK nog uenesoi
= [o6aBuTL YUeTHYIO 38MACh B
3abnokupyiTe ‘EKVLVKJ YUeTHYIO 3anuch rpynny ®
2. 3abnoknpyiiTe aTakylowmiA U aTakyemsld IP-agpeca Ha
M3 YAANWTL YHeTHYI0 3aNKCk W3 anuce] rsrch.local\ivanov @
2 - - - V& MposeauTe NonHio aHTHBHPYCHYIO NPOBEPKY Y3N0B, rpynnel
B 8 H 8 p,eu BOBAHH MHUMAeHTe
" Facm HHO® PIMMBAHNE MHUMEHTa y 41 local . g:::g:mpoaam YHETHYIO
1. NpoaHanuanpyiite cobuTna ayTeHTHduKkaumm c [Y4emas sankce] rsrch.local\smimova
AaHHOMD YaNna, a Takke Noj TEKYWel y4eTHOR 3anvckio B [CepBep\APM] 192.168.18.5!

Pa36noKMpoBaTE YYETHYIO
OKPECTHOCTMA MHUMAEHTA. B Cliyyae oGHapyXeHus 2anUck

NOAO3PMTENBHEIX/MaCCOBLIX MONLITOK ayTEHTHHUKALMN
Ha Apyrvie yanl pekomerayeTca 3abnokuposates IP
AaHHLIX Y3N0B Ha M3

PekomeHgaumm

v
[1P] 192.168:4.173
»

[Category] TorNode TAD042 Resource Development - T1586
Compromise Accounts

. ° ¥ PexoMerHgaunin @
[1P] 192.168:4:171

Nep pear Ha T [ATaka]
1. NpoeeguTe BNOKMPOBKY Y3Na-WCTOYHMKE Ha M3 CeteBan be3onacHOCTL

v = = =
e : [Threat] DDes 3. 3a6noKMpYIiTE aKTHBHYIO YUETHYIO 3ancs
m - . . PacumpenHoe caepmHBaHne HHUMACHTA [""u"ﬂe"T]
1. Npoaxanu3vupyiTte cobbITMA ayTeHTUdUKaUMM C AaHHOMD Nnopo: e Ha 6op YYETHOH 3anucu
{g\ [Malware] mirai ¥3na, a Takxe N0A aKTMEBHOM ¥ LENesod Y4YeTHsIMA
06 = . ° 3anucsMK. B cnyuae obHapyXeHus NogospuTensHbIX/
awmenne Ha
z"n’:"m I A S ) f@ MaCCOBLIX NOMLITOK AYTEHTUDHKALMK Ha ADYTUE Y3kl [YueTHas 3anucek] rsrch.local\user!
e .116.23: . . . 3a6 M3,
(s206-116-25-51. b( hm telus.net) v pexoMeHayeTcs 3abnokmposate IP AaxkHbiX y3noe Ha M3, a
740040 Impact ke eneayin yuETRy Sace [YueTHaa zanuce] rsrch.local\ivanov @

TADDO06 Credential Access - T1110 Brute Force [YueTHas 3anmuce] rsrch.local\pyatochkin
v ¥ PekoMexaaumMu

&
>

» M2 Nep! n ananni
[Threat] apfaL \
thnbau/Hammtr Panda "TADOOT Discovery 1. BolACHWTE, ABNAETCA NV BLIABNEHHAR aKTHBHOCTL

NEruTUMHOR ANA NONL30BATENA M XOCTA

2. ECM YCTaHOBNEHa NerHTUMHOCTL, HacTpoiTe T1110 - Brute Force )
KOppensuMoHHOe NpaBmno SIEM, nckmouaoiee cpabotkm [YuerHan 3anuce] rsrch.local\tsoy
False Positive

* N Nep pear Ha 13

1. ECNM BKTMBHOCTL HENErMTIMH, 3 TAKOKE NP HANMUMK Cepsep\APM] 192.168.18.50 @
1 126.252.93.208, cobbITWA YCNewHow ayTeHTHOUKAUMK NoA Leneson @ [Cepsep !

W YUYETHOM 3aNUChI0 C Y3Na-UCTOUHWKA MHLMABHTA, [ ] h |
& N

3abnox Te TeKYLYIO Y4eT! anuc YueTHana 3anuce] rsrch.local\smirnova
N e VIO yHeT S T1586 - Compromise Accounts

a . 2. 3abnoxupyiTe aTakyoWmuin U araxye W [P-agpeca Ha
[Malware] mirai.haikai 4 [Category] Phishing M3
;\ 3. MNpoBeauTe NONHYK aHTUBKPYC NpOBEPKY Y3N0B,

[Threat] cne 33/1eACTBOBAHHBIX B MHLMAEHTE
PaclmMpeHHoe CAEPIKMBAHHE WHUMAEHTA [Cepsep\APM] 192.168.18.20 @ [YuetHan 3anuce] rsrch.local\petrov

1. Npoaxanu3vpyiTe cobbITMA ayTeHTUdUKaUWMM C AaHHOTD
Y3Na, a Takxe Noj Tekyler y4eTHOR 3anucsio B
OKPECTHOCTM MHLMAEHTA. B cnyuae obHapyxeHus
NOAO3PUTENBHBIX/MACCOBbLIX NONLITOK ayTEHTUDWKaUMK Ha
APYrve y2nel peKoMeHayeTca 3abnokuposate IP AaHHLIX
Y3N0B Ha M3
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AKTHBLI YA3BMMOCTH 3 MeTp MeTpos
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S AKTUBbI CnpaBOYHUKHU HacTtponku
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