
ɸʚʪʦʤʘʪʠʯʝʩʢʘʷ ʘʜʘʧʪʘʮʠʷ ʧʣʘʥʦʚ 

ʨʝʘʛʠʨʦʚʘʥʠʷ ʚ SOAR 2.0

ʈʦʤʘʥ ɼʫʰʢʦʚ
ɺʝʜʫʱʠʡ ʧʨʝʩʝʡʣʤʝʥʝʜʞʝʨ

Security Vision

ʂʠʨʠʣʣ ʄʠʭʘʡʣʷʥʮ
ɺʝʜʫʱʠʡ ʩʧʝʮʠʘʣʠʩʪ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ

ɼʠʘʣʦʛʅʘʫʢʘ



2ʇʣʘʥ ʚʝʙʠʥʘʨʘ

1.ʂʘʢʫʶ ʨʦʣʴ ʠʛʨʘʝʪ ʧʣʘʪʬʦʨʤʘ

2.ʂʘʢʫʶ ʟʘʜʘʯʫ ʚʳʧʦʣʥʷʝʪ ʧʨʦʜʫʢʪ SOAR 2.0

3.ʂʘʢ ʚʳʩʪʨʘʠʚʘʝʪʩʷ ʮʝʧʦʯʢʘ ʘʪʘʢʠ(ʟʘʯʝʤ ʠʥʪʝʛʨʘʮʠʠ ʩ 3rd party)

4.ʂʘʢ ʚʳʩʪʨʦʝʥʦ ʦʙʲʝʢʪʥʦ-ʦʨʠʝʥʪʠʨʦʚʘʥʥʦʝ ʨʝʘʛʠʨʦʚʘʥʠʝ

5.ʂʘʢ ʧʨʠʤʝʥʷʝʪʩʷ ʛʨʘʬ ʚʟʘʠʤʦʩʚʷʟʝʡ

6.ɻʜʝ ʠʩʢʘʪʴ ʣʫʯʰʠʝ ʧʨʘʢʪʠʢʠ
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ʇʃɸʊʌʆʈʄɸ
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~ CRM

~ BI

~ RPA

~ BPM

~ Word

ʈʦʣʝʚʘʷ ʤʦʜʝʣʴ ʠ 
ʥʘʩʪʨʦʡʢʘ ʤʝʥʶ

ʆʙʲʝʢʪʳ, ʢʘʨʪʦʯʢʠ ʠ 
ʚʥʝʰʥʠʡ ʚʠʜ

ʈʘʙʦʯʠʝ ʧʨʦʮʝʩʩʳ ʠ 
ʩʪʨʫʢʪʫʨʘ

ʀʥʪʝʛʨʘʮʠʠ ʩ ʚʥʝʰʥʠʤʠ 
ʩʠʩʪʝʤʘʤʠ

ʆʪʯʸʪʳ ʠʣʦʛʠʨʦʚʘʥʠʝ 
ʜʝʡʩʪʚʠʡ

ɺʠʟʫʘʣʠʟʘʮʠʷ ʠ 
ʘʥʘʣʠʪʠʢʘ

ɽʜʠʥʘʷ ʛʠʙʢʘʷʧʣʘʪʬʦʨʤʘ
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ʉʦʙʠʨʘʡʪʝ ʤʦʜʫʣʠ 
ʧʦʜ ʚʘʰʠ ʟʘʜʘʯʠ 
ʙʝʟʥʘʚʳʢʦʚ 
ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ 
ʩʧʦʤʦʱʴʶ ʛʠʙʢʠʭ 
ʢʦʥʩʪʨʫʢʪʦʨʦʚ

Low-code ʠ No-code

ʜʣʷ ʣʶʙʳʭ ʢʦʤʙʠʥʘʮʠʡ



ʂʣʠʝʥʪʳ ʠ ʵʢʩʧʝʨʪʠʟʘ

ʋʇʈɸɺʃɽʅʀɽ ʀʅʎʀɼɽʅʊɸʄʀ

100+ ʩʦʪʨʫʜʥʠʢʦʚ ʢʦʤʘʥʜʳ 
SOC+IRP

50+ ʠʥʪʝʛʨʘʮʠʡ ʩ ʀʊ ʠ ʀɹ 
ʩʠʩʪʝʤʘʤʠ

ʈʘʟʨʘʙʦʪʢʘ ʧʣʝʡʙʫʢʦʚ, 
ʫʧʨʘʚʣʝʥʠʝ ʧʨʦʙʣʝʤʘʤʠ ʠ ʜʨ.



ʂʣʠʝʥʪʳ ʠ ʵʢʩʧʝʨʪʠʟʘ

ʋʇʈɸɺʃɽʅʀɽ ʀʅʎʀɼɽʅʊɸʄʀ

15+ ʧʣʝʡʙʫʢʦʚ ʠ ʧʨʦʮʝʩʩ 
ʫʧʨʘʚʣʝʥʠʷ ʫʷʟʚʠʤʦʩʪʷʤʠ

ʋʧʨʘʚʣʝʥʠʝ ʚʥʫʪʨʝʥʥʠʤʠ 
ʧʨʦʝʢʪʘʤʠ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʀɹ



8ʀʤʧʦʨʪʦʟʘʤʝʱʝʥʠʝ ʧʨʦʜʫʢʪʦʚ ʜʣʷ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʧʨʦʮʝʩʩʦʚ ʀɹ/ʀʊ

ȥɒɅɐɍɌ ɘɈɕɓɌ, ɏɍɆɊɕɕɅɌɇɊɉɏɅ

TIP
Threat Intelligence Platform

ȸɔɕɅɇɐɊɒɍɊ ɍɒɛɍɉɊɒɗɅɑɍ

SOAR
Security Orchestration, Automation and Response

ȸɔɕɅɇɐɊɒɍɊ ɕɍɖɏɅɑɍ

SGRC
Governance, Risk Management and Compliance

ȴɓɇɊɉɊɒɜɊɖɏɍɎ ɅɒɅɐɍɌ

UEBA
User and Entity Behavior Analysis

ȸɔɕɅɇɐɊɒɍɊ ɘɤɌɇɍɑɓɖɗɤɑɍ

VM
Vulnerability Management

ȴɕɓɇɊɕɏɅ ɖɓɓɗɇɊɗɖɗɇɍɤ

ȯȭȭ
ȯɕɍɗɍɜɊɖɏɅɤ ȭɒəɓɕɑɅɛɍɓɒɒɅɤ ȭɒəɕɅɖɗɕɘɏɗɘɕɅ

ȴɓɍɖɏ ɅɒɓɑɅɐɍɎ ɖ ML

AD
Anomaly Detection with Machine Learning

ȸɔɕɅɇɐɊɒɍɊ ɅɏɗɍɇɅɑɍ

AM
Asset Management

ȧɌɅɍɑɓɉɊɎɖɗɇɍɊ ɖ ɕɊɈɘɐɤɗɓɕɅɑɍ

Ȩɓɖȶȳȴȯȥ/ ȹɍɒȻȪȵȷ
ɓɗ ȲȯȻȯȭ/ ȻȦ ȵȹ

Cisco SecureX

PaloAlto Cortex XSOAR

Fortinet FortiSOAR

IBM Resilient

Cyberbit SOC 3D

Siemplify

The Hive

Ayehu Platform

Micro Focus ArcSight

Anomali

IBM OpenPages with Watson

RSA Archer GRC

SAS OpRisk Management

SAP Enterprise Risk Management 

ʆʙʲʝʢʪʳ ʈʘʙʦʯʠʝ 

ʧʨʦʮʝʩʩʳ

ʂʦʥʥʝʢʪʦʨʳ 

ʠ ʠʥʪʝʛʨʘʮʠʠ

ʄʝʥʶ ʠ ʨʦʣʠ ʆʪʯʸʪʳ 

ʠ ʜʘʰʙʦʨʜʳ

ɸʥʘʣʠʪʠʢʘ

ʋʧʨʘʚʣʝʥʠʝ 

ʠʥʮʠʜʝʥʪʘʤʠ

ʋʧʨʘʚʣʝʥʠʝ 

ʘʢʪʠʚʘʤʠ

ʋʧʨʘʚʣʝʥʠʝ 

ʫʷʟʚʠʤʦʩʪʷʤʠ

ɸʥʘʣʠʟ 

ʫʛʨʦʟ

ʌʠʥʎɽʈʊʅʂʎʂʀ

ʇɼʥ

ʂʀʀ

ɸʫʜʠʪ 

(ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʡ)

ɸʫʜʠʪ (ʆɹʑɸʗ)

AD + ML ʆʧʝʨʘʮʠʦʥʥʳʝ 

ʨʠʩʢʠ (716-ʇ)

SDA SGRC
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ȴɓɇɊɉɊɒɜɊɖɏɍɎ ɅɒɅɐɍɌ

UEBA
User and Entity Behavior Analysis

ȧɌɅɍɑɓɉɊɎɖɗɇɍɊ ɖ ɕɊɈɘɐɤɗɓɕɅɑɍ

Ȩɓɖȶȳȴȯȥ / ȹɍɒȻȪȵȷ
ɓɗ ȲȯȻȯȭ / ȻȦ ȵȹ

ȸɔɕɅɇɐɊɒɍɊ ɍɒɛɍɉɊɒɗɅɑɍ

SOAR
Security Orchestration, Automation and Response

ȸɔɕɅɇɐɊɒɍɊ ɘɤɌɇɍɑɓɖɗɤɑɍ

VM
Vulnerability Management

ȸɔɕɅɇɐɊɒɍɊ ɅɏɗɍɇɅɑɍ

AM
Asset Management

ʇʠʨʘʤʠʜʘ ʟʨʝʣʦʩʪʠ ʧʨʦʮʝʩʩʦʚ ʧʨʘʢʪʠʯʝʩʢʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ

ȥɒɅɐɍɌ ɘɈɕɓɌ, ɏɍɆɊɕɕɅɌɇɊɉɏɅ

TIP
Threat Intelligence Platform

DLP, Sandbox, VulnScaners,

anti-APT, PUM/PAM, EDR, WAF

Antivirus, NGFW, UTM, PKI,

IPS/IDS, anti-DDoS, anti-SPAM

SIEM, 

IDM/IAM, CMDB
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SOAR 2.0



11ʋʧʨʘʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʘʤʠʋʧʨʘʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʘʤʠ

ʚSecurity Vision 5

ʉʙʦʨ ʠʥʮʠʜʝʥʪʦʚ
ʇʦʜʢʣʶʯʝʥʠʝ ʢ ʨʘʟʣʠʯʥʳʤ ʉɿʀ ʠ ʀʊ-

ʩʠʩʪʝʤʘʤ, ʰʠʥʝ ʜʘʥʥʳʭ

ɺʝʜʝʥʠʝ ʟʘʜʘʯ
ʊʠʢʝʪʠʥʛ ʩ ʧʨʠʦʨʠʪʝʟʘʮʠʝʡ ʠ ʯʸʪʢʠʤʠ 

ʧʨʦʮʝʩʩʘʤʠ

ʈʝʘʛʠʨʦʚʘʥʠʝ
ɸʚʪʦʤʘʪʠʟʘʮʠʷ ʠ ʩʦʚʤʝʩʪʥʘʷ ʨʘʙʦʪʘ 

ʚʩʝʭ ʫʨʦʚʥʝʡ ʨʝʘʛʠʨʦʚʘʥʠʷ

1

2

3
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ʉʙʦʨ ʜʘʥʥʳʭ

ʀʥʪʝʛʨʘʮʠʷ ʩ ʉɿʀ, 

ʛʨʫʧʧʠʨʦʚʢʘ ʩʦʙʳʪʠʡ ʠ 

ʜʝʜʫʧʣʠʢʘʮʠʷ

ʊʠʢʝʪʠʥʛ

ʇʝʨʝʜʘʯʘ ʚ ʛʨʫʧʧʫ 

ʨʝʘʛʠʨʦʚʘʥʠʷ,

ʦʙʦʛʘʱʝʥʠʝ ʜʘʥʥʳʤʠ ʠʟ 

ʜʨʫʛʠʭ ʩʠʩʪʝʤ

ʈʝʘʛʠʨʦʚʘʥʠʝ

ʋʧʨʘʚʣʝʥʠʝ ʉɿʀ

ʠʟ ʝʜʠʥʦʛʦ ʦʢʥʘ,

SLA, ʬʦʨʤʠʨʦʚʘʥʠʝ 

ʧʨʦʮʝʩʩʦʚ

ʚSecurity Vision 5

ʋʧʨʘʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʘʤʠ
ʩ

2
3

1
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1 2 3

4 5 6

ɸʥʘʣʠʟ ʧʠʩʴʤʘ

ʚʳʜʝʣʝʥʠʝ ʪʝʤʳ, 
ʩʦʜʝʨʞʠʤʦʛʦ, 
ʪʝʢʩʪʘ ʠ ʩʩʳʣʦʢ

15 ʤʠʥ

ʇʦʠʩʢ ʜʝʪʘʣʝʡ

ʧʨʦʚʝʨʢʘ 
ʦʪʧʨʘʚʠʪʝʣʷ, 
ʜʦʤʝʥʘ, ʚʣʦʞʝʥʠʡ 
ʠ ʩʩʳʣʦʢ

25 ʤʠʥ

ʇʦʠʩʢ ʧʦʭʦʞʠʭ

ʧʦʠʩʢ ʜʨʫʛʠʭ 
ʧʦʣʫʯʘʪʝʣʝʡ

ɹʣʦʢʠʨʦʚʢʘ

ʜʦʙʘʚʣʝʥʠʝ 
ʦʪʧʨʘʚʠʪʝʣʷ 
ʠʜʦʤʝʥʘ ʚʯʸʨʥʳʡ 
ʩʧʠʩʦʢ

10 ʤʠʥ

10 ʤʠʥ

ʆʯʠʩʪʢʘ 
ʩʝʨʚʝʨʘ

ʦʪ ʦʧʘʩʥʳʭ ʧʠʩʝʤ 
ʠʣʠʚʣʦʞʝʥʠʡ

10 ʤʠʥ

ʆʧʦʚʝʱʝʥʠʝ 
ʧʦʣʴʟʦʚʘʪʝʣʷ

ʟʘʧʫʩʢ ʧʨʦʚʝʨʢʠ ʥʘ 
ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʷʭ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ

5 ʤʠʥ

75ʤʠʥʫʪc

ʙʝʟSOAR

ʋʧʨʘʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʘʤʠ
ʩ
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ɖɒɍɋɊɒɍɊ ɇɐɍɤɒɍɤ 
ɜɊɐɓɇɊɜɊɖɏɓɈɓ əɅɏɗɓɕɅ

ɘɖɏɓɕɊɒɍɊ ɌɅ ɖɜɥɗ 
ɅɇɗɓɑɅɗɍɌɅɛɍɍ

1 ɸʥʘʣʠʟ 
ʧʠʩʴʤʘ

ʇʦʠʩʢ 
ʜʝʪʘʣʝʡ

ʧʨʦʚʝʨʢʘ 
ʦʪʧʨʘʚʠʪʝʣʷ, 
ʜʦʤʝʥʘ, 
ʚʣʦʞʝʥʠʡ ʠ 
ʩʩʳʣʦʢ

ɹʣʦʢʠʨʦʚʢʘ

ʜʦʙʘʚʣʝʥʠʝ 
ʦʪʧʨʘʚʠʪʝʣʷ 
ʠʜʦʤʝʥʘ 
ʚʯʸʨʥʳʡ 
ʩʧʠʩʦʢ

ʆʯʠʩʪʢʘ 
ʩʝʨʚʝʨʘ

ʦʪ ʦʧʘʩʥʳʭ 
ʧʠʩʝʤ 
ʠʣʠʚʣʦʞʝʥʠʡ

ʇʦʠʩʢ 
ʧʦʭʦʞʠʭ

ʧʦʠʩʢ ʜʨʫʛʠʭ 
ʧʦʣʫʯʘʪʝʣʝʡ

ʚʳʜʝʣʝʥʠʝ 
ʪʝʤʳ, 
ʩʦʜʝʨʞʠʤʦʛʦ, 
ʪʝʢʩʪʘ ʠ ʩʩʳʣʦʢ

ʆʧʦʚʝʱʝʥʠʝ 
ʧʦʣʴʟʦʚʘʪʝʣʷ

ʟʘʧʫʩʢ ʧʨʦʚʝʨʢʠ 
ʥʘʨʘʙʦʯʠʭ ʩʪʘʥʮʠʷʭ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ

2

4 ʤʠʥ 1 ʤʠʥ

75

ʋʧʨʘʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʘʤʠʩ ʘʚʪʦʤʘʪʠʟʘʮʠʝʡ

ʤʠʥʫʪc

ʙʝʟSOAR

ʩ
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ʀʅʊɽɻʈɸʎʀʀ ʀ
ʎɽʇʆʏʂɸ ɸʊɸʂʀ



ʈʝʘʣʠʟʦʚʘʥʥʳʝ ʠʥʪʝʛʨʘʮʠʠ

ȵɊɅɈɍɕɓɇɅɒɍɊȶɆɓɕ



ʋʧʨʘʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʘʤʠ
ɼʦʙʘʚʣʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʛʨʫʧʧʫ AD

4ȴɕɓɇɊɕɏɅ ɒɓɑɊɕɅ 
ɌɅɤɇɏɍ3

ȳɆɓɈɅɞɊɒɍɊ 
ɉɅɒɒɠɚ ɔɓ 
ɍɒɛɍɉɊɒɗɘ

ȴɓɐɘɜɊɒɍɊ 
ɉɅɒɒɠɚ ɔɓ ȸȬ ɍɌ 
AD, ɇ ɗ.ɜ. ɅɉɕɊɖ 
ɔɓɜɗɠ

1 2
ȳɗɔɕɅɇɏɅ 
ɔɍɖɡɑɅ ɒɅ 
ɔɓɜɗɓɇɠɎ ɤɞɍɏ 
ɔɓɐɡɌɓɇɅɗɊɐɤ

ɖ ɌɅɔɕɓɖɓɑ 
ɒɓɑɊɕɅ ɌɅɤɇɏɍ ɒɅ 
ɉɓɆɅɇɐɊɒɍɊ ɇ 
Ɉɕɘɔɔɘ AD

ȽɅɈ 4ȽɅɈ 3ȽɅɈ 2ȽɅɈ 1

ȬɅɏɕɠɗɍɊ 
ɍɒɛɍɉɊɒɗɅ

ɒɅɔɍɖɅɒɍɊ ɓɗɜɥɗɅ



ʋʧʨʘʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʘʤʠ
ʆʙʥʘʨʫʞʝʥʠʝ ɺʇʆ

ȬɅɏɕɠɗɍɊ 
ɍɒɛɍɉɊɒɗɅ

ɒɅɔɍɖɅɒɍɊ ɓɗɜɥɗɅ

4ȶɓɌɉɅɒɍɊ ɌɅɉɅɜɍ ɒɅ 
ɖɏɅɒɍɕɓɇɅɒɍɊ ȥȵȱ

ɖɆɓɕ ɖɗɅɗɘɖɅ 
ɇɠɔɓɐɒɊɒɍɤ ɌɅɉɅɜɍ

3
ȳɆɓɈɅɞɊɒɍɊ 
ɉɅɒɒɠɚ ɔɓ 
ɍɒɛɍɉɊɒɗɘ

ɇ ɌɅɇɍɖɍɑɓɖɗɍ 
ɓɗ ɒɅɐɍɜɍɤ 
ɍɒɉɍɏɅɗɓɕɓɇ

1
2

ȬɅɔɕɓɖ 
ɍɒəɓɕɑɅɛɍɍ ɘ 
ɔɓɐɡɌɓɇɅɗɊɐɤ 

ɔɓ ɢɐɊɏɗɕɓɒɒɓɎ 
ɔɓɜɗɊ, ɔɅɕɖɍɒɈ
ɓɗɇɊɗɅ

ȽɅɈ 4ȽɅɈ 3ȽɅɈ 2ȽɅɈ 1



ʏʪʦ ʚʠʜʠʪ ʘʥʘʣʠʪʠʢ ʀɹ
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ɸʢʪʫʘʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʚ 

ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ

ʉʦʟʜʘʥʠʷ ʠʥʪʝʛʨʘʮʠʡ ʩ ʣʶʙʳʤʠ 

ʀʉ ʧʨʠ ʧʦʤʦʱʠ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ

ʇʨʠʥʷʪʠʝ ʢʘʯʝʩʪʚʝʥʥʳʭ 
ʩʪʨʘʪʝʛʠʯʝʩʢʠʭ ʠ 
ʪʘʢʪʠʯʝʩʢʠʭ ʨʝʰʝʥʠʡ

ɸʚʪʦʤʘʪʠʟʘʮʠʷ ʩʙʦʨʘ 

ʠʥʬʦʨʤʘʮʠʠ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ

ɽʜʠʥʳʡ ʠʥʩʪʘʣʣʷʪʦʨ ʠ 

ʧʣʘʪʬʦʨʤʝʥʥʦʝ ʨʝʰʝʥʠʝ

ʉʦʢʨʘʱʝʥʠʝ ʪʨʫʜʦʚʳʭ 
ʨʝʩʫʨʩʦʚ ʠ ʠʩʢʣʶʯʝʥʠʝ 
ʯʝʣʦʚʝʯʝʩʢʦʛʦ ʬʘʢʪʦʨʘ

ʉʦʢʨʘʱʝʥʠʝ ʚʨʝʤʝʥʠ ʚ ʩʨʝʜʥʝʤ 

ʚ 10 ʨʘʟ ʟʘ ʩʯʸʪ ʘʚʪʦʤʘʪʠʟʘʮʠʠ

ʃʶʙʘʷ ʩʣʦʞʥʦʩʪʴ ʩʮʝʥʘʨʠʷ ʠ 

ʣʦʛʠʢʘ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʘ

ʉʥʠʞʝʥʠʝ ʫʱʝʨʙʘ ʠ 
ʚʨʝʤʝʥʠ ʚʦʟʜʝʡʩʪʚʠʷ 
ʠʥʮʠʜʝʥʪʦʚ ʀɹ



21ʂʦʥʩʪʨʫʢʪʦʨʢʦʥʥʝʢʪʦʨʦʚ

ɖɓɌɉɅɒɍɊ ɒɓɇɠɚ ɏɓɒɒɊɏɗɓɕɓɇɆɊɌ ɘɜɅɖɗɍɤ ɇɊɒɉɓɕɓɇ

ȵɊɅɈɍɕɓɇɅɒɍɊɒɅ ɖɓɆɠɗɍɤȶɆɓɕ ɍɓɆɓɈɅɞɊɒɍɊ

ʩ

email | Syslog | ʬʘʡʣʳ | ɹɼ| API | DNS | LDAP | ʩʢʨʠʧʪʳ



ʂʣʠʝʥʪʳ ʠ ʵʢʩʧʝʨʪʠʟʘ

ʋʇʈɸɺʃɽʅʀɽ ʀʅʎʀɼɽʅʊɸʄʀ

15+ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʭ 
ʧʣʝʡʙʫʢʦʚ ʨʝʘʛʠʨʦʚʘʥʠʷ

20+ ʠʥʪʝʛʨʘʮʠʡ ʩ ʀʊ-ʩʠʩʪʝʤʘʤʠ 
ʠ ʉɿʀ

ɻʣʫʙʦʢʠʝ ʧʨʦʮʝʩʩʳ ʦʙʨʘʙʦʪʢʠ 
ʠʥʮʠʜʝʥʪʦʚ



ʂʣʠʝʥʪʳ ʠ ʵʢʩʧʝʨʪʠʟʘ

ʋʇʈɸɺʃɽʅʀɽ ʀʅʎʀɼɽʅʊɸʄʀ

20+ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʭ 
ʧʣʝʡʙʫʢʦʚ ʨʝʘʛʠʨʦʚʘʥʠʷ

30+ ʠʥʪʝʛʨʘʮʠʡ, ʚʢʣʶʯʘʷ 
ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ʌʠʥʎɽʈʊ

ʈʝʘʣʠʟʘʮʠʷ ʧʨʦʮʝʩʩʘ 
ʫʧʨʘʚʣʝʥʠʝ ʫʷʟʚʠʤʦʩʪʷʤʠ



ʂʣʠʝʥʪʳ ʠ ʵʢʩʧʝʨʪʠʟʘ

ʋʇʈɸɺʃɽʅʀɽ ʀʅʎʀɼɽʅʊɸʄʀ

30+ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʭ 
ʧʣʝʡʙʫʢʦʚ ʠ 50+ ʠʥʪʝʛʨʘʮʠʡ

ʀʥʪʝʛʨʘʮʠʷ ʩ Data Lake ʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝ ML ʤʦʜʝʣʠ

ʇʨʦʝʢʪʥʘʷ ʨʝʘʣʠʟʘʮʠʷ ʧʨʦʮʝʩʩʘ 
ʫʧʨʘʚʣʝʥʠʝ ʀʊ-ʘʢʪʠʚʘʤʠ



ʵʢʩʧʣʫʘʪʘʮʠʷ log4shell 

detect ELF

ʦʙʦʛʘʱʝʥʠʝ chiselʣʦʛʠ

detect scan

event logevent log

ʵʢʩʧʣʫʘʪʘʮʠʷ CVE 

PrintNighmare

ʩʦʟʜʘʥ ʠʥʮʠʜʝʥʪ

detect scan

alert

˴͙͍ͦͪͨͦͪ͊ͭͤ·͚ ͔͎͔ͫͣͤͭ

˿н

˭ͦͯͣ͡·΄͔͙ͤͤ͟͡

Firewall ˴͙͍ͦͪͨͦͪ͊ͭͤ·͚ 
ͨͦͪͭ͊͡

˿͔͍͔ͪͪͤ·͚ ͔͎͔ͫͣͤͭ

˿н

͙̊ͺ͍͙͔ͪͦ͊ͤ

͙̊ͺ͍͙͔ͪͦ͊ͤ

MP SIEM

Suricata

ModSecurity

˿˭ˮ

CVE (Log4Shell)

ʉʮʝʥʘʨʠʡ ʘʪʘʢʠ

Suricata

MP SIEM

ModSecurity

KSC

ʇʫʪʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʧʝʨʠʤʝʪʨ



ʣʦʛʠ

detect scan

event logevent log

ʵʢʩʧʣʫʘʪʘʮʠʷ CVE 

PrintNighmare

ʩʦʟʜʘʥ ʠʥʮʠʜʝʥʪ

detect scan

alert

FQDN ʭʦʩʪʦʚaccount successfully 

logged on

ʜʦʙʘʚʣʝʥʠʝ ʚ ʛʨʫʧʧʫ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ

ʪʝʥʝʚʳʝ ʢʦʧʠʠ 

ʫʜʘʣʝʥʳ, ʠʥʬʦʨʤʘʮʠʷ 

ʥʘ ɸʈʄ ʠ ʩʝʨʚʝʨʘʭ 

ʟʘʰʠʬʨʦʚʘʥʘ

ʦʙʨʘʪʥʳʡ ʪʫʥʥʝʣʴ c2

˿н

˭ͦͯͣ͡·΄͔͙ͤͤ͟͡

Firewall

˴͙͍ͦͪͨͦͪ͊ͭͤ·͚ 
ͨͦͪͭ͊͡

˿н

MP SIEM

Suricata

ModSecurity

˿˭ˮ

˾͔ͯ͘͡Έͭ͊ͭ

˻͋ͪ͊ͭͤ·͚ ͔ͭͯͤͤ͡Έ C2

˻͎͋ͦ͊΅͔͙͔ͤΥ Chisel

̏ͫͨͯ͊ͭ͊͟͡ͼ͙Ύ Log4Shell 
detect ELF

ɿʣʦʫʤʳʰʣʝʥʥʠʢ: ʰʘʛ 1

ModSecurity

ʈɽɿʋʃʔʊɸʊ

KSC

ʦʙʦʛʘʱʝʥʠʝ chisel

MP SIEM

ʵʢʩʧʣʫʘʪʘʮʠʷ log4shell 

detect ELF

Suricata



ʵʢʩʧʣʫʘʪʘʮʠʷ log4shell 

detect ELF

ʦʙʦʛʘʱʝʥʠʝ chiselevent logevent log

ʵʢʩʧʣʫʘʪʘʮʠʷ CVE 

PrintNighmare

ʩʦʟʜʘʥ ʠʥʮʠʜʝʥʪ

detect scan

alert

ʦʙʨʘʪʥʳʡ ʪʫʥʥʝʣʴ c2account successfully 

logged on

ʜʦʙʘʚʣʝʥʠʝ ʚ ʛʨʫʧʧʫ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ

ʪʝʥʝʚʳʝ ʢʦʧʠʠ 

ʫʜʘʣʝʥʳ, ʠʥʬʦʨʤʘʮʠʷ 

ʥʘ ɸʈʄ ʠ ʩʝʨʚʝʨʘʭ 

ʟʘʰʠʬʨʦʚʘʥʘ˴͙͍ͦͪͨͦͪ͊ͭͤ·͚ ͔͎͔ͫͣͤͭ
˴͙͍ͦͪͨͦͪ͊ͭͤ·͚ 
ͨͦͪͭ͊͡

˿͔͍͔ͪͪͤ·͚ ͔͎͔ͫͣͤͭ

˿͙͍͙͔͊ͤͪͦ͊ͤ͟

˿͙͍͙͔͊ͤͪͦ͊ͤ͟

MP SIEM

Suricata

ModSecurity

˿˭ˮ

˾͔ͯ͘͡Έͭ͊ͭ

FQDN ͻ͍ͦͫͭͦΥ Ivanov, 
Petrov, Sidorov

˶͎͙ͦ

detect scan

ɿʣʦʫʤʳʰʣʝʥʥʠʢ: ʰʘʛ 2

FQDN ʭʦʩʪʦʚ

ʈɽɿʋʃʔʊɸʊ

Suricata

KSC

ʣʦʛʠ

detect scan

MP SIEM

ModSecurity



ʵʢʩʧʣʫʘʪʘʮʠʷ log4shell 

detect ELF

ʦʙʦʛʘʱʝʥʠʝ chiselʣʦʛʠ

detect scan

event log

ʵʢʩʧʣʫʘʪʘʮʠʷ CVE 

PrintNighmare

ʩʦʟʜʘʥ ʠʥʮʠʜʝʥʪ

detect scan

alert

ʦʙʨʘʪʥʳʡ ʪʫʥʥʝʣʴ c2FQDN ʭʦʩʪʦʚʜʦʙʘʚʣʝʥʠʝ ʚ ʛʨʫʧʧʫ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ

ʪʝʥʝʚʳʝ ʢʦʧʠʠ 

ʫʜʘʣʝʥʳ, ʠʥʬʦʨʤʘʮʠʷ 

ʥʘ ɸʈʄ ʠ ʩʝʨʚʝʨʘʭ 

ʟʘʰʠʬʨʦʚʘʥʘ

DC
˴͙͍ͦͪͨͦͪ͊ͭͤ·͚ 
ͨͦͪͭ͊͡

˽ͦ͒͋ͦͪ ͨ͊ͪͦ͡Ύ

MP SIEM

Suricata

ModSecurity

˿˭ˮ

˾͔ͯ͘͡Έͭ͊ͭ

Account successfully 
logged on
Ivanov τ ͍ͦͣ͊ͤ͘͡

Event log

ɿʣʦʫʤʳʰʣʝʥʥʠʢ: ʰʘʛ 3

account successfully 

logged on

ʈɽɿʋʃʔʊɸʊ

Suricata

ModSecurity

KSC

event log

MP SIEM



ʵʢʩʧʣʫʘʪʘʮʠʷ log4shell 

detect ELF

ʦʙʦʛʘʱʝʥʠʝ chiselʣʦʛʠ

detect scan

event logʩʦʟʜʘʥ ʠʥʮʠʜʝʥʪ

detect scan

alert

DC

+ Domain Admins

CVE PrintNightmare

MP SIEM

Suricata

ModSecurity

˿˭ˮ

˾͔ͯ͘͡Έͭ͊ͭ

Ivanov ͍ ͔͔ͤͫͤ ͍ ͎ͪͯͨͨͯ 
ˢ͙͙͍͒ͣͤͫͭͪ͊ͭͦͪͦ

Event log

̏ͫͨͯ͊ͭ͊͟͡ͼ͙Ύ CVE 
PrintNightmare

˴͙͍ͦͪͨͦͪ͊ͭͤ·͚ 
ͨͦͪͭ͊͡

ʦʙʨʘʪʥʳʡ ʪʫʥʥʝʣʴ c2FQDN ʭʦʩʪʦʚaccount successfully 

logged on

ʪʝʥʝʚʳʝ ʢʦʧʠʠ 

ʫʜʘʣʝʥʳ, ʠʥʬʦʨʤʘʮʠʷ 

ʥʘ ɸʈʄ ʠ ʩʝʨʚʝʨʘʭ 

ʟʘʰʠʬʨʦʚʘʥʘ

ɿʣʦʫʤʳʰʣʝʥʥʠʢ: ʰʘʛ 4

ʜʦʙʘʚʣʝʥʠʝ ʚ ʛʨʫʧʧʫ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ

ʈɽɿʋʃʔʊɸʊ

Suricata

KSC

event log

ʵʢʩʧʣʫʘʪʘʮʠʷ CVE 

PrintNighmare

MP SIEM

ModSecurity



ʵʢʩʧʣʫʘʪʘʮʠʷ log4shell 

detect ELF

ʦʙʦʛʘʱʝʥʠʝ chiselʣʦʛʠ

detect scan

event logevent log

ʵʢʩʧʣʫʘʪʘʮʠʷ CVE 

PrintNighmare

ʦʙʨʘʪʥʳʡ ʪʫʥʥʝʣʴ c2FQDN ʭʦʩʪʦʚaccount successfully 

logged on

ʜʦʙʘʚʣʝʥʠʝ ʚ ʛʨʫʧʧʫ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ

˴͙͍ͦͪͨͦͪ͊ͭͤ·͚ ͔͎͔ͫͣͤͭ

˴͙͍ͦͪͨͦͪ͊ͭͤ·͚ 
ͨͦͪͭ͊͡

͔͙͔̂͒͊ͤ͡ ͔͔͍ͭͤ·ͻ ͙͚ͦͨ͟

͙̊ͺ͍͙͔ͪͦ͊ͤ

MP SIEM

Suricata

ModSecurity

˿˭ˮ

˾͔ͯ͘͡Έͭ͊ͭ

͔͔͍́ͤ·͔ ͙͙ͦͨ͟ 
͔ͯ͒͊ͤ͡·Σ ͙ͤͺͦͪͣ͊ͼ͙Ύ 
ͤ͊ ˢ˾˸ ͙ ͔͍͔ͫͪͪ͊ͻ 
͊͘΄͙ͺ͍ͪͦ͊ͤ͊

˿ͦ͒͊ͤ͘ ͙ͤͼ͙͔͒ͤͭ

detect scan

͔͙͔̂͒͊ͤ͡ ͔͔͍ͭͤ·ͻ ͙͚ͦͨ͟

͙̊ͺ͍͙͔ͪͦ͊ͤ

˿͔͍͔ͪͪͤ·͚ ͔͎͔ͫͣͤͭ

KSC

ɿʣʦʫʤʳʰʣʝʥʥʠʢ: ʰʘʛ 5 ʪʝʥʝʚʳʝ ʢʦʧʠʠ 

ʫʜʘʣʝʥʳ, ʠʥʬʦʨʤʘʮʠʷ 

ʥʘ ɸʈʄ ʠ ʩʝʨʚʝʨʘʭ 

ʟʘʰʠʬʨʦʚʘʥʘ

ʈɽɿʋʃʔʊɸʊ

Suricata

ʩʦʟʜʘʥ ʠʥʮʠʜʝʥʪ

detect scan

alert

MP SIEM

ModSecurity

KSC



ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʧʦʩʪʨʦʝʥʠʝ Kill Chain

ʕʢʩʧʣʫʘʪʘʮʠʷ 

ʫʷʟʚʠʤʦʩʪʠ

log4j

ɿʘʧʫʩʢ 

ʭʘʢʝʨʩʢʦʡ 

ʫʪʠʣʠʪʳ

chisel

ɹʨʫʪʬʦʨʩ 

ʧʘʨʦʣʷ ʫʯʸʪʥʦʡ 

ʟʘʧʠʩʠ

ɿʘʧʫʩʢ 

ʭʘʢʝʨʩʢʦʡ 

ʫʪʠʣʠʪ

mimikatz

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ 

ʥʘ ʬʘʡʣʦʚʦʤ 

ʩʝʨʚʝʨʝ

ɿʘʧʫʩʢ ʢʦʤʘʥʜʳ

Wmic 

shadowcopy 

delete

ɿʘʧʫʩʢ 

ʰʠʬʨʦʚʘʣʴʱʠʢʘ

ʇʫʪʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ



ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʧʦʩʪʨʦʝʥʠʝ Kill Chain

Initial 

access
Execution

Credential 

access

Privilege 

escalation

Lateral 

movement

Defense 

evasion
Impact

SOAR SOAR

ʕʢʩʧʣʫʘʪʘʮʠʷ 

ʫʷʟʚʠʤʦʩʪʠ

log4j

ɿʘʧʫʩʢ 

ʭʘʢʝʨʩʢʦʡ 

ʫʪʠʣʠʪʳ

chisel

ɹʨʫʪʬʦʨʩ 

ʧʘʨʦʣʷ ʫʯʸʪʥʦʡ 

ʟʘʧʠʩʠ

ɿʘʧʫʩʢ 

ʭʘʢʝʨʩʢʦʡ 

ʫʪʠʣʠʪ

mimikatz

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ 

ʥʘ ʬʘʡʣʦʚʦʤ 

ʩʝʨʚʝʨʝ

ɿʘʧʫʩʢ ʢʦʤʘʥʜʳ

Wmic 

shadowcopy 

delete

ɿʘʧʫʩʢ 

ʰʠʬʨʦʚʘʣʴʱʠʢʘ

SIEM SIEM AV



ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʧʦʩʪʨʦʝʥʠʝ Kill Chain
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ʆɹʒɽʂʊʆ-
ʆʈʀɽʅʊʀʈʆɺɸʅʅʆɽ 
ʈɽɸɻʀʈʆɺɸʅʀɽ
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+141%
ʢʦʣʠʯʝʩʪʚʦ ʫʪʝʯʝʢ 
ʨʘʟʣʠʯʥʳʭ ʪʠʧʦʚ ʜʘʥʥʳʭx3.5

ʘʪʘʢʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 
ʪʨʦʷʥʦʚ-ʚʳʤʦʛʘʪʝʣʝʡ

ʈʦʩʪʢʦʣʠʯʝʩʪʚʘ ʘʪʘʢ ʠ ʚʣʠʷʥʠʷʯʝʣʦʚʝʯʝʩʢʦʛʦ ʬʘʢʪʦʨʘ

$4.24 ʤʣʥ.
ʤʘʢʩʠʤʘʣʴʥʘʷʟʘ 17 ʣʝʪ 
ʘʥʘʣʠʪʠʢʠ ʠ ʦʪʯʸʪʦʚ 
ʩʨʝʜʥʷʷ ʩʪʦʠʤʦʩʪʴ
ʫʪʝʯʢʠ ʜʘʥʥʳʭ

+55%
ʫʪʝʯʝʢ ʇɼʥ ʚ ʦʙʣʘʩʪʠ 
ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ

33%
ʜʦʣʷ ʤʘʩʩʦʚʳʭ ʘʪʘʢ ʦʪ 
ʦʙʱʝʛʦ ʢʦʣʠʯʝʩʪʚʘ

x2
ʘʪʘʢ ʥʘ ʚʝʙ-
ʨʝʩʫʨʩʳ

3
ʤʣʨʜ.

ʬʠʰʠʥʛʦʚʳʭ 
ʧʠʩʝʤ 
ʦʪʧʨʘʚʣʷʝʪʩʷ 
ʝʞʝʜʥʝʚʥʦ

https://www.securitymentor.com/security-awareness-training-statistics-and-trends

https://www.securitymentor.com/security-awareness-training-statistics-and-trends


192.168.18.50
ɼʠʥʘʤʠʯʝʩʢʠʝ ʧʣʝʡʙʫʢʠ

ʅʝ ʪʨʝʙʫʝʪʩʷ ʟʘʨʘʥʝʝ ʨʘʩʩʯʠʪʳʚʘʪʴ ʤʘʨʰʨʫʪʳ ʘʪʘʢʠ ʠ ʢʘʨʪʳ ʩʝʪʝʚʦʡ ʜʦʩʪʠʞʠʤʦʩʪʠ

ʉʠʩʪʝʤʘ ʨʝʘʛʠʨʫʝʪ ʚ ʫʩʣʦʚʠʷʭ ʠʟʤʝʥʯʠʚʦʩʪʠ ʘʪʘʢ ʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ

ʭʦʩʪ
NGFW

ITSM

ʇʝʨʚʠʯʥʳʡ ʘʥʘʣʠʟ

ɿʘʧʨʦʩ ʜʘʥʥʳʭ 

ʚ CMDB

ʊʝʣʝʤʝʪʨʠʷ 

ʭʦʩʪʘ

ʈʝʪʨʦʧʦʠʩʢ ʧʦ 

ʩʦʙʳʪʠʷʤ
é

ɺʘʨʠʘʥʪʳ ʩʜʝʨʞʠʚʘʥʠʷ

ʈʝʘʛʠʨʦʚʘʥʠʝ 

ʥʘ ʢʨʠʪʠʯʥʳʡ 

ʭʦʩʪ

ʈʝʘʛʠʨʦʚʘʥʠʝ 

ʥʘ ʦʙʲʝʢʪ ʠʟ 

ʙʝʣʦʛʦ ʩʧʠʩʢʘ

ʉʜʝʨʞʠʚʘʥʠʝ ʦʪ 

ʚʥʝʰʥʠʡ 

malicious IP

é

ʈʘʩʰʠʨʝʥʥʳʡ ʘʥʘʣʠʟ

ɸʪʨʠʙʫʪʳ 

ʦʙʲʝʢʪʘʋɿ

EDR

VirusTotal



37ʂʦʥʩʪʨʫʢʪʦʨʨʘʙʦʯʠʭ ʧʨʦʮʝʩʩʦʚ

ɕɘɜɒɠɊ

ɉɊɎɖɗɇɍɤ

ɅɇɗɓɑɅɗɍɜɊɖɏɍɊ

ɉɊɎɖɗɇɍɤ

ɐɣɆɠɊ ɗɕɅɒɌɅɏɛɍɍ 

ɍ ɖɗɅɗɘɖɠ

ɖɓɈɐɅɖɓɇɅɒɍɤ

ɓɗɜɥɗɠ

ʩ



ʆʙʲʝʢʪʥʦ-ʦʨʠʝʥʪʠʨʦʚʘʥʥʦʝ 
ʨʝʘʛʠʨʦʚʘʥʠʝ

ʧʦʣʴʟʦʚʘʪʝʣʠ ʠ ʩʝʩʩʠʠ

ʧʨʦʮʝʩʩʳ ʠ ʩʣʫʞʙʳ

ʦʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ

˽ͦͯ͡;͙ͭΈ ͔͔͍ͫͭ·͔ ͚͙ͤ͊ͫͭͪͦ͟

˽ͦͯ͡;͙ͭΈ SMB ͦ ͋΅͙͔ ͔ͪͫͯͪͫ·

˽ͦͯ͡;͙ͭΈ ͙ͫͨͫͦ͟ ͍͙ͨͪ͊͡ ˸̏

˽ͦͯ͡;͙ͭΈ DNS ͟ Ή΄

˽ͦͯ͡;͙ͭΈ ͙ͫͨͫͦ͟ ͔͔͍ͫͭ·ͻ ͣ͊ͪ΄͍ͪͯͭͦ

˽ͦͯ͡;͙ͭΈ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͚ͤ͊ͫͭͪͦ͊͟ͻ DNS

˽ͦͯ͡;͙ͭΈ ͙ͫͨͫͦ͟ ͔ͭͯ͟΅͙ͻ ͔͔͍ͫͭ·ͻ ͔͙͔͙͚ͫͦ͒ͤͤ

˽ͦͯ͡;͙ͭΈ ͔͙͔͙ͫͦ͒ͤͤΎ TCP/IP

˽ͦͯ͡;͙ͭΈ ͙ͫͨͫͦ͟ ˽˻

˿ͦ͒͊ͭ͘Έ ͊͘Ύ͍ͯ͟ ͤ͊ ͍͔͙͔ͦ͋ͤͦͤ͡ ˽˻

˿ͦ͒͊ͭ͘Έ ͊͘Ύ͍ͯ͟ ͤ͊ ͔͙͔ͯͫͭͪ͊ͤͤ ͯΎ͍͙͙ͣͦͫͭ͘

˽ͦͯ͡;͙ͭΈ ͙ͫͨͫͦ͟ ͦ͊͟͡͡Έͤ·ͻ ͙͙͍͊͒ͣͤͫͭͪ͊ͭͦͪͦ

˽ͦͯ͡;͙ͭΈ ͙ͫͨͫͦ͟ ͍͔ͯͫͭ͊ͤͦͤͤ͡·ͻ ͍͔͙͚ͦ͋ͤͦͤ͡

˽ͦͯ͡;͙ͭΈ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͍͔ͯͫͭ͊ͤͦͤͤ͡·ͻ ͔ͨ͊ͭ͊͟ͻ

˽ͦͯ͡;͙ͭΈ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͙͔͔ͫͫͭͣ

˽ͦͯ͡;͙ͭΈ ͔ͪͯ͘͡Έͭ͊ͭ· ͙͍͙͔ͫ͊ͤͪͦ͊ͤ͟

˽ͦͯ͡;͙ͭΈ ͍ͫΎ͊ͤͤ͘·͔ ͯΎ͍͙͙ͣͦͫͭ͘ ͙͘ VM

˽ͦͯ͡;͙ͭΈ ͙ͫͨͫͦ͟ sudo ͨ ͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡

˽ͦͯ͡;͙ͭΈ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͎͔͊ͪͯ͘͘͟ CPU/RAM

˻͍͙ͫͭ͊ͤͦͭΈ ͔͍͙ͫͪͫ

͙̂͒͊ͭ͡Έ ͔͍͙ͫͪͫ

˭͙͍͊͋ͦͪͦ͊ͭ͟͡Έ ͨͪͦͼ͔ͫͫ ͍ AV

˭͍͔͊ͪ΄͙ͭΈ ͨͪͦͼ͔ͫͫ

˭͙͊ͨͯͫͭͭΈ ͔͍͙ͫͪͫ

˽ͦͯ͡;͙ͭΈ ͙ͫͨͫͦ͟ ͔͍͙͍ͫͪͫͦ

˽ͦͯ͡;͙ͭΈ ͙ͫͨͫͦ͟ ͔͍͙͍ͫͪͫͦ

˾͙͍͊͋ͦͪͦ͊ͭ͘͟͡Έ ͨͪͦͼ͔ͫͫ ͍ AV

˽ͦͯ͡;͙ͭΈ ͙ͫͨͫͦ͟ ͨͪͦͼ͔͍ͫͫͦ

͙̂͒͊ͭ͡Έ ͨͪͦͼ͔ͫͫ ͙͘ ͍͎͙͊ͭͦ͊ͪͯ͘͘͟

˭͍͔͊ͪ΄͙ͭΈ ͔͙͙ͫͫͫ ̂˭

˭͍͔͊ͪ΄͙ͭΈ ͍͔ͫ RDP ͫ ͔͊ͤͫ·

͙̂͒͊ͭ͡Έ ̂˭ ͙͘ ͦ͊͟͡͡Έͤ·ͻ ͙͙͍͊͒ͣͤͫͭͪ͊ͭͦͪͦ

˭͙͍͊͋ͦͪͦ͊ͭ͟͡Έ ͦ͊͟͡͡ΈͤͯΌ ̂˭

˾͙͍͊͋ͦͪͦ͊ͭ͘͟͡Έ ͦ͊͟͡͡ΈͤͯΌ ̂˭

˽ͦͯ͡;͙ͭΈ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔ͭͯ͟΅͙ͻ ͔͙ͫͫͫΎͻ

˭͙͊ͨͯͫͭͭΈ ͙͍ͨͪͦͦ͘͡ΈͤͯΌ ͦͣ͊ͤ͒ͯ͟

͙̂͒͊ͭ͡Έ ͨ͊ͨͯ͟

˭͙͊ͨͯͫͭͭΈ ͔ͨͦͤͦ͡ ͙͍͙͔ͫ͊ͤͪͦ͊ͤ͟ ͻͦͫͭ͊ AV

͙̂͒͊ͭ͡Έ ˽˻

˽͔͔͎͙ͪ͊ͪͯͭ͘͘Έ ͻͦͫͭ

ˤ·͟͡Ό;͙ͭΈ ͻͦͫͭ

͙̂͒͊ͭ͡Έ ͺ͚͊͡

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͟͡Ό; ͔͔ͪͫͭͪ͊

˭͙͊ͨͯͫͭͭΈ ͔ͨͦͤͦ͡ ͙͍͙͔ͫ͊ͤͪͦ͊ͤ͟ ͻͦͫͭ͊ AV

͙̂͒͊ͭ͡Έ ͟͡Ό; ͔͔ͪͫͭͪ͊
ʍʆʉʊ

ʩʝʪʝʚʘʷ ʠʥʬʦʨʤʘʮʠʷ
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ɻʈɸʌ ɺɿɸʀʄʆʉɺʗɿɽʁ
ʀ ɺʀɿʋɸʃʀɿɸʎʀʗ



40ʂʦʥʩʪʨʫʢʪʦʨʦʙʲʝʢʪʦʚ

ɔɓɐɒɅɤ ɏɅɕɗɓɜɏɅɗɅɆɐɍɜɒɠɎ ɇɍɉ

ɖɗɍɐɍ

ɑɊɗɏɍ

ɇɕɊɑɊɒɍ

ɖɖɠɐɏɍ

əɍɐɡɗɕɅɛɍɤ
ɔɓɐɒɓɗɊɏɖɗɓɇɠɎ

ɔɓɍɖɏ

ɆɠɖɗɕɠɊ

ɖɖɠɐɏɍ

ɓɆɤɌɅɗɊɐɡɒɠɊ

ɔɓɐɤ

ɑɅɖɖɓɇɠɊ

ɓɔɊɕɅɛɍɍ

ɏɒɓɔɏɍ

ɘɔɕɅɇɐɊɒɍɤ
ɖɓɕɗɍɕɓɇɏɅ

ɏɕɅɗɏɅɤ ɏɅɕɗɓɜɏɅ

ʩ



41ʂʦʥʩʪʨʫʢʪʦʨʦʪʯʸʪʦʚ

ɕɅɌɐɍɜɒɠɊ əɓɕɑɅɗɠ

ɕɊɉɅɏɗɓɕ ɉɓɏɘɑɊɒɗɅ

ɚɕɅɒɊɒɍɊ ɉɅɒɒɠɚ



42ʂʦʥʩʪʨʫʢʪʦʨʚʠʜʞʝʪʦʚ

ɍɒɗɊɕɅɏɗɍɇɒɅɤ ɅɒɅɐɍɗɍɏɅ ɍ ɖɇɤɌɅɒɒɠɊ ɈɕɅəɍɏɍ

ɈɕɅəɠ ɖɇɤɌɊɎ

ɏɅɕɗɠ ɍ ɔɐɅɒɠ ɔɓɑɊɞɊɒɍɎɉɅɝɆɓɕɉɠ



43ɻʨʘʬ ʩʚʷʟʝʡ

2. ʟʘʧʫʩʢ ʜʝʡʩʪʚʠʡ ʠʟ ʛʨʘʬʘ

1. ʨʝʢʦʤʝʥʜʘʮʠʠ ʵʢʩʧʝʨʪʦʚ

3. ʠʥʪʝʨʘʢʪʠʚʥʳʝ ʧʝʨʝʭʦʜʳ

2. ʥʝʦʯʝʚʠʜʥʳʝ ʩʚʷʟʠ
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ʃʋʏʐʀɽ ʇʈɸʂʊʀʂʀ



45ʂʦʥʩʪʨʫʢʪʦʨʨʦʣʝʡ ʠ ʤʝʥʶ

ɔɊɕɖɓɒɅɐɡɒɅɤ 

ɇɍɗɕɍɒɅ

ɑɘɐɡɗɍɤɌɠɜɒɓɖɗɡ

ɗɊɑɠ ɓəɓɕɑɐɊɒɍɤ

multitenancy

ɈɕɅɒɘɐɤɕɒɠɊ 

ɒɅɖɗɕɓɎɏɍ

ʩ
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ʃʋʏʐʀɽ ʇʈɸʂʊʀʂʀ

1. NIST



ʕʪʘʧʳ ʦʙʨʘʙʦʪʢʠ ʠʥʮʠʜʝʥʪʦʚ (NIST)

ʇʆɼɻʆʊʆɺʂɸ

ʆɹʆɻɸʑɽʅʀɽ

ɸʅɸʃʀɿ

ʉɼɽʈɾʀɺɸʅʀɽ

ʈɽɸɻʀʈʆɺɸʅʀɽ

ɺʆʉʉʊɸʅʆɺʃɽʅʀɽ

LESSONS LEARNED

+ ʵʢʩʧʝʨʪʥʳʝ ʨʝʢʦʤʝʥʜʘʮʠʠ

ʆʧʠʩʘʥʠʝ ʠʩʧʦʣʴʟʫʝʤʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʠ ʧʨʦʮʝʩʩʦʚ:

ʚʥʫʪʨʝʥʥʠʝ ʠ ʚʥʝʰʥʠʝ ʩʝʨʚʠʩʳ, ʉɿʀ, ʩʧʠʩʢʠ ʠʩʢʣʶʯʝʥʠʡ, ʩʦʩʪʘʚ ʢʦʤʘʥʜ SOC

ʉʙʦʨ ʜʘʥʥʳʭ ʚ ʦʢʨʝʩʪʥʦʩʪʷʭ ʠʥʮʠʜʝʥʪʘ:

ʨʝʪʨʦ-ʧʦʠʩʢ, sigma-ʧʨʘʚʠʣʘ, ʘʥʘʣʠʪʠʯʝʩʢʠʝ ʩʝʨʚʠʩʳ

ʂʣʘʩʩʠʬʠʢʘʮʠʷ ʠ ʘʥʘʣʠʟ ʠʥʮʠʜʝʥʪʘ:

ʤʘʪʨʠʮʘ MITRE ATT&CK, ʩʣʝʧʦʢ ʭʦʩʪʦʚ, ʮʠʬʨʦʚʳʝ ʩʚʠʜʝʪʝʣʴʩʪʚʘ, Kill Chain

ɹʣʦʢʠʨʦʚʘʥʠʝ ʠ ʠʟʦʣʷʮʠʷ:

ʫʯʸʪʥʳʭ ʟʘʧʠʩʝʡ, ʭʦʩʪʦʚ, ʚʨʝʜʦʥʦʩʥʳʭ URL/Email/ʜʦʤʝʥʦʚ

ʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʦʩʥʦʚʝ ʢʣʶʯʝʚʳʭ ʦʙʲʝʢʪʦʚ:

70+ ʧʨʝʜʥʘʩʪʨʦʝʥʥʳʭ ʜʝʡʩʪʚʠʡ ʜʣʷ ʭʦʩʪʦʚ, 20+ ʜʣʷ ʋɿ, +ʜʨʫʛʠʝ ʦʙʲʝʢʪʳ

ɺʦʟʚʨʘʪ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʭ ʦʙʲʝʢʪʦʚ ʚ ʠʩʭʦʜʥʦʝ ʩʦʩʪʦʷʥʠʝ:

ʨʘʟʙʣʦʢʠʨʦʚʢʘ, ʧʨʦʚʝʜʝʥʠʝ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʠʟ ʙʵʢʘʧʘ

ɺʳʧʦʣʥʝʥʠʝ ʨʘʙʦʪʳ ʥʘʜ ʦʰʠʙʢʘʤʠ:

ʥʝʜʦʧʫʱʝʥʠʷ ʧʦʚʪʦʨʝʥʠʷ ʘʥʘʣʦʛʠʯʥʳʭ ʠʥʮʠʜʝʥʪʦʚ
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ʃʋʏʐʀɽ ʇʈɸʂʊʀʂʀ

2. ʕʂʉʇɽʈʊʀɿɸ SV



49ɻʨʘʬ ʩʚʷʟʝʡ

2. ʟʘʧʫʩʢ ʜʝʡʩʪʚʠʡ ʠʟ ʛʨʘʬʘ

1. ʨʝʢʦʤʝʥʜʘʮʠʠ ʵʢʩʧʝʨʪʦʚ

3. ʠʥʪʝʨʘʢʪʠʚʥʳʝ ʧʝʨʝʭʦʜʳ

2. ʥʝʦʯʝʚʠʜʥʳʝ ʩʚʷʟʠ
















