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AuanOrHayka 8 O komnaHum Imperva

Mwnccusa KomnaHum — 3almTta gaHHbIX OT MHCAUOEPCKUX
Yrpo3 N BHELLUHMX aTakK

OcHoBaHa B 2002 rogy LLInomo Kpamepom
Bonee 450 coTpyaHuKoB

bonee 2200 npsiMbIX KNUEHTOB, B, bonee 4yeMm, 60 cTpaHax,
cpeau HUX N OECATKN TbICAY KIMEHTOB, MCMNOMNb3YHOLLMX
obna4Hble CeEPBUCHI
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AuanOrHayka > . Cnyuyam yTeuek
nepCoHanbHbIX AAHHbLIX

DatalossDB.org Incidents Over Time

2008 2006 2007 2008 2009 ' 2011 201z 2013 2014

UcTouHuk: datalossdb.org




PacnpeageneHue no tunam
yTeyek

Incidents by Breach Type - All Time

StolenComputer - Snailiail - 4%
Lnknown - StolenDocument - 334

Email - 33&

LostDocument - 2%

LostMedia - 2%

Virus - 2%

LostDrive - 1%

StolenDirive - 1%

Disposal Document -

LostTape - 1%
Skimming - 1%
StolenMedia - 1%
N Snooping - 1%
. ./~ SlolenTape - 19

= ./~ LostLaptop - 1%

Stolenhobile - 0%
MissingLaptop - 0%
Fax - 0%
FraudSe - 11% MissingDocument - 0%

Disposal Tape - 0%
LostMobile - 094
Disposaliobile - 0%
Seizure - 0%
LostComputer - 09%
Phishing - 0%
MizsingDrive - 0%
MissingMedia - 0%

StolenLaptop - 11% Disp-ur:_]él_[}ri".ra . (2
Other - 0%
Disposal_Computer - 0%

Hack - 309%%

WNcTouHuk: datalossdb.org




PacnpeaeneHue yTeyek no
BeKTopam

AuanOrHayka §

Incidents by Vector - All Time

Inside-Accidental - 19%

Inside-Malicious - 10%

— LInknown - 7%

— |nside - 5%

Outside - 58%

McTouHuk: datalossdb.org




AKTya.H bHbl€ TUMNbI YIrpo3

[locTyn K agMUHUCTPaATUBHOMY NHTEPdENCY
YToH ceccuu

MexXcanToBbI CKPUNTUHT

ATaka nytem nepebopa y4eTHbIX AaHHbIX
ATaka 4yepes nepenorHeHne bydepa

Otkas B obcnyxumeaHum (DoS n DDoS)
[TpocmoTp nepebopom

Google Hacking

SQL-HbEeKUUK




AUanOrHayka Komy Heobxoanmo?

- AyauTopsbl
[eTannsauus no nonb3oBatensam, NPUNoXeHnam, puckam
- Cnyxba 6e3onacHOCTHU

3alwuTa n HabnoaeHue 3a NpUNoXXeHnsammn, 6azamm gaHHbIX,
nonb3oBaTensamMn, TpeboBaHNSAMM 3aKoHa, yrpaBneHns
puckamu

- Paspabotumnku
CHmXeHne Harpyskn Ha MHPPaCTPYKTypy
- AupeKkuums

YMeHbLUeHNe 3aTpaT Ha 6e30nacHOCTb, Hapsay C ee
onTUMmM3aumen




NoTeHUManNbHbIE KIMNEHTbI

baHkoBCKMe opraHnsauum
ToproBble opraHu3aymm
IHTepHeT-MarasuHbl
MeAaguunHckne opraHusaunm

[[ocyaapCTBEHHbIE N MyHULMNASIbHBIE OpraHn3aUnu,
obpabaTbiBaloLmMe rnepcoHarnbHble JaHHbIE U
npegocTasnsatowme goCcTyn K HUM C MOMOLLbIO web
NPUNOXEHNU




AuanOrHayka B0 ApXUTEKTypa peLueHus

File Activity
Monitoring
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MexaHu3smsbl 3awmTtbl Web-

AUuanOrHayka 1
NMPUIIOXeHUU

IOnHamunyeckoe
npodunmpoBaHue

CurHaTtypbl aTtak
— ’ 3awuTa oT aTak
HTTP Protocol Validation €% TexXHUu4Yeckoro

3awwmTa Cookie YPOBHA

IP penyTauuma

3awwuTa ot Web-scraping’a ﬁ 3awmTa or
Bot Mitigation Policies % JIOrM4eckKux aTtak
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IP reonokauus FY
‘& 3awwmTa ot ¢hpoaa

3awmTta ot Web-dpoaa




OunHamMmunyeckoe
npodunupoBaHue
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- | Methods |Oucu rrences = & 8
LFT 0 0

Lafaddzcartasp | —HTTP Methods
[ &/addcomment asp

[&/contactus.asp Methods:

[&/dosearch.asp BCOPY

[&/homepage.asp BDELETE

[&fogin.asp BNOVE

[ &/oginmail asp BPROPFIND

[&imenu.asp BPROPPRATCH D‘Mana:;OH

a!urderdetails.asp

a!perfumhuy.asp napaMeprl M3MeHeH nsA
Lrodsentn seq napaMeTpoB

afpru{lmain. asp —Parameters

[G/registerasp | +| i Required | Read Only | Prefix |
ar&ales'up Address Numeric I
arshnwprnducts.

[&#opframe.asp CCDate Numeric
Latrackorders.asp | conumber Numeric

Country Latin Characters

FirstMame Numeric

LastMame Numeric

O OEE G E G
O0OOoOooQ o

billing Latin Characters

OnoBelweHne n/mnmn 6NoKMpoBKa aHOMasrbHbIX
3anpocosB




AuanOrHayka T OvuHamMmuyeckoe
: npocdnnupoBaHue

ApanTtauus K
N3MEHEHUAM
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OTcnexunsaHue
MCTOYHUKOB

yrpos

PULMHrosble
canTbl

AHOHUMHbIE
npokcu, TOR, @
12p

BoT-ceTun

ThreatRadar — npoaKTMBHaﬂ‘ B
3awmTa

ThreatRadar

OOHoBEeHne
MONMUTUK
3awnTbl

Web-cepsepbl

2R

BrnoknpoBka
yrpos




AuanOrHayka 2 Anti-Automation Policies

- Bot Mitigation Policy

KTO siBnseTcsa UICTOYHUKOB CECCUN. ODbIYHbBIW NOMb30oBaTEeSb
Nnn CKpUNT?

« Anti Scraping Policy

Kak MHOro ctpaHul, web-cepsepa npocmaTpuBaeT
nonb3oBaTenb 3a eANHULYY BPEMEHN?

>

%

Web-cepBep




IP penyTauua m |IP
reonokauus

AuanOrHayka

* |P penyTtauus

BbiaBneHue ip-agpecoB 60T-ceTen, aHOHMMAN3EPOB, MPOKCU-
cepBepoB, Wro30B cetenn TOR u 12P 1 bnoknposaHue
gocTtyna K web-cepsepy.

* |P reonokauus

BrokupoBka gocTyna ans HexenaTerbHbIX PErMOHOB.

~§

Web-cepsep




UHTerpauus ¢ ckaHepamum v

AuanOrHayka .
BMpTyan bHbIN NATUYUHT

* WHTerpauusa c ckaHepamm n NHTerpauung pesynotaTos
ckaHunpoBaHusa B WAF ¢ nocrnegyrowmm npuMeHeHneM
3aLUTHLIX Mep

Securing Enterprise Applications

Mmacunetix
@QUMYS‘ [ﬁﬂ] %

[-] . .
:‘s_s:unty m
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http://welcome.hp.com/country/us/en/welcome.html
http://www.ibm.com/us/en/
http://www.whitehatsec.com/home/abt/abt.html

AuanOrHayka A 3awmTa oT hpoaa

[TlpoBepka nonb3oBaTens Ha Hanndne BpeaoHocHoro MO
[lonb3oBaTtenb 3axoaut Ha Web-cant
[MponcxoanTt nepeHanpasneHne B ThreatRadar Cloud

bpay3ep nonb3oBaTens 3arpyaet
annneT, KOTopbIX OocyLlecTBndaeT ThreatMetrix.
npo BepKy @l'ovan‘on‘

PRTrusteer
PesynbTathl nepepatotca WAF ,\
: >
N V
Web-cepBep 8




AuanOrHayka 2 3awmTta ot DDOS

« 3awuTta ot DDOS ocyuwecTBnseTcs npocTbiM U3MEHEHUEM
DNS-3anucen Ha agpeca Imperva Cloud

* Imperva Cloud npnHnmaeT Ha ceba BCIO Harpysky B
TedyeHun DDOS aTaku, otcenBaga BpeOgoOHOCHbLIN U
nponyckas «HopManbHbIN» Tpaguk

Imperva Cloud

Web-cepBep




AuanOrHayka We.. A 3awuTa 6a3 AaHHbIX

PelleHus:
Database Activity Monitoring (ayauTt gaHHbIX)

Database Firewall (ayaut gaHHbIX 1 dounbTpayms
3arnpocos)

Discovery and Assessment (oLeHKa yAa3BUMOCTEN U
Krnaccudounkauna gaHHbIX)

User Right Management for Databases (ynpaBneHue
npaBamu OocTyna K 6aszam gaHHbIX)

ADC Insights (luabnoHbl 1 NpaBua 3awnTbl)




AuanOrHayka .. 3awmta 6a3 gaHHbIX

[Moppepxnsaembl CYB/:
MS SQL
MySQL
Oracle
PostgreSQL
DB2
Sybase
Informix
IBM
Teradata
Netezza
Progress




AUanOrHayka Database Activity Monitoring

* HenpepblBHLIN ayanuT 3anpocos

User v | Source IP_» | Destination IPw | Service v | Operation » | Object v | 5QL Exception Occurred» |Hits Sumv | Response Size - Cumulative » | Respon;
Sapi 10.1.5.180 10.1.5.191 SAP Oracle Service | Select t=pl2 Falze 43 ] ]
=apidg 10.1.5.1%0 101.51%1 SAP Oracle Service | Select repoload Falze 1,484 1,426 1,780
api 1015180  10.1.5.191 SAP Oracle Service | Select ttree sfw nodes False 4,903 416,674 5,030
1015180  10.1.5.191 SAP Oracle Service | Select ddnz| False 202 359 0
10.1.5.150 10.1.5.191 SAP Oracle Service Select v _ext imp [ 10,134 160
10.1.5.150 10.1.5.191 SAP Oracle Service ate cgplt opt indx False 28 0 10
10.1.5.180 10.1.5.181 SAP Oracle Service sdokrepos False [ 24 480 110
10.1.5.180 10.1.5.191 SAP Oracle Service crep Falze & a7z 10
10.1.5.190 10.1.51%1 SAP Oracle Service auttranslog Falze 12 0 0
10.1.5.190 10.1.51%1 SAP Oracle Service prv log cp Falze 5 0 0
10.1.5.130 10.1.5.191 SAP Oracle Service | Select thtcs Falee a 10
10.1.5.190 10.1.5.191 SAP Oracle Service Select algrpcusmg Falze 10
10.1.5.190 10.1.5.191 SAP Oracle Service Select AVETS Falze 10
10.1.5.150 10.1.5.191 SAP Oracle Service | Select meconfig fee 0
10.1.5.150 10.1.5.191 SAP Oracle Service | Select tsteo
10.1.2.135 10.1.2.130 PeopleSoft DB Service Select pemcfrenurlid
10.1.5.180 10.1.5.191 SAP Oracle Service | Select v _lhdx
10.1.5.190 10.1.51%1 SAP Oracle Service | Select =0ramon
10.1.5.180 10.1.5.191 SAP Oracle Service | Select tobit
10.1.5.1%0 101.51%1 SAP Oracle Service | Select tmscdomt
10.1.5.190 10.1.5.191 SAP Oracle Service Select ora mon dbcon

ObHapyxeHne aHOpMarbHbIX 3anpocoB nnu atak Ha CYb[]

T T | T | I | MMMMAGWT [T T Ol G W S

Paolicy: Recommended Signatures Policy for Database Applications

Lot Lo ) Aggregated from 14:01:01 (3 hour(s), 31 minute(s)), 338 alerts (last updated 17:31:01) 2]
10857 17:31:01 Distributed EXECUTE IMMEDIATE attempt(=)

10579 17:30:59 Multiple EXECUTE IMMEDIATE attempti+) from 172.31.11.25
106635 17:30:58 RMultiple EXECUTE IMMEDMATE attempt(+) from 127.0.0.1
10639 17:30:41 Multiple Extremely Long 5QL Request from 172.31.11.65
10662 17:30:27 Distributed EXECUTE IMMEDIATE attemipt(+)

10577 17:30:08 Multiple EXECUTE IMMEDMATE attempti+) from 213.85.204.11
10584 17:30:02 Distributed SQL Injection 1(+) Alert aggregated by: Statistical Information:
10709 17:29:16 Multiple Oracle vulnerable procedures/functions access- 5 |Di.stinc‘t value for: |\.I’a|.ue | |Key

10703 17:29:16 Multiple Oracle unspecified vulnerability in the Auditing col Attack Database EXECUTE IMMEDIATE attempt 0% Hosts

10712 17:28:56 Distributed Oracle vulnerable procedures/functions acces: Service Oracle Ps

10573 17:28:34 Distributed Oracle unspecified vulnerability in the Auditing Signatures

10574 17:28:13 Distributed Oracle vulnerable procedures/functions acces: o

10531 1722737 Untraceable Database User Souree Applications
10667 17:27:32 Multiple EXECUTE IMMEDIATE attemnpt(+) from 213.85.204.10: S0L Users

10661 17:26:47 Extremely Long QL Request Tables

10571 17:26:16 Multiple Oracle vulnerable procedures/functions access 11
10715 17:24:13 M5-50QL raiserror possible buffer overflow-2 Violations:

[l | W) [N ) ——




AUanOrHayka N Database Activity Monitoring

 [lpoBepka Ha COOTBETCTBME PaA3NNYHbLIM MONUTUKAM (B TOM
ancnie PCI DSS, SOX, HIPAA)

Reported Period: 12/31/2011, 12:00- 04/09/2014, 13:00 (830 Days,0 hrs)[ Update

Default Rule - Al Events (89,606 Events) | = ||| Filter: Empty

Applied Policies ] . .
Audit PeopleSoft Privileged (0 Events) 4 Page 1 0of18 B »l | Showing records 1-50 out of 857 available |
Default Rule - All Events (38,606 Events) = | Source IP =] ination IP¥ | Service
EBS - Access to Salary Information (0 Events) 10.1.5.190
EBS - Changs !n Financial Tables by Default Users (0 Events) 10.1.5.190 1015191 SAP Oracle Service | Select
EBS - Change in Foundation Tables by Default Users (0 Events) T aon -

. 1015191 SAP Oracle Service | Select
EBS - Data Access by [T Employees (0 Events) 1015181 SAP Oracle Service | Select
EBS PCI - Access to credit cards cardholder (0 Events) = =
HIPAA - Access to PHI (0 Events) 10.1.5.191 SAP Oracle Service | Select
HIP&A - Access to PHI (Custom) (0 Events) 10.1.5.180 131 :121 :; grﬂcle :e“’ice : at!
Oracle on Win (0 Events) Ak=N acle Service El
PeopleSoft - Access to Identification Information (0 Events) 1015190 1015191 SAP Oracle Service el
PeopleSoft - Access to Payment Card Information (0 Events) 10.1.5.150 10.1.5.191 SAP Oracle Service el
PeopleSoft - Access to Personal Information (0 Events) 10.1.5.181 SAP Oracle Service Select
PeopleSoft - Changes in Login Tables (0 Events) 1015191 SAP Oracle Service | Select
PeopleSoft - Changes in User Admin Tables (0 Events) 15, 10.1.5.181 SAP Oracle Service Select
Query Response Size (549 Events) 15, 10.15.191 SAF Oracle Service  Select
SAP - Audit Accounting Documents Tables Activity (0 Events) 10.1.5.191 SAP Orack Service | Select
SAP - Audit Confidential Financial Data and Vendor Tables Activity (0 Events) 10.1.5.190 10.1.5.191 SAP Oracl Service  Select
. s o e 1.5, 1.5,

2 AUV 10.1.2.135 10.1.2.130 PeopleSoft OB Service Select

P — 401 £ 400 101 E 484 SAD Ararls Samdna | Calact

- OTCnexuBaHne uaMeHeHun 6as NaHHbIX

‘ Additional Filter: Privieged Operation Execution is [True] Additional Filter: Privileged Operation Execution is

- |0perat'
10.15.191 SAP Oracle Service | Select

rtable, 18
rschema, 4
| ~databass, 4
—command, 2
A, 3,602 |

How Many Privileged Queries - by Source and Operation

Additional Filter: Privieged Operation Execution is [True]
I4 4 Page 1/ of 1 b Pl | Showing records 1-15 out of 15 available |

[ service 4 |user ~ |05 Host Names ~ | Operation ~ | # Parsed Queries=
SAP Oracle Service | sapserviceids 1

SAP Oracle Service | sapid8

SAP Oracle Service | sapids

orel Connected user

orcl system inbala7-pc




AUanOrHayka

BrnioknpoBaHue 3anpocoB, B criyyae cpadaTbiBaHUS NONUTUKM

Database Firewall

bﬁu Policy name: Cnt-001 access notify

Network Protocol Viclations Policy

El DB Profile
SQL Prefile Policy

Bl 0B service Custom

LR
i

Direct changes to data dictionary
FASTDEVEL access notify
FISKA - Unauthorized data access

FST-0ORA access notify
FST-ORA-TST access notify

Failed Login Attempts

HIP&A - Attempt to backup databage
HIPAA - Unauthorized data access

KISSOL access notify

FISKA - Unauthorized data modification

Fy

HIPAA - Unautheorized data modification

] Match Criteria || Apply To |

Policy Configurationy

Source IP Addresses excludes all [212.15.125.0/24, ...]  Full Description

Action:

[ Medium

—_
Followed Action: | Nofify Action Set

Alert Name: Custom Viclation

Match Criteria

El & Source IP Addresses

Operation: Exclude all

. Groups:

I

() Predefined Value:

0.0.0.0
102214
10.2.2.15
10.2.2.200

() User Defined:

eq. 1.1.1.1

Available Match Criteria




AuanOrHayka " 2 Discovery and Assessment

[To3BONAET OCYyLLEeCTBNATb NOUCK U aHaNn3 KOHUrypaumm
CYbBL, a Takke BbISIBMATb yFI3BI/IMbIe MecTa B KOHJourypaumu

D Choose Data Type Risk Level View
v Filter




MexaHn3mbl OOHapyXeHus

anOrHayka
— 4 atak Ha CYb[

* CurHaTtypHbI aHanus
« CTtaTtundeckue npasuna (NOSINTUKN) 3aLLUNTbI
[IlnHamun4yeckoe npodunnpoBaHue

DB Traffl Aack Policy HeT HeT
Slgnature’? V|olat|on’? i Abnormay? » é

¥~ ¥ fle ¥ ha

Blok




AUanOrHayka

MISC IBM DBZ DTS empty format string dos attempt 2 Part="ALTER SESSION”, part=" TIMESTAMP_FORMAT"

MISC IBM DB2 DTS empty format string dos attempt 2. . part="TIMESTAMP_FORMAT", rgxp="SELECT\e*TIMESTAMP_FORMAT\S\([*]"e*)

CurHaTtypHbIN aHanus3

MISC IBM DB2Z DTS empty format string dos attempt 3 Part="ALTER SESSION", part="reczZxml"

MISC IBM DB2 DTS empty format string dos attempt 3. part="to_char”, rgxp="SELECT\e*TO_CHARMH[T"T*\s® \a*)"

MISC IBM DBZ DTS empty format string dos attempt & Part="ALTER SESSION", part="to_char”

MISC IBM DBZ DTS empty format string dos attempt 5 Part="ALTER SESSION”, part="to_date”
rt="VARCHAR_FORMAT", roxp="SELECT\e*VARCHAR_FORH
ri="xp_execresultzet”
rt="xp_runwebtask”

part="raiserror”

M3-SQL shelicode attempt part="9 'xD0'x92x01'«xCZRUS =EC", rgxp="9RUS "

MS-50L shellcode attempt 1 part="H%xw'x S0 x P08 0= 30030 3 COPh. ", rgxp="H\%xVW3Ph|

MS-50L =p_adduser - database user creation-2-Depre... part="xoct deprecated xooe-200%1109-047, rgxp="deprecated =ig

MS-S0L sp_delete_alert log file deletion-2 part="sp_delete_alert”

MS-50L sp_password - passwoerd change-2-deprecated part="x0x deprecated xoo-20091108-037, rgxp="deprecated =ig

Attack Complexity:

Policy name: Recommended Policy for Database Applications - Legacy

Policy Rules | Apply To || Advanced

A
-)(J J

e
<

:’.‘.’7 This policy was defined by Imperva ADC. This policy allows only limited changes.

e
| o o Ro o o o Mo Be fe|fe Go Be feo o Go B Be Bo o Go

| Dictionary Hame | ‘|'| » | Enabled | Severity

Recommended for Blocking for Database Applications - Lega |High v | Block

Recommended for Detection for Database Applications - Lega % | Low v | | None

| Server Takeowver
Simple
Medium
This event is generated when an attacker
izzues a gpecial command to an SCOL database
that may result in a serious compremise of all
data stored on that system Such commands
may be uzed to gain access to a system with
the privieges of an administrater, delete data,
add data, add users, delete users, return
zensitive information or gain inteligence on the
server software for further system
compromige This connection can either be a
connectien or the result of
ote shell az a conseguence of
work exploit

Worms and Critical Vulnerabilities for Database Applications | High v | | MNone




NMonuntTukm

i o data dictionary
S0X - Manual data changes
S0X - Unautherized data changes
055-RAC access notify
Oracle - Attempt te Execute Database Export
Oracle - Attempt to Create Wrapped Object
Oracle - PL/SQAL Code Tampering

perva ADC. This policy allows only limited changes.

Database User Names is at least one of [db2admin, sys,

] where ‘Mateh Unknown Value' is false
Operations is at least ene of [delete, update, i.] _Full D

Action

v Severity

Followed Action:

Enabled:

Alert Name:

Match Critesi
Database User NHames
] &Te

Operation

W Unknowin User (Hashed or Connected)

| Atleast one

'® Names:
9afavorov
a_annenkov_dir
a_anchina
a_anpilegova

) User Defined:

= 4 Operations

Operation:

At least one

Operations

Privileged Operations
Select

Available Match Criteria
+ Affected Rows

4+ Application User

4 Authentication Result
4+ Columns




OunHamMmunyeckoe

AuanOrHayka
npodunupoBaHue

I_I O.rl b30 BaTeﬂ b - |# Query Groups # Source IPs # Applications # Correlated Queries # Tables

w[galifs] : . .
Default cracle group a1

E ——Tables & Operations

| o |select  [update  [insert |delete

[Mpodounb goctyna

cg ref codes

cl t client

ct t contract

ct t object

dual

net indicator list
al t menu item
v t invaice

iv t inwoice item
iv t invoicef

v t itemtaxes

o

pm t payment
product user profile
rf t biling group
rf t mode

ri t object tvpe
rf t pavdoctvpe
rf t service kind
session roles
sy t dummy commit
tf t tariff planes
ui t config

ui t list

ui t user config
user role prive




UpneHTudpmnkaums
nonb3oBaTerien

* aeHTudukauma nonb3oBaTternen, nogknovaroLwmnxca noa
OOLWNMU YHETHBLIMM 3aNNCAMMU

8 A./BaHoB @ Userl




AuanOrHayka B0 N PATT s ST ayauT 6a3 AaHHbIX

Kakon obbem Tpadpurka HeobXoaMMO NHCNEKTUPOBAaTbL ANS
npenoTBpalleHnst atak? — 100%

Kakon obbem Tpadurka HeoOXoAMMO NHCNEKTUPOBATL B
uenax ayauta? — 30%, 40% 50%

3awmTa Tpaduka n ayanT — ABa He3aBUCUMBbIX NpoLecca

<
D -




3awuTa channos

SecureSphere File Activity Monitoring (FAM)
+AyauT goctyna K pannam/nankam
SecureSphere File Firewall (FF)

+AyauT + MOHUTOPUHI N BITOKMPOBKA
HeCaHKLMOHNPOBaAHHOIoO JOCTyNa K dpannam/nankam

SecureSphere For SharePoint

+AyanT + MOHUTOPUHI N BNIOKMPOBKA
HeCaHKLMOHNPOBaHHOIo gocTtyna K dannam/nankam MS
SharePoint

User Right Management

+YnpasneHue npaBamn OOCTyna nofib3oBaTtenen K
doannam/nankam




AuanOrHayka W 3awmTa baiinos

Crannposane AD _
(MprHaQnexXHOCTb Nosfb3oBaTenen K rpynnam) Kto Fpynna |[JOKymeHT Class

CkaHupoBaHue dannos
(npaBa nonb3oBaTenen u knaccudmrkaums)

a.ivanov, IT |IT MacnopTHble gaHHble.xls |Personal Data

v.petrov, HR |HR ®urHaHcoBbIM ot4yer.doc  |Financials

a.ivanoy, IT |KTo Aocryn fevicteune

IT Read Financials Block

84—@7 Q S HR Read Personal Data |Audit

& v

v.petrov, HR




AuanOrHayka .. .~ BapuaHTbl pa3BepTbiBaHusA

- [J1Ba TMNa nHctannauun:
1. dusnyeckume NAK

2. BuptyanbHble MAK

* 3 BapuaHTa MHCTannauunu.
1. Sniffing mode

2. Inline Mode

3. Reverse Proxy mode




AuanorHayka . Sniffing mode

*  AHanusupyert Konuto Tpaduka ¢ nomowbio SPAN
TexHonorun nnm TAP yCTpOUCTB

&>

SecureSphere MX \ / .
—I [ataueHTp
KommyTtaTop \
\ .

SecureSphere GW




AUuanOrHayka o ad Inline mode

« SecureSphere yctaHaBnmBaeTcs «B pa3pbiB» Mexay
NCTOYHMKaAMM 3anpocoB U 3alluLLaeMbiMnN cepBepamm




Reverse mode




TexHn4yeckue
XapaKTepuUucTukm X-cepum

Throughput
(Vweb and
Database
Security
products)

Throughput Mot Available Mot Available Mot Available
(File Activity

Monitoring &

File Firewrall)

Throughput Mot Available Mot Available
[SecureSphere

for SharePoint)

Fault Tolerant
(Form Factor)




TexHn4yeckue
Xapaktepuctukm M-cepum

AUanOrHayka

Specicaion Wso e

Fawlt Tolerance Dual, hot-swap hard drives, power supplies, and fans Met available

Interface Module Shot 1

2% 1Gb Copper

2 x 1Gh Copper

Memory

4GB

BGB

Hard Drive

2 hot-swap 500 GB

500 GE

Serial Port

R4S connector

RMS connector

USE Part

2

2

Optional

Net available

Power Supply

DCual 400'W

250W

AC Power

100-240V, 50-60 Hz

100-240V, 50-60 Hz

190W

Tow

650 BTUMHr

375 BT Hr

il

u

174 x 201 x 346 inches
443 x 512 x BEmm

17.45 x 16 x 1.73 inches
443 x 406 x 44 mm

501bs (227 kg

14.1 1bs: (6.4 k)

Tem °-4FC
Humidity 20% - 0%

Tlm:tum: 5*-40*C
Fel Humidity 20% - 0%

Termperature: 07 - 70° C
Relative Humidity 209 - 0%

Temperature: 07 - 707 C
Rielative Humidity 20% - 90%

CEFCC/ eTUNus VY OCLACCO/RCC

CEFCC/ eTUNus VOO COOROC

WX Man Server
Operations Manager

MX Management Server
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Vasoo V2500 V1000 s
Performance

Theoughput Up to 1 Gbps Up to 500 Mbps Up to 100 Mbps Not applicable
ar

mdntumm

products")

Up to 4 Ghps Up to 2 Ghps Not applicable Mot applicable
T

‘Web Application Firewall Web Application Firewall Web ication m_sﬂ
Fiterrewal 0| FaFrewall o
SecureSphere for SharePoint | SecureSphere for SharePoint
Viweare ES)/ESX] 3,54.045.0 Vihware ESX/ESX 3.5/4.005.0
[l core sarves Intel VT or AMD-V Digal core servar Intel Wk or AMD-V
2GR 2GB

250GE 250 GB

Hypervisor-supported network interface card H isor-supperted network
interface card

2
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Bawin Bonpocb!?

117105, r. MockBa, yn. HaratuHckas, a. 1, cTp.1
TenedoH: +7 (495) 980-67-76

dakc: +7 (495) 980-67-75
http://www.DialogNauka.ru

e-mail: kuznetsov@DialogNauka.ru




