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AUanOrHayka

[MnaH npe3eHTauuun

“* UTO0 Takoe ayauT nHopmMmaunoHHon 6e3onacHoOCTn?
“ Bugbl ayanta nHpopmaunoHHon 6e3onacHoCTur
% CocTtaB paboT no npoBeaeHuto ayauta 6e3onacHoOCTU

“* MeTogbl cbopa ncxogHom MHdopMaunm Nnpu NPoBeaeHUn
ayouTa

** Metoguka nposeneHnsa ayanta MHpopmMaunoHHON
©e3onacHocTr

*» PesynbraTbl NpoBeaeHns ayanta

s CepTudmkauma aBToMmaTn3NpOBaHHbLIX CUCTEM
npeanpuaTug




Ycnyrun no npoBeAeHUI0 ayauTa
nHpopMaLUOHHOU Ge30MnacHOCTHU

LENIb: [lonyyntb HeE3aBUCUMYIO 1 OO BEKTUBHYIO
OLIeHKY TeKYLLEero ypoBH4
MHdopmMaLMOHHOW Be30NacHOCTU

[Nepen BHEOAPEHMEM KOMMNIEKCHOW cncTeMbl 6e3onacHOCTU Ans
noarotoBkn T3 Ha e€ pa3paboTky U co3gaHue

[Tocne BHeOpEeHUs1 KOMMIIEKCHOM CUCTEMbI DE30MacHOCTM AN OLEHKN
YPOBHS €€ a(pPeKTUBHOCTH

[Ona npuBegeHusa cnctemMol MHoOpMaLMoHHOW 6e3onacHOCTU B
COOTBETCTBME YCTAHOBIEHHbIM TPebOBaHUAM (MeXayHapoaHble
cTaH4apTbl UnNn TpeboBaHMA POCCUNCKOro 3aKOHOA4AaTEeNbCTBA)

[na cuctemaTtmsauunm n ynopsagovmBaHma CyweCcTBYOWMX Mep 3alUuUThl
NHpopMaunu

[Ona npoBepkn adhpdeKTUBHOCTM paboThl nogpasaeneHnm KomnaHuu,
OTBETCTBEHHLIX 3a obecneveHne Nb

[Ona obocHoBaHUA MHBECTULMKW B HarnpasrieHne MHopMaLMOHHOW
besonacHocTu




P BHeLWHNWN N BHYTPEHHUN ayauT
AuanOrHayka g 6e30MacHOCTU

BHyTpeHHUW ayauT:

v [NpoBoguTCs BHYTPEHHUMM noAdpasgeneHnaMmmn KomnaHmm (oTaenom
b, otaenom UT nnu cnyxbon BHYTPEHHEro KOHTPONS)

v PeKOMeH,EI,yeTCFI npoBoaUTb He pexe 1 pas3a B kBapTan

BHewHUn aygur:.

v TlpoBoguTcs C npuBneYeHNeEM BHELLHEW OpraHn3auum
v PekomeHayeTcs NpoBOAUTb He pexe 1 pasa B rofq




Pt KoHeuyHble noTpebutenu
AuanorHayka | e pe3ynbLTaToB ayauTa

BHyTpeHHMe nonb3oBaTenu:

v PykoBOaCTBO KOMMNaHUU

v lNoapasgeneHne nHpopmaymoHHOM 6e3o0nacHoOCTH
v Cnyxba 6esonacHoCTu
v
v

MNoppasneneHne aBTomaTusaumm npeanpusaTus
Cnyx0a BHYTpPeHHero KoHTpons/ayauTa

BHelUuHMe nonb3oBaTtenu:.
v AKUMOHEpPbLI KOMMNaHUN
v Perynupyouime opraHsbl
v KnneHTbl KoMMnaHnu




BapVIaHTbI npoBeneHuNA ayaunTa

TecT Ha npoHUKHOBEHME (penetration testing)

NHCTpyMeHTanbHbIM aHanm3 3alnLleHHOCTU aBTOMaTU3NpPOBaHHON
CUCTEMBI

AyauTt 6e3onacHOCTU, HanpaBiEHHbIN HA OLLEHKY COOTBETCTBUS
TpeboBaHusMm ctaHgapTa ISO 27001 (1ISO17799)

OueHka cooTBeTCTBMA cTaHgapTy baHka Poccun

OueHka cooTBeTCcTBUS TpeboBaHuaAM PeanepanbHOro 3akoHa «O
nepcoHanbHbIX JaHHbIX»

AyanT Hanmuua KoHdgunaeHumansHoU nHpopmauum B cetn NHTepHer

OueHka 1 aHanus3 pMckoB MHopMaLMOHHOM Be30nacHOCTH
KomnnekcHbI aygnT MHdopmaumMoHHOM 6e30nacHOCTur




AuanOrHayka B9 O TecT Ha NPOHUKHOBEHUE
a (Penetration testing)

TecT Ha NPOHNKHOBEHME NO3BONSAET NOJSIyYNUTb HE3aBUCUMYIO
OLEeHKY 6e30MacHOCTU KOMMNaHUM rna3amMmu
NoTeHUMaribHOro 3rfI0yMbILUNIeHHUKA

UcxoaHble AaHHbIe
® |P-agpeca BHELIHUX CepBepoB
® AHanus NpoBOAUTCA C BHELLUHEro nepuMeTpa

Cobupaemasn niopmauusa
® Tonosnorna cetu
® licnonb3yemble OC n Bepcum NO
® 3anyLleHHblIe CepPBUCHI
® OTKpbITblIE NOPThI, KOHUrypauus n T.4.




O600LeHHbIU NNaH yaaneHHoro
ayguTa




AuanOrHayka BPE-.. UHCTpyMeHTanbHbIM aHanu3
Ve 3aLMLLEHHOCTY

Ona yero npegHa3Ha4eH:
= KMHBeHTapusauus pecypcoB cetu (yctponctea, OC, cnyx6sbl, 10)
= peHTudumkauma n aHanma TeXHONMOrMYeCcknx ysa3BMmMocTemn
= [loaroTtoBka oT4YETOB, ONMcCaHue NPobremM N METOAOB YCTPaHEHUS

Tunbl UcnosibdyemMbiX ANnAd aHalin3a MHCTPYMEHTAJIbHbIX
cpeancTB.
CeTteBble ckaHepbl 6e30nacHOCTH
XocTtoBble ckaHepbl 6e3onacHocTu (npoBepka OC 1 NpUNoXxeHuin)
YTunuTel yganeHHoro agMUHUCTPUPOBAHUS
YTunutel gna sepudukaumnm HangeHHbIX ya3sMmMmocTen
YTunutel Na MHBEHTapuUsaumn pecypcos




UHCTpyMeHTanbHbIVN aHanus
3aWULLEHHOCTH

* AHanus cpeacTtB 3alnTbl Hpopmauum
*  AnHanus VPN-wwso30B
AHanu3 aHTUBMPYCHbIX CPEeaCTB 3aLlUnThbI
AHanus cuctem obHapyxeHuns atak IDS/IPS
AHanus3 MexceTeBblX 3KpaHOB

AHanma cuctem 3awmTbl OT YTEYKM KOH(PUOeHUNaNbLHOW
NHpopMaunu

* AHanus 6e3onacHoCcTn ceTeBon MHPPACTPYKTYpPbI

*  AHanmna 6e3onacHOCTM KOMMYTaTOPOB
*  AHanui 6e3onacHOCTM MapLIpyTM3aTopoB
* AHanui3 6e3onacHoctu SAN-ceTen

«  AHanus 6e3onacHocTtu cetenn WLAN




AuanOrHayka BPE-.. MHCTPyMeHTanbHbIN aHanu3
Vo 3aLULLEHHOCTH

e AHanu3 6e3onacHoCcTN OBLLECUCTEMHOIO NPOrpamMmMHOro
obecneyeHud

« Ananus OC Windows
« Ananus OC UNIX
«  Ananus OC Novell Netware

¢ AHanu3 6e3onacHOCTU NPUKIaaHOro NPorpaMMHoOro obecneveHus
*  AHanus 6esonacHocTn 6a3 gaHHbIX
*  AHanua 6e30nacHOCT NOYTOBbLIX CEPBEPOB
*  AHanus 6esonacHoctn Web-cepBepoB
AHanuna 6esonacHoctn Web-npunoxeHumn




AuanOrHayka BE-.. MpuMepbI BbIABMNAEMbIX
| a yA3BUMOCTEW

Hanun4yne HeycTaHoBneHHbix obHoBneHun 1O (patch’en,
hotfix’oB n ap.)

Hanunumne y4eTHbIX 3anncen n naponeun gocrtyna «mno
YMONMYaHUIO»

HenpasunbHaa KoHurypaums cpeacts 3almTbl
MHdopmaLmu

Hanun4dune B ceTn noteHUmnanbHO-onacHblx cepsuncos (telnet,
Hencnonb3yemble Crnyxobl)




Pa3HoBuUaOHOCTH
WHCTPYMEHTasribHOro ayauTa

OueHka 3awuieHHocTn Web-rnpunoxeHmnn

OueHka 3awmeHHoctTn cuctem b0

OueHka 3awueHHocTu npuknagHoro MO

OueHka 3aluLeHHOCTU BecnpoBOgHbIX CETEN CBA3N

OugeHKa yCTOMYMBOCTM KOMMaHMK K aTakaM Kracca «OTKas3
B 00nyXXuBaHnm»




Ayant CYUB no ctaHpapty
ISO 17799 (ISO 27002)

Monuntunka 6e3onacHoOCTMU

. OpraHmsaumoHHble Mepbl 6e30MacHOCTH

. YyeT n KateropmpoBaHue MH(POPMaLMOHHbIX pecypcoB

. KappoBblie acnekTbl Ub

dusmnueckan 3awmra MHPoOpMaLMOHHbIX pecypcoB

. YnpaBJsieHMe TeXHOJIOrM4eCKMM npoLeccom

. YnpaBsieHue AoCTynom

. 3aKynka, pazpabotka n conposo>xaeHne koMmnoHeHT UC

1.
2
3
4
5.
6
7
8
9

. YnpaBsieHne mHUMgeHTaMm B 06s1actm nHPOpMaLMOHHOM
6e3onacHoCTH

10.06ecneuyeHve HenpepbIBHOCTU paboTbl U BOCCTaHOBJIEHUSA

11.CooTBeTCcTBME HOPMAaTUBHbLIM U PYKOBOASALLMM AOKYMEHTaM




AUanOrHayka g | [pnmep anemeHTa MeTOAUNKM

CpeacTtea 3alnTbl OT BpeaoHocHoro koga (10.4.1)

OnucaHue: [1omkHbl ObITb BHEAPEHbI CPeACcTBa OnpeaeneHus,
NpeaoTBpaLLEHNS U BOCCTAHOBNEHUS ANS 3alMTbl NPOTUB
BPEOOHOCHOIO KOAla U COOTBETCTBYIOLLIME NPoLEeaypb!
npeaynpexneHns norb3oBaTenen.

OoKymMeHTanbHasi npoBepKa: JOKYMEHTbI, OTpa)xatoLime
MOMNOXEHNS MO aHTUBUPYCHON 3aLnTbl MHOOPMAaLIMOHHBIX CUCTEM;
[OMKHOCTHbIE MHCTPYKLMN; JOKYMEHTbI, DUKCUPYIOLLINE
npnobpeTeHne aHTUBUPYCHbIX CPEACTB 3almTbl MHOPpMaLUW.

NHCTPpYyMeHTanbHbIA KOHTPONb: METOAMKA NUHCTPYMEHTaNbHON
NPOBEPKM CPEACTB 3aLiUTbl OT BPeJOHOCHOIo U MOBUBHOrO Koaa.

Pe3ynbkraT. OTYET; OTYET 06 MHCTPYMEHTANbHOM aHanuse
(oetanbHas nHdopmaumsa 06 adPEKTUBHOCTU NPUMEHSAEMBbIX
CpeacTB 3aluThl)




AUanOrHayka

Kputepuun oueHku

JlokyMeHTaIbHbIE OJTBEPKICHUS TPEOOBAaHUN

J1OTIOTHUTEIIBH
bIC
UHCTPYMEHTAJIb
HBIC
MOATBEPKACHUS
TpeOoBaHUM

He
YCTaHOBJICHBI

YCTaHOBJIEHBI
4AaCTHYHO

YcTaHOBJIEHBI B
IOJTHOM 00beEME

He BrImOIHSIOTCA

BrImonHS0TCS
YAaCTHYHO

BreIIOMHSIOTCS B
IOJIHOM 00BeEME




AuanOrHayka - OueHka cooTBeTcTBMA SO 27001

NMnaHupoBaHue

3auHTepeco- O6cnepoBa- 3amHTepeco-

BaHHble
BaHHble Hue CTOPOHBDI
CTOPOHBI

Co3paHune NMoarortoBka
CYUB CYUB k

cepTudpumnkaummn

Bunecsuuead

CoBepLueHCTBOBaHMe

BHegpeHue n

MOHUTOPUHT

TpeboBaHus CYUB YnpaBnsemas

2 ub
oXxXungaemMmblie

pesynbLTaThbl MpoBepka
7133




AUuanOrHayka OnpepeneHne ypoBHA 3penocTu

YpoBeHb 3pesiocTu Onucanne

[TonHOE OTCYTCTBHE MpoOLEcCa B paMKaxX JAESATEIbHOCTH OpraHU3aluu.

«HayanbHbiii». Mcnone3yemblii IpOLECC HECTAHAAPTU30BaH, IIPUMEHSETCS JNU30AMYECKH U
6eccucTeMHO.

«IloBTOpsiemblii». Ilpomecc mnpopaboTaH [0 YpOBHS, KOTZAa €ro BBINOJHEHHE OOECIEYUBACTCS
Pa3IMYHBIMU JIIOABMH, PELIAIOUIMMHU OJHY M Ty ke 3azady. OIHAaKo OTCYTCTBYIOT pPErYIISIpHOE
o0y4eHHe ¥ TPEHHPOBKH IO CTAaHAAPTHBIM MPOLEAYpaM, a OTBETCTBEHHOCTh BO3JIOKEHA Ha
WCIIOJIHUTES.

«OnpeaejieHHbI». XapakrepusyeT TO, 4YTO MHPOLECCHl CTaHAAPTU30BaHbl, JAOKYMEHTHUPOBAHBI U
JIOBE/IEHBl 110 IEepCOHaja IMocpeAcTBOM oOydeHus. OJHAKO MOPAJOK MCIOIb30BAHUS JAaHHBIX
IPOLECCOB OCTaBIEH HA YCMOTPEHHE CAMOIO IIEPCOHANa. OTO OHpPElENsieT BEPOSTHOCTh
OTKJIOHEHUH OT CTaHJAPTHBIX MPOLEAYp, KOTOpbIE MOTYT OBITh HE BBIABICHBI. [IprMeHsemble
MIPOLIEAYPHl HE ONTUMAJIBHBI U HEJOCTATOYHO COBPEMEHHBI, HO SIBIIAIOTCS OTPAKCHUEM IPAKTHKH,
HCIIOJIb3yEMOU B OpraHU3alyu.

«YnpasisieMblii». Xapakrepu3yeT TO, 4TO 00eCIeYNBAIOTCS MOHUTOPHUHT M OIEHKA COOTBETCTBHS
HCIIOJIb3YEMBIX B OpraHU3aluu NporeccoB. [Ipu BeIsIBIEHUN HU3KOU 3PPEKTUBHOCTH PEaTU3yeMbIX
mporieccoB MeHemkMmeHnTa b obecreunBaeTcs mx onrtumm3zanus. [Iponeccel menemxmenta Ub
HAXOIATCS B CTAJMU HENPEPBIBHOIO COBEPIIEHCTBOBAHUS U OCHOBBIBAIOTCS HA XOPOILIEH MPAKTHKE.
CpenctBa aBTroMaTH3anui MeHeKMEeHTa b MCTIONb3yr0TCSl 4aCTUYHO U B OTPAHUYCHHOM 00BEME.

«OnTUMHM3MPOBAHHBIN». XapaKkTepu3yeT MpopabOTaHHOCTH MpoleccoB MeHemkMenTta b 10 ypoBHA
Jy4dIlIed IPaKTUKW, OCHOBAaHHOM Ha PE3ylbTaTax HEIMPEPBIBHOIO COBEPIIEHCTBOBAHUS U CPABHEHUS
YPOBHsI 3p€JIOCTH OTHOCHUTENIBHO IPYIMX OpraHU3alui.




Aypout Hanuuuma
AUanOrHayka g KOHdMAeHUNanbLHOMN

UHcpopmauum

® AyauT Hannumga KoHduaeHumnaabHON MHPOPpMaunmn npeacrasnser
cobomn He3aBUCUMbIA U JOKYMEHTUPOBAHHbLIN NPOLECC NOoUcCKa U
aHanmMsa KoHpunaeHumnanbHbiX cBeaeHnn B ceTn NIHTepHeT npu
NOMOLWM CpeaCcTB KOHKYPEHTHOW pa3BeaKu

[Tonck nHpopMaynm ocyLecTensieTcsa: Ha popymax, B 6norax, B
3/1eKTpOHHbIX CMU, B rocTeBbIX KHMUrax, Ha AoCKax obbsBeHnIn, B
AHEBHMKAX, KOHpepeHUunsax u T.4.

Mo pe3ynbTaTamM NpoBeAEHHOro NOoMcKa rnpoBoAUTCS Bblaauya
«OLEeHOYHOW>» MHPopMauuun B Buae oTyérta. OTUET coaepXuT
creayrwyro MHpopMauuio:

. 0bnacTtb noncka (rae ocyLwecTBAsICS NMOUCK);

. HangeHHas KoHpunaeHumanbHas nHpopmaums;

. rae HangeHa KoHpuaeHumanbHas nHpopmaums;

. pekoMeHaauuun no ycrtpaHeHuto (yaaneHuno) HanaeHHOU

KOHpumnaeHumanbHom nHdpopmaumum B MHTepHeTte




AUuanOrHayka g# Ycnyru B 061acT MOHUTOPUHTA
| i UHTepHeT-pecypcoB

BapuaHT 1 — eXkeAHEeBHbIV MOHUTOPUHT

¢ OObeKTbl MOHUTOPUHra: IHTepHeT-canTbl, MOUCKOBLIE CUCTEMBI,
RSS-noTtoku, 6norun, opymebl, 4aTbl, counarnbHbIE CETH.

HanpaBneHHOCTb MOHUTOPUHIa: onepaTtMBHOE BbISIBIIEHNE YIPO3
6usHecy, penyTaummn u passuTuo. MOHUTOPUHI NPOBOAUTCS MO

KOMMNaHUN U ee PyKOBOACTBY.
OOBHOBMNEHNE HOBOCTHOW NEHTbI — eXXeOHEBHO.

OnoBeLleHne 0 cepbe3HbIX COBLITUAX N YrpO3ax — eXXeQHEBHO.
CBoagHas cripaBka Nno OCHOBHbIM COOLITUSAM — EXXeMECSYHO.
AHanutuyeckasa nogaepxka: 8x5




AUanOrHayka g e Ycnyrn B 061nacTv MOHMTOPUHra

UHTepHeT-pecypcoB

BapuaHT 2 — onepaTUBHbIA MOHUTOPUHT B peanbHOM BPEeMEHMU

O6BbeKTbl MOHUTOPUHIA: IHTEpPHET-CanTbl, NONCKOBbIE CUCTEMBI,
RSS-noTtoku, 6norun, opymebl, 4aTbl, counarnbHbIE CETH.

HanpaBneHHOCTb MOHUTOPUHIa: onepaTMBHOE BbISBITIEHNE YTEYEK U
yrpo3 6usHecy, penytauum n pa3sutuo. MOHUTOPUHT NPOBOAUTCS NO

KOMNaHNnN n ee pykoBoOACTBY.

PaHHee BbisBNeHne ys3BMMOCTEN M yTeYeK Ha nopTanax KoMnaHum,
NapTHEPOB N KOHKYPEHTOB.

O6HoBMNeHNe HOBOCTHOM JIEHTbI — B pealfibHOM BPEMEHW.

OnoBeLleHne 0 cepbe3HbIX COBLITUAX M Yrpo3ax — B TEYEHNE OBYX
4acos.

CBoHasa cnpaBka NO OCHOBHbLIM COObLITUSIM — €XXeHeaenbHO.
AHanutu4yeckasa nogaepxka: 8x5



AUanOrHayka g % " Ycnyru B 061acT¥ MOHUTOPMHIaA

UHTepHeT-pecypcoB

BapuaHT 3 — pacluMpeHHbIN onepaTuBHbIN MOHUTOPUHT

O6BbeKTbl MOHUTOPUHIa: IHTEpPHET-CanTbl, NONCKOBbIE CUCTEMBI,
RSS-noTtoku, 6norun, opymebl, 4aTbl, counarnbHbIE CETH.

HanpaBneHHOCTb MOHUTOPUHIa: onepaTMBHOE BbISIBITIEHNE YTEYEK U
yrpo3 busHecy, penytauum n pa3sutuo. MOHUTOPUHT NPOBOAUTCS NO
KOMMaHNKN, PyKOBOACTBY, KOHKYpPEHTaM 1 OpyrMM obbekTam nHTepeca.

PaHHee BbisBNeHne ys3BMMOCTEN M yTeYeK Ha nopTanax KoMnaHuu,
NapTHEPOB N KOHKYPEHTOB.

O6HoBMNeHNe HOBOCTHOM JIEHTbI — B peasfibHOM BPEMEHMW.
OnoBelLleHne 0 cepbesdHblX COBLITUAX N Yrpo3ax — B TEYEHNE Yaca.
CBoaHasa cnpaBKka No OCHOBHbIM COObITUAM — eXeHeaeNbHO.

ABTOMaTM4YeCKoe NornosIHeHNEe OOCbe MO BCeM OObEKTaM MHTepeca
(kOMNaHUSIM 1 NepcoHam).

AHanutu4yeckas nogaepxka: 24x7



OueHka cooTBeTCTBUA
ctaHpgapTty baHka Poccun

Ycnyru no BHeapeHuto CTO BP UBBC.
* [1poBeneHue oueHkn cootBetcTBUa CTO BP NBBC
» BHeaopeHne CTO BP UBBC B vyactu 3awmTbl INOH

» BHegopeHne CTO BP UBBC B 4actu peanmsaunm cUCTEMbI
MeHeIKMeHTa MHdopMaLoHHOW 6e30nacHOCTH

CTaHpapT noka HOCUT HeobA3aTeNnbHbIN XapaKkTep

Ona noakntodveHus K HINC noTtpedbyetca cooTBeTCTBUE
ctaHgapty CTOb P UBBC

3A0 «AdmnanorHayka» - opraHU3auns-KOHCYNbLTaHT U
opraHusauus-ayantop HI1 «<ABUCC»

OetanbHaa uHpopmauusa o ctaHaaptax LUb PO —
www.abiss.ru




AuanOrHayka B OueHKa 1 aHanu3 pUcKoB
a 6e30MacHOCTY

PUCK - BEPOATHOCTb NPUUYMNHEHUS Bpeaa XWU3HU NN 300P0BbIO
rpaXkaaH, UMyLLecTByY U3NYECKNX UIN IOPpUANYECKNX nnu,
rocyaapCTBeHHOMY MM MYHUUMNANIBHOMY UMYLLIECTBY, OKpPY>KakoLlen
cpeae, XXU3HU UIn 340POBbH XXMBOTHbLIX U PpaCTEHUN C YYETOM
TSXXeCTN 3Toro epena (3akoH O TEXHUYECKOM peryampoBaHunmn)

Puck HapyweHuna nHpopMaLUMOHHON 6€30MacHOCTM -
HeonpeneneHHOCTb, npeanonararLwas BO3MOXHOCTb yuepba
COCTOSIHUSA 3alMNLLEHHOCTN NHTepecoB (Lenen) opraHnsaumm
6aHkoBCKOW cuctembl Poccmninckon degepaumm B YCIIOBUSX Yrpo3 B
nHdpopmaumoHHoun chepe (CTO BP NBEBC 1.0)

Puck - koMbnHaumsa BepoaTHOCTU BO3HUKHOBEHUS NOCIeACTBUA U
ero Bo3MOXHbIX nocneacrtennt (ISO 17799:2005)




AuanOrHayka B OueHka, aHanus v ynpaBneHune
puckamm 6e30nacHocCTH

OueHKka pMCKoB AHanma puckos

\ OnpepgeneHne KOHTpPMeEpP

no MMHMMU3aUUnN PUCKOB




OueHka n aHanu3 pucKkos
Ge3onacHocTuU

aoeHTndpukauma MHPopMaLOHHbIX aKTUBOB
dopmMumnpoBaHue KaTarnora BO3MOXHbIX Yyrpo3 6e3onacHoCTu

OueHKa ypoBHSA BEPOATHOCTU peannisaumm yrpos
De3onacHoOCTHU

OueHka ypoBHS yulepba, KOTOPbIN MOXET ObITb HAHECEH B

criyyae peanusauum yrposbl

OnpegeneHne MHTerpanbHOro 3Ha4eHns pucka
De3onacHoOCTHU

AHanna puckos 6€30MacHOCTU




AuanOrHayka g UpeHTUMKaLmMA aKTUBOB

MHdopMaLUnOHHbIE pecypcCbl, KOTOpble obecnevnBaroT
BbIMOJSIHEHNE DU3HEC-NPOLECCOB, 3aaHHbIX paMKaMu
npoekTa

[TpuknagHoe n obuiecucTteMHoe nporpamMmmHoe
obecneyeHune

AnnapaTtHoe obecneyeHmne
TenekoMMmyHUKaLMoHHOEe obecneyveHne
ONEKTPOHHbIE HOCUTENN

bymakHble HocuTenu

[TomelleHua, rae xpaHmtcsa n obpabartsiBaeTcd
3awmwaemas nHopmaumng




AUanOrHayka

OueHKa puckoB 6e3o0nacHOCTHU

* OueHka MoXeT OCyLlecCTBIIATbCA Ha OCHOBE
KOJIMHECTBEHHbLIX N KA4YECTBEHHbIX LUKAall

* [1lpumepamn MeToaUK OLIEHKU PUCKOB ABMAKOTCH
NIST-800, OCTAVE, CRAMM, MeToaunka oueHKH

PC BP UBBC — 2.3 (npoekT) 1 T.A4.

- MeToguka npegnonaraeT pa3paboTKky Mogenu
Yrpo3 Ans MHPOPMaLIMOHHbBIX aKTUBOB,
onpeneneHHbIX B pamMKkax NpoekTa




AuanOrHayka B ... KayecTBeHHas oLieHKa pUCKOB

KauyecTBeHHas LKana oueHKU ypoBHSA yulepba

1.

Manbin ywep6

[MpnBOANT K HE3HAYUTENBLHLIM NOTEPSAM MaTepuarbHbIX aKTUBOB,
KOTOpble BLICTPO BOCCTaHaBNMUBAKTCA, UMN K HE3HAYNTENBHOMY
BNUSHUIO Ha penyTaunio KOMMaHnu

YMepeHHbIN yuwepo
Bbi3blBaeT 3aMeTHbIE NOTEPU MaTepMaribHbIX akTUBOB UMM K YMEPEHHOMY
BITUAHUIO HA penyTauuto KOMMnaHum

YwepO6 cpegHen TAXKECTU
[MpnBOANT K CYLLLECTBEHHBLIM NOTEPSAM MaTepuarbHbIX aKTUBOB
NN 3HAYUTENTbHOMY YPOHY penyTaunum KoOMnaHum

Bonblwon yuwepb
Bbi3biBaeT bonbwne notepmn MmatepmarnbHbiX akTUBOB UM HAHOCUT BONbLIOK
YPOH penyTauum KoMnaHum

Kputnyeckum ywep6b
[TpuBOOUT K KPUTUYECKMM MNOTEPAM MaTepuanbHbIX akTUBOB UITN K MOSTHON
noTepe penyTtaunm KOMNaHMM Ha PbIHKE




KayecTBeHHas oueHKa pUMCKOB

KayecTBeHHas WwKana oueHKu BepPpOATHOCTU NpoBeAEHUNA aTakKn

1.

OyeHb HU3KanA
ATaka npakTuyecku HuKorga He 6yaeT npoBedeHa.
YpoBeHb COOTBETCTBYET YNCITOBOMY MHTEpBany BepoAaTHocTn [0, 0.25)

Hu3kas
BepodaTHOCTb NpoBeaeHUs aTtakm 4OCTaTOYHO HU3Kas.
YpoBeHb COOTBETCTBYET YNCITOBOMY UHTEpPBany BeposaTHocTh [0.25, 0.5)

CpepHasn
BeposaTHOCTb NnpoBeaeHus atakm npmbnusntensHo pasHa 0,5

Bbicokas
ATaka, ckopee Bcero, dyaet nposefeHa.
YpoBeHb COOTBETCTBYET YNCITOBOMY MHTepBany BepoAaTHocTn (0.5, 0.75]

OuyeHb BbICOKasA
ATaka no4vtn HaBepHsika bygeT npoBeaeHa.
YpoBeHb COOTBETCTBYET YMCITIOBOMY UHTepBany sepoatHoctn (0.75, 1]



AUanOrHayka

KayecTBeHHas oueHKa pUMCKOB

NMpumep Tabnuubl onpegeneHns yYpoBHSI pucka MHGOPMaLMOHHOM

©0e3onacHoOCTU

BepoaTHOCTb
aTaku
Ywep6

OuyeHb
HU3Kas

Hu3kasa

CpeaHsasn

Bbicokas

OuyeHb
BblCOKas

Manbin
ywep6

Huskun
pUCK

Huskun
pUCK

Huskun
pUCK

CpeoHun
pUCK

CpeoHun
puUcK

YMepeHHbIN
ylwep6

Huskunn
puck

Huskunn
pucK

CpeaHun
pucK

CpeaHumn
pucK

Bbicokuun
pUCK

CpeaHumn
ylwep6

Huskunn
puck

CpeaHun
pucK

CpeaHun
pucCK

Bbicokumn
pucK

Bbicokuun
pUCK

Bonblion
ylwep6

CpeaHun
pUucK

CpeaHun
pucK

Bbicokumn
pucK

Bbicokumn
pucK

Bbicokuun
pUCK

Kputnyeckunn
ywep6

CpeoHun
pUcK

Bbicokumn
pUCK

Bbicokumn
pUCK

Bbicokumn
pUCK

Bbicokumn
pUcK




AUanOrHayka

KayecTBeHHas oueHKa pUMCKOB

OnpepneneHune [onycTMMOro yYpoBHSl pUcka

BepoaTHOCTb
aTaku
Yuwepb

OuyeHb
HU3Kas

Hu3skasa

CpepHsas

Bbicokas

OuyeHb
BbIlCOKas

Manbin
yliep6

donycTtu-
MbIU PUCK

DonycTtu-
MbIU PUCK

DonycTtu-
MbIU PUCK

donycTtu-
MbIU PUCK

donycTtu-
MbIU PUCK

YMepeHHbIN
yliep6

donycTtu-
MbIU PUCK

DonycTtu-
MbIU PUCK

DonycTtu-
MbIU PUCK

donycTtu-
MbIU PUCK

HeponycTtu-
MbIU PUCK

CpeaHum
yliep6

donycTtu-
MbIU PUCK

DonycTtu-
MbIU PUCK

DonycTtu-
MbIU PUCK

HeponycTtu-
MbIWU PUCK

HeponycTtu-
MbIU PUCK

BonbLon
yliep6

donycTtu-
MbIU PUCK

DonycTtu-
MbIU PUCK

Heponyctu-
MbIU PUCK

Heponyctu-
MbIU PUCK

HeponycTtu-
MbIU PUCK

Kputnyecknmn
ywepb6

CpeoHun
pUCK

Heponyctu-
MbIW PUCK

Heponyctu-
MbIW PUCK

Heponyctu-
MbIW PUCK

Heponyctu-
MbIU PUCK




AuanOrHayka e ® KonuuecTtBeHHas oLieHKa pUCKOB

Konn4yecTtBeHHas WKasna OUeHKuU BepPOATHOCTUN NpoBeaeHuUs
dTakKun

BepOHTHOCTb npopeneHus atakm namepseTcsa oT Opol

KonunyecTBeHHasn LWKana oLeHKM YPOBHSA yliepba

Yuwep6 nsmepsierca B pMHaHCOBOM 3KBUBaneHTe (B AeHEXHOM BblpaXXeHUM)

PUCK = BeposaTHOCTb yrpo3bl X Yiwepo




AHanus puckosB

» OnpepaeneHve NpMeMNeMoro YpoBHS pucka

* BbI6op 3aLLMNTHBLIX Mep, NO3BOMSAOLWMX MUHUMU3NPOBATb
PUCKM 0 NMPUEMMNEMOro YPOBHS

» BapwaHTbl ynpaBsneHusi puckamm 6e3onacHocTu
* YMEHbLUEHME pucka 3a CHET UCMNONb30BaHNUS

[OMOJTHUTENbHbBIX OPraHN3aLMOHHbBIX Y TEXHUYECKNX
CpeAcTB 3aLUnThI;

YKINOHEHME OT pUCKa NyTeEM U3MEHEHUA apXUTEKTYPbI
NNn cxembl MHGOPMaLMOHHbIX NOTOKoB AC,;

N3MEeHeHMe XxapakTepa pucka, Hanpumep, B pe3ynbTaTe
MPUHATUS Mep NO CTPaxXOBaHUIO;

NPUHATHE PUCKa B TOM Clny4ae, ecfn OH YMeHbLUEH a0
TOro YPOBHSA, HAa KOTOPOM OH He npeacraBnsaeT
onacHoctu anga AC




AUanOrHayka

NMpumep pacyeTa pucka

UHdpopmaumnoHHbIN pecypc — 6a3a gaHHbIX C
byxrantepckon nHdopmaumemn

Yrpo3a — yTeuka KoH(pmaeHunanbHon nHgpopmaumm
nocpeacTBOM e€ KONMpOBaHUA Ha BHELLHWE HOCUTESNN UMK
nepenaya 3a npeaenbl KOHTPONMPYEMOMN 30HbI

Ywep6 — bonbLion
BepoAaTHOCTbL peanunsauum yrposbl — bonbluas
Pe3ynbTupyrowymmn puck — Beicokuu (Hedornycmumbil)




P3 «O nepcoHanbHbIX AAHHbIX»
Ne 152

denepanbHbiv 3aKOH «O NepcoHasnbHbIX AaHHbIX»
N2 152-®3 6b1n NpUHAT ocyaapCcTBEHHOW AyMOW
08.07.2006 n onobpeH CoseToM Peaepaumm
14.07.2006

denepanbHbI 3aKOH NOJTHOCTBIO BCTYNWA B CUITY C

01.07.2011

denepanbHbIM 3aKOHOM PErynupytoTcsl OTHOLLIEHUS,
cBsi3aHHble ¢ 06paboTKOM NepcoHarnbHbIX JaHHbIX

MNepcoHanbHble AaHHbIe - Ntobas nHdopmaums,
OTHOCSILLAACS K NPSAMO UITM KOCBEHHO OnpeaeneHHoMY
unu onpeaendemMomy dusmyeckomy nmuy (CyobekTy
NepcoHanbHbIX AaHHbIX)




P3 «O nepcoHanbHbIX AAHHbIX»
Ne 152

“» OnepaTop - rocyaapCTBEHHbIN OpraH, MyHULUUNAaNbHbIN OpraH,
ropmamnveckoe nnm pusnyeckoe nmuo, CaMoCToOATENBHO UMK
COBMECTHO C ApYrMMu nmuamMmm opraHuayrowme u (mnm)
ocyuwiecTensowme o6paboTKy nepcoHarnbHbIX AaHHbIX, a Takke
onpegensowmne uenn obpaboTkn nepcoHanbHbIX AaHHbIX, COCTaB
nepcoHarnbHbIX JaHHbIX, nognexawmx obpaboTke, 4ENCTBUS
(onepauun), coBepLiaemble C NepcoHarnbHbIMM AaHHbIM

OGpaboTka nepcoHanbHbIX AaHHbIX - J1Oboe [gencTene
(onepaunsi)  UNM  COBOKYMHOCTb  Aencteum  (onepaunn),
COBEpPLUAEMbIX C UCMOSIb30BaHMEM CPEeACcTB aBTOMaTtu3aumm uUnu
6e3 ncnonb3oBaHUS Taknx CPeacTB C NepcoHasribHbIMU OaHHbIMU,
BKIIto4asi cbop, 3anmcb, cCUCTEMATU3ALMIO, HAKOMNeHne, XxpaHeHune,
yTOYHEeHune (obHOBNEHME, N3MEHEHME), N3BreYeHne,
ncnosb3oBaHue, rnepegady (pacnpoctpaHeHue, npenocTaBrieHne,
O0CTyn), obesnnymsaHue, briokMpoBaHue, yoareHue,
YHUUYTOXEHME MepCOHanbHbIX AaHHbIX




AuanOrHayka BPE.. A Tpe6oBaHus
' an P3 «O nepcoHanbHbIX AAHHbIX»

OnepaTop 06513aH NPUHNUMATb OpraHM3aLMOHHbIE N TEXHUYECKNE
mMepbl, ana 3awuTsbl MNAH oT HCA, YHUUTOXEHUS, UBMEHEHUS,
6/10KMpPOBaHKUS, KONMMPOBAHUS, PaACrpOCTPAaHEHUS N UHbBIX
HernpaBOMEPHbIX AENCTBUM

[paBuTenbCcTBO PO ycTaHaBnuBaeT TpeboBaHMs K obecneyeHuto
6e3onacHocTn MNAH npu nx obpaboTke

depnepanbHble opraHbl B 061actn obecneyeHns 6e3onacHoOCTH
(®CB Poccnn, ®CTIK Poccmn) ocyecTBnstoT KOHTPOb U
Haa30p

JIua, BUHOBHbIE B HapyLLUEHUN TPebOBaHNN HeCYT
rpakAaHCKYo, Yro/IoBHYO, aiIMUHUCTPATUBHY!IO,
AVNCLUUMIHAPHYIO U MHYIO NPEeayCMOTPEHHYIO
3aKoHOAATENBCTBOM PO OTBETCTBEHHOCTb




AUanOrHayka g " OTBeTCTBEHHOCTb

Mepbl NO NPUOCTAHOBEHNIO UM MPEKPaLLEHUTO
obpaboTku MNAH

[lpyocTaHoOBKa OEUCTBUA UNU NTULLIEHNE NNLIEH3UN, De3
KOTOPbIX OeATENBLHOCTb N0 06paboTke nepcoHanbHbIX
OaHHbIX CTAHOBUTCS HE3AKOHHOW.

N3baTmne HecepTMPULMPOBaAHHbLIX CPEACTB 3allUThI
NHdopmaLmu

[lpyBnevyeHne K agMUHUCTPATUBHOWU UMM YrOFIOBHOW
OTBETCTBEHHOCTU 1L, BMHOBHbLIX B HapyLleHUU
COOTBETCTBYIOLLMX CTaTeN YronoBHOIO UK
agMWHUCTPATUBHOIO Kodekca




TpeboBaHusa
P3 «O nepcoHanbHbIX AAHHbIX»

Ctatbsa 21. IyHkT 3. B cnyyae BbisiBlieHNA HeNnpaBOMeEPHON
00paboTKN NepcoHanbHbIX AaHHbIX, ..., OnepaTop B CPOK, He
nNpeBbIAaLWmMnN Tpex pabounx gHen ¢ AaTbl 3TOrO BbisIBEHUs, 00s13aH
npeKkpamumsb HernpasoMepHyr o6pabomky nepcoHasibHbIX
daHHbIX unu obecrneyums npeKkpaw,eHuUe HeripasoMepHoOU
o06pabomku nepcoHasibHbIX OaHHbIX JTUUOM, Oelicmayrou,uM rno

nopy4yeHuro onepamopa. B cnyyae ecnu obecneyums
npasomMepHocmb o06pabomku nepcoHasibHbIX OaHHbIX
HEe8O3MOXHO, OrepaTop B CPOK, HE NMpeBbIlaKLWmMn decsimu pabounx
OHEeN ¢ natbl BbISIBNEHUA HerpasoMepHoU obpabomku
NepcoHanbHbIX OaHHbIX, 0093aH YHUYTOXUTb Takne NepcoHarnbHble
OaHHblE uslu obecneyums UX YHUYMOXEHUe.




AuanOrHayka - . ®3 «O nepcoHanbHbIX AaHHbIX»

MH(popMaLMOHHbIE CUCTEMbI NEPCOHASIbHbIX AAHHbIX,
co3gaHHble 0o 1 aHBaps 2011 roga, OOMKHbI ObITh
npuBeaeHbl B COOTBETCTBME C TPeDOBaHUAMM
HacTosLwero degepanbLHOro 3akoHa He nosgHee 1
urona 2011 roga




AUuanOrHayka g» Lmw Ctaguun co3pgaHusa cUCTeMbl
A 3alWNTbl NePCOHasNbHbIX AaHHbIX

npeanpoeKkTHasa ctagust, BKNoYarLwasa npeanpoeKkTHoe
obcnenosaHue VCT1OH (ayauT), a Takke pa3paboTky
TEXHMYECKOro 3aaHnsl Ha ee co3gaHune

cTaguns npoektupoBaHua n peanusaunm UCII10OH,
Bkntoyarowaa paspadotky C3lOH B coctase NCT1OH

ctagua seoga B gencrtene C3I1H, BKoYaoLLas onbITHYIO
aKcnnyarauuio

NpnemMo-caaTo4vHble UCMbITaHUA CPeaCTB 3aLlUnUThI
NHpopmauunmn, a Takxke oueHky coorserctena ACI1OH
TpeboBaHMAM 6e30nacHOCTN MHopMaLUK




AUanOrHayka O6cneposaHune UCMNOH

AHann3 BHYTPEHHUX HOPMATUBHbLIX JOKYMEHTOB,
pernameHTUpYyLWKnxX nopaaok oopabotku u 3awmnTtsl MNOH

OnpegeneHne ncnonb3yemblx cpeacTs 3awwmTthbl [OH, v
OLleHKa X COOTBETCTBUA TpeboBaHNSAM HOPMAaTUBHbIX
OOKyMeHToB PO

OnpepneneHune nepeydnsa MNOH, nognexawmx sawmuTte
OnpepneneHune nepeyvHsa VNCI1OH, obpabartsiBatowmnx MNOH

OnpepgeneHne cTenenn y4actunsi nepcoHana B obpadoTke

[1H, XapakTepa B3anMoOeNCTBUA NepcoHana mexay
cobon




AHanu3 BHYTPEHHMX HOPMATUBHbIX
OOKYMEHTOB

* cbop cyulecTByOLWEN HOPMATUBHOW JOKYMEHTAL NN
3akasduKka perynumpyroLlein nopsgok obpaboTtku n
obecnevyeHunsa 3awmnTtbl MNOH

cOOop CyLLEeCTBYOLLEN HOPMATUBHOM AOKYMEHTaLUK
3akas4ynka onuncbiBaloLLen coctas, CTPYKTYpPY U

dYHKLUMOHarnbHble BO3MOXHOCTU, TEXHUYECKUE
XapaKTePUCTUKN 1 opraHnsaumto ncnonososaHna NCI1OH v
cpeacts 3awnTtbl CI1LH, a Tak XXe pernameHTupyroLine
NopPsA0K NX B3anMOOENCTBUSA

aHanms cyLlecTByoLlen HoOpMaTUBHON OOKYMEHTaLUN
3akas4ymka B obnactn obpadboTtku u 3awmTbl INOH Ha
npeagMeT COOTBETCTBUSA TpeboBaHMEM HOPMATUBHbIX
OokymeHTtoB PP




AuanOrHayka g .. OnpegaeneHue nepevnst UCMNOH

Ha naHHom atane onpegenserca nepedveHb ACIOH u nx
OCHOBHble CBOUCTBA, Takme Kak:

Ctpyktypa NC

[ToaknoyeHue K ceTam obLero gocryna

Pexxum obpadoTtku INAH

Pexum pasrpaHnyeHus npas goctyna nonb3osatenen VC

MecToHaxoXaeHne TeEXHUYECKNUX CpeacTB
NHdOpMaLMOHHON CUCTEMBI

3agaHHbIe ornepaTtopoM xapakTepmucTuUkn 6e3onacHoCTH
nepcoHarnbHbIX OaHHbIX, 0bpabaTtbiBaemMbix B C




AUanOrHayka g OnpeaeneHne nepeyns MOH

[Mepevensb NOH, obpabaTbiBaembix B ICIOH 3akasduka,
noanexawmx 3awmnTe BKIoYaeT B cebsi:

Lenun obpaboTtku MNAH

kateropum [OH

KaTeropum cybbekTos, NOH KoTopbIX 0bpabaTbiBatoTCS
NpaBoOBOro OCHoBaHns obpaboTkm MNAH

nepeveHb genctemn ¢ MNAH, obuiero onncaHus
ncnonb3yemMblix 3akasymkom cnocobos obpaboTtku MNAH

cBedeHUn 0 nuuax, Kotopble nmeroT goctyn K MNOH nnu
KOTOPbIM MOXET ObITb NMpeaocTaBneH Takom OOCTY

NCTOYHUK nonyvyeHuns NaH




AuanOrHayka g OnpeaeneHne UCNOMb3yeMbIX
a CpeAcTB 3alUThbI

« COOp OaHHbIX O:

« CocTtaBe 1 pyHKUMOHaNbHbIX BO3MOXHOCTAX
ncnonbdyembix C3MOH

* TexHUn4ecKkunx XapakKTepnctmnkax n opraHn3aummn

ncnonb3oBanna C3MNOH
« Ycnosuax akcnnyataummn C3I10H B coctase ACT1OH

* OueHKa COOTBETCTBUA UCMNOMNb3yeEMbIX CPEACTB N METOLOB
3awmTol INOH HopMmaTuBHLIM TpeboBaHUsaM PO




AuanOrHayka ges.. NpeanpoekTHas cTagus

Pe3ynbTaTthl 3Tana:

<+ OT4eT 0 NnpoBedeHHOM 0bcnegoBaHUM, cogepKalml OLEHKY
TEKYLLEro YPOBHSI COOTBETCTBUS TPebOBaHMNAM
3aKoHOoJaTenbCTBa U AeTarnbHble pekoMeHaaumnm no
YCTPaHEHMIO BbIABIIEHHbIX HEQOCTATKOB

“» INpoeKkTbl aKkToB Knaccndukaumm
“» Mopenb yrpo3 6e3onacHoOCTU
“* Mopenb HapywmnTens




S . KomnnekcHbIn ayauT
AuanOrHayka g MHOPMALIMOHHOM

©0e3onacHoCcTU

® [1oAMHOXEeCTBO M3 pa3/IMYHbIX BUOOB ayauTa
MHPOpMaLMOHHON Be3onacHOCTHU

® MoXeT BK/o4YaTb B cebs:
® TecT Ha NPOHUKHOBEHME;
® NHCTPYMEHTasIbHbIN ayauT;
® oueHky cooTtBetcTBua CTO BP UBBC;
® oueHKy cooTtBeTcTBMa ISO 27001;

® OUEeHKY cooTBeTCcTBUSA TpeboBaHnam ®3-152;

® OUEHKY PUCKOB MHPOPMALIMOHHON
6e3omnacHoOCTH




AUanOrHayka g " OCHOBHbIe 3Tanbl paboT

v 3akntoyeHune cornaweHua o HepasrnaweHumn (NDA)

v Pa3paboTka pernameHTta, yctaHaBnmBatoLLero
NopaAaOoK N paMKu rnpoBeaeHust pabot

v Cbop ncxoaHon nHdopmauumn ob
aBTOMaTU3MPOBAHHOMN CUCTEME KOMMaHNU

v AHanuns cobpaHHou MHd OopMaLnKU C LENbIO BbISABIIEHUS
TEXHOMOIrM4YEeCcKuX, aKCnnyaTaunoHHbIX YA3BUMOCTEN, a
TakXe HeoCTaTKOB OpraHn3aunoOHHO-MPaBOBOro
obecrneyeHus

v [logrotoBka OTYETHLIX MaTepunarsros
v [Npe3eHTauuna un 3awwnTa pe3ynbTaTtoB NpoeKTa




AuanOrHayka V... A CTpyKTypa pernameHTa

CoctaB pabouux rpynn ot cnonHntens n 3akas4yuka,
y4acTBYHOLLMX B NpoLEeCcce NpoBedeHNst ayamTa

[lepeyveHb nHopMaunKn, KoTopas byaeT npeagocTasneHa
VcnonHuTteno ansg nposeaeHusa ayguta

Cnncok 06bekToB MHopMaTmnsaLmm 3akasdumnka, ayanT KOTOpbIX
OorkeH nposecty McnonHuTtenb

Pornun y4acTHMKOB npoekTa

[Topssinok obmeHa nHdopmaLuren no rnPoeKkTy

[TopssiaoK 1 BpeMsi NpoBeAEHUSI MHCTPYMEHTarbHOro obcnegoBaHus
[Topsagok npoBeaeHnA coBeLlaHn No NPOEKTY




AUanOrHayka

OnpepeneHne paMoK npoekKkTa

ObnacTtb gencrtema (SCoOpe) MOXET oxXBaThbiBaTb Hanbonee
KpUTU4Yeckne bUsHec-npoLecchbl KOMNaHum

Ha aTane onpegeneHns rpaHunl, npoekta Heob6xoammo
YYUTbIBATb B3aUMOJENCTBUE PasnnUYHbIX OU3Hec-
npoLeccoB

ObnacTtb OeNCTBMA MOXET onpeaensTbCA Ha OCHOBE
CrneayroLlnx KpUTeEPUEB:

* KntoueBble bB13Hec-3agaum KomnaHum
« Hamnbonee kputnyeckas nHpopmauus
* Knio4yeBble MHPOPMALUOHHbIE CUCTEMbI KOMMNAHUN




AUanOrHayka g " CocTaB UCXOAHbBIX AaHHbIX

NHdbopmauymsa ob opraHm3aumnoHHON CTPYKTYpe
KOMMNaHUn

OpraHnsaunoHHo-pacnopsaanTenbHasa n HopMaTUBHO-
MeToan4eckasl JOKYMeHTauua rno Bonpocam
MHdpoOpMaLMOHHON BEe30MNacHOCTU

NHdopmaumsa ob NT-aktusax, BNUAIOLWLMX HA OU3HEC-
NpoLecChbl KoMMNaHum

NHpopmaumna ob annapaTHOM, OOLLLECUCTEMHOM U
NpuKnagHomMm obecnevyeHnmn XxoCcToB

MHpopmaumna o cpeacreax 3allnThl, YCTAHOBMNEHHLIX B
KOMMaHum

MHdopmaumna o Tononornm aBToMmaTu3mpoBaHHOM
CUCTEMbI KOMMaHU




AUanOrHayka g .. MeToabl c60pa MCXOAHBLIX AAaHHbIX

[lpenocTaBnieHne OnpPOCHbIX NMUCTOB MO onpeaeneHHon
TemMmaTunKe, CaMOCTOATENbHO 3anoJfIHAEMbIX
COTpyaHMKaMKn 3aKasymka

NHTepBbIOMPOBaAHNE COTPYOAHUKOB 3aKka3uyuka,
obnapgatoLwmnx Heobxoanmomn nHpopmaumen

AHanus cyuiecTByloLlen opraHM3alMoHHO-
TEXHUYECKOU OOKYyMeHTauun, NCnonb3yemMmoun
3aKa34nkom

Mcnonb3oBaHmne cneumanmanMpoBaHHbIX NPOrpamMMHbIX
CPeAcCTB




AUanOrHayka g ) KpuTepumn oueHkn 6e3onacHoOCTH

v HopmaTtuBHO-NpaBoBble AOKYMEHTLI NPeanpUATUS,
KacarLlmecs BonpocoB MHpopmaLnoHHON 6e3onacHoCTH

v TpeboBaHnsa 0eEUCTBYHOLLErTO0 POCCUNCKOro
3akoHopgatenscTBa (PO ®CTIK, CTP-K, TOCThI)

v TpeboaHusa otpacnesbix ctaHgapToB (CTO bBP NBBC 1.0,
6a30BbIN YypOBEHb MHOPMALMOHHOW Be30MacHOCTH
onepaTopoB CBSI3N)

v PekomMmeHgauun mexayHapoaHbix ctaHgapTos (1ISO 17799,
OCTAVE)

v PekomeHaaumnm komnaHn-npomnssoanTenien nporpaMmmHoro
n annapatHoro obecneyeHuna (Microsoft, Oracle, Cisco u

T.0.)




AUanOrHayka g o CTpyKTypa UTOroBOro oT4éTa

[‘paHuubl NpoBeaeHUs ayamuTa 6e30nacHOCTU

OnuncaHune AC 3akasyunka

MeToabl 1 cpeacTea NnpoBeaeHust ayaura

Pe3ynbTaTbl MUHCTPYMEHTANbHOIO aHanusa 3alUuLLIEHHOCTH

Pe3ynbTaThbl OLEHKM COOTBETCTBUSA TPEDOBAHUAM
MeXayHapoaHoro ctaHgapTta 1SO27001

Pe3ynbTaTbl OLLEHKM pUCKOB 6e30nacHOCTH
Pes3ynbTaTbl BHeLLHero obcrnenosaHus (penetration testing)

PekomeHaaummn no coBepLUEHCTBOBAHMIO KOMMIIEKCHOW CUCTEMBI
obecnevyeHnsa MHdopmMaLnoHHOW 6e3onacHOCTU

[1naH meponpusaTui No peanusaymm pekomeHgaunm B obnactu
NHOpPMaLMOHHON Be3onacHOCTH




AuanOrHayka ... MpoaonXuTenbHOCTb 3TanoB

Tan 3anuMaemMoe
Bpems, %

[TonroroBurenbHbie padoTel (moamucanue NDA, moaroroBka 10
pernamMeHTa padboT U T.1.)

Co6op HeoOxonuMoi nHpopManuu (aHKETHPOBAHHUE, 15
UHTEPBBIOUPOBAHUE)

AHanu3 JEUCTBYIOIIEH HOPMATUBHON JOKYMEHTAIINU 10

HNHCcTpyMeHTaIpHOE 00CIeIOBaHNE 20

AHaIu3 MOJY4YEHHBIX TaHHBIX 20

[ToaroroBKa OTYETHBIX MaTEPHUAIIOB 20

[Ipe3eHTanus u 3ammuTa oT4eTa )




AuanOrHayka B9 W i AdanbHenline AenucTBUA No
), pesynbTaTtam

Pe3ynbTaTbl ayguta ABMAOTCA OCHOBOW A1 NMPoBeAEHNS
OanbHenWwmnx padboT No NoBbILWEHNIO NHPOPMALMOHHON
b6e3onacHoCTH:

* CoBepLlueHCTBOBaHME OpraHn3aumMoHHO-NMPaBoBOro obecneyeHus
3akas4unka (paspaboTka [NonnTtrukm 6e3onacHOCTU, OMKHOCTHbIX
NHCTPYKUWIN, pErNamMeHToB 1 T.4.)

MpoekTnpoBaHue, pa3paboTka, BHeapeHue
N COMPOBOXAEHMNE CUCTEM 3aLLUUTbI, YCTPAHSAIOLLMX YA3BUMOCTH,
BbISIBNEHHbIE B NpoLiecce npoBeAeHns ayauta 6e3onacHocTu

*  OB6y4deHune nepcoHarna 3akasdunka




Pt NMoaroTtoBKa Kk cepTucdmkaumm no
AuanOrHayka g haiidl

[MpoBoauntcs ayant AC 1 ocyLlecTBNSETCA NOAroToBKa K
cepTudmkaummn Ha cootTBeTcTBME TpeboBaHam MexgyHapoaHoro
cTaHpapTta 27001

Camy cepTudukaunto nposogut BSI

KomnaHua «[uanorHayka» - naptHep BSI

BbIroIHO C TOYKK 3pPEHNA SKOHOMUKN 3aTpaT
Ha NOAroToBKY K CepTVICbI/IKaLI,VIVI




ATttectauma AC Ha TpeboBaHuA
AUaAOrHayka e - | dCTIK

«ATTEecTaT COOTBETCTBUS» NOATBEPKAAET, UTO OOBLEKT COOTBETCTBYET
TpeboBaHMAaM cTaHAapToB, yTBepXaeHHbIX PCTIK Poccun. [laeT npaso
06paboTkn nHpopmaumm ¢ ypoBHEM KOHDUAEHUNANBHOCTM U Ha nepuoa
BPEMEHMU, YCTAHOBMNEHHbIMU B «ATTECcTaTe COOTBETCTBUA»

*  [lpu atTecTtaumm obbekTa nHpopmaTmsaunm NOATBEPKOAETCA Er0 COOTBETCTBUE
TpeboBaHuaM no 3awmuTte nHdopmaumm ot HCl, B TOM Yncne ot KOMMNbIOTEPHbIX
BUPYCOB, OT YTEYKN 3a CYET NOOOYHbIX 3M1IEKTPOMArHUTHbIX U3NTy4EHUA N HABOLOK Npu
crneunarnbHbIX BO3AENCTBUSX Ha 06BHEKT (BbICOKOHACTOTHOE HaBsA3blBaHUE U
obny4yeHune, aNeKkTpoOMarHMTHOE U pagnalMoHHOE BO3AENCTBUE), OT YTEYUKM UMK
BO3JENCTBUSA Ha Hee 3a CYET crneuunarnbHbIX YCTPONCTB, BCTPOEHHbIX B OO BbEKThI
MHdopMaTU3aLnun.

ATTecTauus npegycMmaTpmBaeT KOMIMIIEKCHYIO NPOBEPKY (aTTecTaluMOHHbIE UCTIbITAHNSA)
3awuiaemoro o6bekTa MHopMaTM3aumn B peanbHbIX YCIOBUAX SKCMnyaTaumm C
LieSTbi0 OLEHKM COOTBETCTBUSA MPUMEHSIEMOrO KOMMeKca Mep U CPeacTB 3alUnThbl
Tpebyemomy ypoBHIO 6e30nacHOCTU MHGOPMaLMN.




AuanOrHayka BPE.. A Npeumywectsa ayauTa
" - 6e30nacHoOCTHU

Jlyywee noHMMaHne pyKkoBOACTBOM U
coTpyagHuKamm uenen, 3agad, npobnem
opraHmsauunm B obnactun b

Oco3HaHue UeHHOCTN MHAOPMALIMOHHbIX
PECYPCOB

Hagnexalwee OOKYMEHTUPOBaAHME npoueayp v
moaenen NC c nosnunn Nb

[MpNHATME OTBETCTBEHHOCTU 3a OCTATOYHbIE
PUCKWU




AuanOrHayka .. A Hawm KoHTaKTbI

117105, r. Mockea, yn. HaratunHckas, o. 1

Tenedon: +7 (495) 980-67-76
dakc: +7 (495) 980-67-75

http://www.DialogNauka.ru
e-mail: consulting@DialogNauka.ru




