
   
ɺʝʜʫʱʠʡ ʠʥʞʝʥʝʨ UserGate 



 
 

www.usergate.ru | sales@usergate.ru 2 



 
 

www.usergate.ru | sales@usergate.ru 

3 ʚʝʨʩʠʷ ʜʚʠʞʢʘ 

ʇʦʜʜʝʨʞʢʘ ʦʙʨʘʙʦʪʢʠ ʨʘʩʰʠʬʨʦʚʘʥʥʦʛʦ SSL 

ɺʦʟʤʦʞʥʦʩʪʴ ʦʧʠʩʳʚʘʪʴ ʩʠʛʥʘʪʫʨʳ ʉʆɺ ʠ L7-ʧʨʠʣʦʞʝʥʠʡ (UASL) 

ɺʝʨʠʬʠʢʘʮʠʷ 

ʀʥʪʝʛʨʘʮʠʷ ʚ ʧʦʣʠʪʠʢʠ ʄʕ 

ʈʘʩʰʠʨʝʥʠʝ ʩʧʠʩʢʘ ʜʝʡʩʪʚʠʡ (action) ʧʨʠ ʩʨʘʙʘʪʳʚʘʥʠʠ 

ʇʨʠʤʝʥʝʥʠʝ ʜʝʡʩʪʚʠʷ (action) ʧʦ ʢʘʞʜʦʡ ʩʠʛʥʘʪʫʨʝ 

ɺʦʟʤʦʞʥʦʩʪʴ ʟʘʭʚʘʪʘ ʧʘʢʝʪʦʚ ʧʨʠ ʩʨʘʙʦʪʢʝ ʉʆɺ ʠ L7-ʧʨʠʣʦʞʝʥʠʡ 

ʇʦʣʥʦʮʝʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʚ CLI 
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ʆʙʥʘʨʫʞʝʥʠʝ ʠ ʙʣʦʢʠʨʦʚʢʘ ʪʫʥʥʝʣʝʡ 

ɹʝʣʳʝ ʩʧʠʩʢʠ ʧʨʠʣʦʞʝʥʠʡ 

ʉʢʘʥʠʨʦʚʘʥʠʝ ʧʘʢʝʪʦʚ ʥʘ ʫʨʦʚʥʝ ʧʨʦʪʦʢʦʣʴʥʳʭ ʜʠʩʩʝʢʪʦʨʦʚ 

ʆʧʨʝʜʝʣʝʥʠʝ ʘʪʘʢ ʚ ʟʘʰʠʬʨʦʚʘʥʥʦʤ ʪʨʘʬʠʢʝ 

ɼʝʪʝʢʪʠʨʦʚʘʥʠʝ ʠ ʙʣʦʢʠʨʦʚʢʘ BruteForce 

ʩʝʨʚʠʩʦʚ 

ʈʘʙʦʪʘ ʩ ʤʝʪʢʘʤʠ ʚ ʩʪʨʠʤʝ  
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 UASL(.name=ôScanô; 
.flow=from_client; 
.tcp.flags = S; 
.dst_port=1:1024; 
.rate=100,10; .track=src_ip;) 
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ʌʠʣʴʪʨ ʧʦ IP-ʘʜʨʝʩʘʤ: 

  src/dst (IPaddr/IPsubnet) 

 

ʌʠʣʴʪʨ ʧʦ TCP/UDP-ʧʦʨʪʘʤ: 

 src/dst (equal, less than, greater than,  

 in range) 

 

ʇʦʠʩʢ ʧʘʪʪʝʨʥʦʚ (packet payload): 

 pattern (string)  

 

ʄʦʜʠʬʠʢʘʪʦʨʳ ʦʙʣʘʩʪʠ ʧʦʠʩʢʘ: 

 icmp, tcp, udp etc 

 

ʏʘʩʪʦʪʘ ʩʨʘʙʘʪʳʚʘʥʠʷ: 

 rate (count, period); track (src/dst IP) 

 

client  
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ʉʝʛʤʝʥʪʘʮʠʷ ʥʘ ʙʘʟʝ ʧʨʠʥʘʜʣʝʞʥʦʩʪʠ ʢ ʛʨʫʧʧʝ LDAP ʠʣʠ ʠʤʝʥʠ 

ʧʦʣʴʟʦʚʘʪʝʣʷ (Identity Based Network Firewall) 

ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʇʨʦʟʨʘʯʥʘʷ ʠʜʝʥʪʠʬʠʢʘʮʠʷ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ 
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ʀʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦʩʨʝʜʩʪʚʦʤ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʞʫʨʥʘʣʦʚ DC  

ʧʦ WMI (ʢʦʜʳ ʩʦʙʳʪʠʡ 4624, 

4634, 4768, 4769, 4770)  ʠ/ʠʣʠ 

ʧʦ Syslog (RFC 3164, RFC 5424, 

RFC 6587) 
ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʬʠʣʴʪʨʦʚ  

ʠ ʪʘʡʤʝʨʦʚ ʚ ʥʘʩʪʨʦʡʢʘʭ 

ʘʛʝʥʪʘ 

ʈʝʞʠʤʳ ʨʘʙʦʪʳ:  

 ʘ. ɸʛʝʥʪ ʥʘ ʙʦʨʪʫ NGFW 

 b. ɸʛʝʥʪ ʥʘ ʙʦʨʪʫ LogAn 

 c. ɸʛʝʥʪʳ ʥʘ NGFW ʠ LogAn  

ɼʠʩʪʨʠʙʫʮʠʷ ʜʘʥʥʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ NGFW 

NGFW: ɿʘʧʨʦʩ ʠʥʬʦʨʤʘʮʠʠ ʦ 

ʧʦʣʴʟʦʚʘʪʝʣʝ ʩ    ʢʦʥʪʨʦʣʣʝʨʘ ʧʨʠ ʥʘʩʪʨʦʡʢʝ 
ʧʦʣʠʪʠʢʠ 
 

ɸʈʄ: ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʩʠʩʪʝʤʝ 

 

NGFW: ʀʟʚʣʝʯʝʥʠʝ ʟʘʧʠʩʠ logon-ʩʦʙʳʪʠʷ ʠʟ ʞʫʨʥʘʣʘ 

 ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʥʪʨʦʣʣʝʨʘ 
 

NGFW: ɸʚʪʦʨʠʟʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ 
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