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O koMnaHunm Anomali

OcHoBaHa B 2013 co3paTensmm ArcSight
* [TnoHep n noep poiHka Threat Intelligence FPlatforms (TIFP)
» bonee 300 coTpyOHMKOB

CobctBeHHas koHdepeHUmst Anomali Detect, nepsasi B otpacin

TexHonorndyeckme naptHepbl B Poccnmn — Kaspersky Labs 1 Group-1B

HBecTLmm — cebille $96M — Google, Telstra, Deutsche Telekom
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YcnelwHble BHegpeHna Anomali

35% cnmcka Fortune 100 LLIBenuapra — ooMeH AaHHbIX Ha
BarkoBckoe coobLLecTso OAD YPOBHS CTPakHb

AHTING — OBMEH MeXXly BaHKaMy NTamnsa — CERTHIN

KOxHass Adpuka — ISAC 1000 gpyrix NnonssoBaTenen

BANK OF ENGLAND
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Anomali Labs

KpynHenLas CeTb XaHWMOTOB B MUPE — UCTOYHKK JaHHbIX « Bonee 12.000 nHcTannaumin MHN, coop gaHHbIX Co
ana durga Anomali Labs BCEro mvpa

[NocTpoeHa Ha Modem Honey Network (MHN) — crictema
yrnpasneH1a xaHmnotamn, OSS paspadboTka Anomali

hpfeeds-logger hpfeeds REST API
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Users 3™ party apps
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https://www.anomali.com/community/modern-honey-net

MMpoaykTbl Anomali
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[TJTATOOPMA ANOMALI ALTITUDE
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MHOOPMALINA OBHAPY>XXEHWE ABTOMATU3ALNA PACCJIEJOBAHUA B3AMMOJOENCTBUE

MATCH THREATSTREAM LENS
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Anomali Lens

NaeHTuPuKayms
yrpo3 npu pabote B
bpay3sepe

Anomali Lens — 370 nepsbi
napcep Be6-KOHTEHTA,
OCHOBaHHbIN Ha obpaboTke
€CTEeCTBEHHOrO f3blka, KOTOPbLIN
BblAENAT MHOPMAaLMIO O
Knbepyrposax ons ganbHenLwmnx
paccriegoBaHum
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Anomali
ThreatStream

BoiaBAeHUe,
paccAeAOBaHUE U
pearupoBaHue Ha yrpo3bl

ThreatStream nossoaser
onepaunoHaAM3MPOBaTb
KnbeppasseaKy u 06beAMHUTD BCE
C311, yckopas BbisBAEHUE YTPO3 U
NPOAKTMBHYIO 3aLUUTY



PACCITENOBARVE KVBEPYI POS3
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MICTOYHUKN MHPOopMaLnmM ob yrposax

OTKpbITbIE Anomali MpuBaTHbLIE
NCTOYHNKMN Labs dunab SURS I CERT
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MIHTerpauum ¢ npueMHmKaMmum gaHHbIX
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Anomali Match

NaeHTunKauus
3A0YMbILLIAEHHUKOB Balleil CeTH.
PeTpocneKTuBHbIN aHaAU3 U

Security Big Data

PaHee BbiABAEHNE U MAEHTUPMKALMSA
3AOYMbILIAEHHNUKOB B CETH 32 CYeT
KOppeAaLumn AeCATKOB MUAANOHOB
WHAMKaTOPOB Yrpo3 C CETEBbIMMU
AOTaMy 1 XyPHAAAMU aKTUBHOCTH B
peaAbHOM BpeMeHu




Anomali Match no3Boaset BuAeTb yrposbl B

Ballen CeTu u COKpalliaTb BpeMA BbIABACHUA
MEPOMPUATUA  THREAT INTEL AKTUBBI KPUTUYECKNUX B3AOMOB 3a CHEeT CONOCTaBAEHUA

ThreatStream
STIX/TAXII
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SIEM
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SUELS KYPHAAbHbIX AAHHbIX 32 HECKOABKO AET €O BCEMU

AaHHbIMU Knbeppa3BeAKN B peaAbHOM BPEMEHMU

CeTteBoin Tpadumk
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Anomali. OT TakTukn K cTpaTtermnm

RAW IOCs

DETECT

IP: 123.45.67.89 MAL: AO7DVOD}

MAL: AO7DVODYA... URL: WWW
URL: WWW.BADDOM... EML: J¢
EML: JOE@MA1BANK... IP: 1234

IP: 123.45.67.89 MAL: AO7DVODy

MAL: AO7DVOD7A... URL: WWW)!
URL: WWW.BADDOM... EML: 34
EML: JOE@MA1BANK... URL: WY

IP: 123.45.67.89

URL: WWW.BADDOM...

ANOMALI

ASSOCIATE

IP: 123.45.67.89

ACTOR

CAMPAIGN

1T

URL: WWW.BADDOM...

INVESTIGATE

1 2
ACTORS OBSERVATION

2 4
TTPS INCIDENTS

3
CAMPAIGNS



OEMORCTPALINA

SakaxkyTe becrnaTHbI MAIOoT:
sales@tiger-optics.ru
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Cnacunbéol

inbs Ocapumin, Tanrep Ontrke, i0@tiger-optics.ru
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